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1 @

1.1 3CiEfEiR

AESTEIESAINSE UDS on CAN&CANFD @RI T1E.
This standard is intended to guide and standardize the design of universal diagnostics for UDS on

CAN&CANEFD.

1.2 EHEE

FFERE 7 KSR Lz CAN/CANFD %5 ERY CAN #2000 ECU RIB RS —2 KBRS AISEINE
XK. OBD ZRAYZEM (HEMUEX) BHiABREEANES. BEEEMIZHITIAEH ECU BJLABISMIIAB* e
EKRANSHER D . (I ARRATER BRI RETEIXE ) KINF R A TR MAIAR.

This standard specifies generic UDSonCAN&CANFD implementation requirements for the CAN-
interfaced ECU which is connected on CAN/CANFD network on Xiaomi vehicle project. Legislated
(Emission-Related) diagnostics required by OBD is not covered by this standard. ECUs with legislative
diagnostics may complement the diagnostic part of this requirement with additional specifications. Any
deviation inconsistent with this technical standard shall be approved by the basic technical engineer of

Xiaomi Automobile.

1.3 HistEs| A

TSRS T AN AR AT DR, fmEBRRIS AN, nEEMRAER. RrnEAE
BISIRASE, EEhA (BEFEEMEIEDR) ERTANE.

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

[1]I1SO11898-1-2015: Data link layer and physical signaling, 2015

[2]ISO11898-2-2016: High-speed medium access unit, 2016
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[3ISAE J2284-4-2016 High Speed CAN(HSC) for Vehicle Applications at 500kbps with
CAN FD Data at 2Mbps

[4]1SO14229-1-2013 ROAD VEHICLES — UNIFIED DIAGNOSTIC SERVICES (UDS) —
PART 1: SPECIFICATION AND REQUIREMENTS

[5]I1SO14229-2-2013 Road vehicles— Unified diagnostic services (UDS) —Part 2:
Session layer services.

[6]1SO14229-3-2012 ROAD VEHICLES — UNIFIED DIAGNOSTIC SERVICES (UDS) —
PART 3: UNIFIED DIAGNOSTIC SERVICES ON CAN IMPLEMENTATION (UDSONCAN)

[7]1 ISO 15765-2-2016: Road vehicles — Diagnostic communication over Controller Area
Network (DoCAN) —Part 2: Transport protocol and network layer services

[8] ISO 15765-4-2021: Road vehicles—Diagnostic communication over Controller Area
Network (DoCAN) —Part 4: Requirements for emissions-related systems

[9] ISO 15031-3 2004: Road vehicles — Communication between vehicle and external
equipment for emissions-related diagnostics —Part 3_Diagnostic connector and related
electrical circuits, specification and use

[10] ISO 15031-6_2015:Road vehicles -- Communication between vehicle and external
equipment for emissions-related diagnostics -- Part 6 _Diagnostic trouble code definitions

[11]ISO 13400-2_2012: Road vehicles — Diagnostic communication over Internet

Protocol(DolP) —Part 2:Transport protocol and network layer services

1.4 KERIGESRIRERE

Abbr 45t&iE Description f#ik
BS Block Size B/l
CAN Controller Area Network 154128 fS1a; x4
CAN_H CAN High CAN &
CAN L CAN Low CAN 1K
CF Consecutive Frame JZE4&0f
Cvt Convention 4EE
CONFIDENTIAL RETC
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https://www.iso.org/en/contents/data/standard/05/52/55283.html
https://www.iso.org/en/contents/data/standard/05/52/55283.html
https://www.iso.org/en/contents/data/standard/05/52/55284.html
https://www.iso.org/en/contents/data/standard/05/52/55284.html

DID Data Identifier ZUEIRIRFF
DLC Data Length code #iRI<ER
DTC Diagnostic Trouble Code I2BfEA3
ECU Electronic Control Unit BB 24187
FC Flow Control 7tz
FF First Frame &
FF DL First Frame Data Length EMEIEKE
LSB Least Significant Byte SIEEXFET
MSB Most Significant Byte REBXIFET
N_Ar Network Layer Timing Parameter Ar RRERFSE Ar
N_As Network Layer Timing Parameter As FREERTFSEL As
N Bs Network Layer Timing Parameter Bs R4RERTFS#1 Bs
N_Br Network Layer Timing Parameter Br (4 ERTFES%L Br
N Cs Network Layer Timing Parameter Cs R&ERTFEESEL Cs
N Cr Network Layer Timing Parameter Cr R4&ERTFES#1 Cr
OBD On-Board Diagnostics ZEZiZRf
PCI Protocol Control Information #3837t
Private ECU An ECU not addressable from a client/tester point of view
TR Fin/IMEnZ i TE AR SUAIEHIRE
Public ECU An ECU addressable from a client/tester point of view
AR Fim/NEBi2 i T 2 A E SRS
SF SingleFrame Eafi
SN Sequence Number F55
STmin Separation Time Minimum &/)\[B]fEAT(E]
uDs Unified Diagnostic Services F—i2#riRsS

Client/Tester

Client/External Diagnostic Tool 2Z2Fis/sMRgii TR

Server Electronical Control Unit Node EB 4B T =
N/A Not Applicable ANiEF
M Mandatory 3&HIHY
C Conditional BH£4HY
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2 2B Diagnostic Requirements

2.1 #HLA Overview

FZ—I2WARSS (UDS) RiEfE 1SO 14229 FMIENERK, ZINERTRBERAD N TtENANAREE
(OSl) EXRSERR, 2WHBEXIR T OSI BT :

The unified diagnostic service (UDS) shall follow the requrements stated in ISO 14229 which is
based on the Open Systems Interconnection (OSI) Basic Reference Model structuring the

communication systems into seven layers. The diagnostic specifications correspond to the OSI layers as

follows:
= 1 — BT OSI ERiZESE Table 1 — Diagnostic specifications applicable to the OSI layers
&R OSI & &R MRS
Applicability OSl seven layer Enhanced diagnostics services
7 E&RT 1SO/IEC 7498-1 Application (layer 7) ISO 14229-1, ISO 14229-3 UDSonCAN

#0 ISO/IED 10731 FHILAITE Presentation (layer 6)

Seven layer according to Session (layer 5) ISO 14229-2

ISO/IED 7498-1 and Transport (layer 4) ISO 15765-2

ISO/IED 10731 Network (layer 3)
Data Link (layer 2) ISO 11898-1, ISO 11898-2, ISO 11898-5
Physical (layer 1)

2.2 iZBmEESE Diagnostic Connector

IZHTECISAEER 1SO 15031-3 hENAY 16 SHEFIERRS. ISMERERRRM 7T EWmn R E SR ENE
REHIESIN. R 2B 1 B 7 EERRS MBI IR SRR i

The diagnostic interface will use the 16-pin common connector defined in ISO 15031-3. The
diagnostic connector provides a physical way for the vehicle to access the in-vehicle communication
network system.Table 2 and Figure 1 show the contact designations of the vehicle connector and
external test equipment.

xR 2 — 1ZWnEEESEs e X Table 2 — Diagnostic Connector PIN
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%S Pin AR Description

1 FREE reserved

2 FRER reserved

3 LKW RX+ (F&Z 100BaseTx)
Ethernet RX+ (100BaseTx compatible)

4 J&&3 Chassis ground

5 {SE1tb Signal ground

6 12t CAN-H Diag CAN-H

7 SAE {RE8 SAE reserved

8 PAKMEGEL Ethernet Active

9 FREE reserved

10 FREE reserved

11 LAKR RX- (3% 100BaseTx)
Ethernet RX-(100BaseTx compatible)

12 LKW TX+ (F&Z 100BaseTx)
Ethernet TX+(100BaseTx compatible)

13 LAKR TX- (382 100BaseTx)
Ethernet TX-(100BaseTx compatible)

14 12 CAN-L Diag CAN-L

15 JER reserved

16 EBjthEE/E Battery voltage

\ 1, 12| 3

L1516 | 1|8 /

\9 01

12113 1] 15 16/

B 1 — 12WmEZERS|# Figure1l — Diagnostic connector PIN

2.3 FABiEHIZE Private ECUs

CONFIDENTIAL REXH

SOR - UDS on CAN&CANFD General Diagnostic Requirement  SOR - UDS on CAN&CANFD & 12 E sk

1, # 12471

SHEET 13 of 124

% 13




EERIFAE CAN NEHNFHR, Flals ECU EERIEINMERSESHITRAING, MAERAAT CAN
Bk, FNERETAIE. FHRBBEMTALE CAN ML EHNEFSIRESHHER. ELMEHNET mi
ETIASE. IZHTRIEHAE, £ R AR E BRI REZIT CAN HE.

Sub-nodes connected to a private CAN network, such as connecting an ECU to its external sensor
or actuator network without using one of the public CAN buses, should not be required to comply with
this specification. The sub-nodes reports the diagnostic information to the master node on the public
CAN network. Therefore, the master node of the network must comply with this specification. The
master node must be able to receive normal vehicle operation CAN messages during the diagnostic

session.

2.4 HIEHEIEE Data Link Layer

AE CAN T RBNZEmERAMMNIGAY DLC NIAERIREDS 8, BNINZBEIZIM. ZiZHTENINKE/NT 8 &
RS, CAN DLC WigE 8, KREMRIFTAER OxAA TR,

FE CANFD Tim#fRfiiilAix CANFD FETCHOISHIILA BBEST CAN i, SNSRIZHTESRE CANFD
e, BRAIZERIBN BA/IZZ CANFD i, DLC{ESXN— CAN_DL{E, ©R=Z CAN I&iE/ A3 IR
&, #2A9 CANFD it CAN_DL{E/9 8. 12, 16, 20, 24, 32, 48 164, WIFZHIANANSENT 8 F15,
N CAN_DL ERGRE 8, T 8 MFIRISHIEAMT, CAN_DLERIRFERIRE, KEANFHRER
OxAA #H1TIHZE.

The CAN DLC of diagnostic request and response frame shall always set to 8, otherwise the frame
shall be ignored. When the diagnostic response frame length is less than 8 bytes, CAN DLC shall be set
to 8 and unused bytes to be filled with OxAA.

All CANFD nodes shall receive and transmit CANFD format diagnostic frames and ignore classical
CAN frames. If diagnostic request is CANFD frame, then diagnostic response shall also be CANFD
frame. DLC value results in a CAN_DL value, which is the physical length of a CAN frame data/payload.
The accepted CAN FD data length (CAN DL) is 8, 12, 16, 20, 24, 32, 48 and 64. If the length of diagnostic

response is less than 8 bytes, then CAN FD data length (CAN_DL) shall be set to 8. For the diagnostic
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response frames with more than 8 bytes, CAN FD data length (CAN_DL) shall be set according to the
following table. The unused bytes shall be filled with OxAA.

73 — CANFD DLIZE#IN Table 3 — CANFD DL setting rule

CAN FD data length (CAN_DL)

8 12 16 20 24 32 48 64

DL<8 8<=DL<=10 | 11<=DL<=14 | 15<=DL<=18 | 19<=DL<=22 | 23<=DL<=30 | 31<=DL<=46 | 47<=DL<=62

2.5 MLEE Network layer

IR EEEATMED R EEIER. Fla0, AEHREIESIRE, BOMNBRIREMESIRRZE. 0
REEHIBIBNEE R CAN/CANFD i, NHRE—FDEITIE,

Diagnostic network layer is mainly used for data exchange between network nodes. e.g. from ECU
to ECU, or between external test equipment and an ECU. If the data to be transferred does not fit into a

single CAN/CANFD frame, a segmentation method is provided.

2.5.1 i2kmE8 34t Diagnostic Message Addressing

ZEMEERRA RO, LMEGIZENEE SIERBEREES . BKERFRIZENHR ID MREZHEE
RRSHUEER, BYIESUE IR RS IR)EZIEES UG — P EE M RS IR,

Diagnostic message Identifiers are required in order to separate diagnostic messages from normal
communication messages. The diagnostic message ID in a request message also determines the type of
addressing used for that message, either physically addressed (targeted to a single server) or
functionally addressed (targeted to one or multiple servers).

— YIERSAL( X 1 18fE) HEATEEENNEEER.

— Physical addressing (1 to 1 communication) shall be supported for all types of network layer
messages.

— THRESHE(T B n BE) N RASHFRINEE.

— Functional addressing (1 to n communication) shall only be supported for SingleFrame

communication.
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[EENERNEBEEN—SRME, ITERERNEIRINATE, FRNE EENESAHIAE ECU,
FEEX TIHE—RE LB ECU fNiZENESSUAIESR,

The normal vehicle network configuration will be a multi-level network, as described in the vehicle
network topology in the following figure, with both public and private ECUs on different networks. This

chapter defines the requirements for addressing diagnostic messages for all public ECUs on any

network.
ECU ECU
ADAS ‘ ‘
Controller Domain Network(-)
Gateway
Backbone
Network
ECU ECU ECU
External Vehicle T T ]
Diagnostic Center Domain Network(CAN/CANFD)
Device Controller Domain Networki-)
OBD e
connector
(Ethemet link) | Gateway ECU
Backbone
Network
Infotainment Domain Network(---)
Center L ‘
ECU ECU
Gateway
Gateway
I ECU
Sub Network(CAN/LIN)

2 — BEIRIMNREIRAI Figure 2 — Example of the vehicle network topology

AT HT TR AERME LA ECU RIEFEIIEK, 81 ECU HEEFESHE—W
ek, IXAMEUESEURT ECU ZFTBNMRIZELAR RZS 8 TR K.

To make it possible for the tester to send a specific request to a public ECU on the vehicle network,
each public ECU needs to have its own unique address. The address will be dependent on which
network the ECU is located on and which domain the network belongs to.

ZIEHIERE 0x1000-0x7FFF (ZEIRHIERYE) HEREWN-TEMIMNGSETES (DolP)-5 2 #%7:
REFMERMEERIRZHEN, Hp/KISEREASERE 0x1000-0x7FFF, FIEATHEHIREATMELL,

The logical Center ID 0x1000 — 0x7FFF (Vehicle manufacturer specific) defined in Road-vehicles—

Diagnostic Communication over Internet Protocol (DolP)—Part 2: Network and Transport Layer
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Requirements and Services, where Xiaomi uses the range 0x1000 to Ox7FFF, is used as addresses for the
public ECUs.

BBl OXOE80-OXOEFF (FMERZEHIE/ESEmEUZ KR E) HERER-ERMNINSGZHNIE
{5 (DolP)-58 2 &B%: MBHIEHMEERMRS FEXBTINBZET TR, Ho/\KiSZE(ER 0x0E80 RIF5MD
12T ATHBLE,

The logical Center ID 0xOE80-0xOEFF (External vehicle manufacture / aftersales enhanced
diagnostic test equipment) defined in Road vehicles—Diagnostic Communication over Internet Protocol
(DolP)—Part 2: Network and Transport Layer Requirements and Services, is used for the external
diagnostic tester. Where Xiaomi uses the O0xOE80, is used as addresses for the enhanced diagnostic test

equipment.

2.5.2 i2hmZiEithlEst Diagnostic logical address format

RTFZinER (Bfptbil) MmA (Fitit) RISUHENo A NERD, EApERT Rttt
Uk, MBS ISR RIS, W&,

The format for diagnostic request (target address) and response (source address) is divided into
four parts, which use a combination of Center ID, Domain ID, Network ID and ECU ID, as shown in the

table below.

F4 — FHHEI Table 4 — Addressing format

FNETIRSER L2 byte)

In-vehicle logical ECU address(2 byte)
bitL5]bit14|bit13|bitt2|bitl1|bit10] bitd | bit | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bitl | bit0
P ITES: ibls b bl T2 e:ubily ALl bl
Center ID Domain ID Network ID ECUID

B ECU BHRSRMIESHANTIRES L, 81 ECU NE— M ElE—IEZEitit, BREXSEIE
SR,

Both physical and functional addressing shall be supported by each ECU. Each ECU should have a
unique physical logical address, please refer to the signal matrix for specific definitions.

AILAUBIITREZ I MR E R IIRTE (2H) ECU KIXiEK. IhRESHUE(T Bl n iB(E) MRS RmiER.
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It shall be possible via a functional logical address, to send a request to all (public) ECUs in the
complete vehicle.Functional addressing (1 to n communication) shall only be supported for
SingleFrame transmission

INKISEE(ERE OXTFFF, FR{FIhREZIEMbL.

Xiaomi uses the Ox7FFF, is used as functional logical address for the vehicle.

2.5.3 CAN/CANFD W AiZihitiit4Ez0 Diagnostic address format of CAN/CANFD node

CAN/CANFD T ECU RsZiFEMSUETTE0, KA 11 £ CAN #RRFF, 849 CAN/CANFD ECU MNSZHFE
H=/> USDT CAN iZitf ID:

—ESURNEK (8 ECU iZ#rEIL ID),

—YIEFITHEE SR (8% ECU i2WiEHR ID)., ECU 2HER ID A%RET ECU SRl ID HUERZE
0x100. ECU fERRAMIRIERNZIBN CAN fRRFFE X IES NS SHER.

—XIFTEEFE ECU MIHRESUEER. (JKIRZERER 0x7FF 79 CAN/CANFD ECU RITHRES LK
Hbik)

CAN/CANFD ECU only supports normal addressing mode and uses 11-bit CAN identifier. Each
CAN/CANFD ECU should support a total of three USDT CAN diagnostic IDs:

—Physical addressing request (or ECU Diagnostic Reception ID).

—Physical and functional addressing response or (ECU Diagnostic Transmission ID). The ECU
diagnostic Transmission ID is always equal to the value of the ECU diagnostic Reception ID minus
0x100. Please refer to the signal matrix for the definition of the physical request and response CAN
identifier used by the ECU.

—Functional addressing requests for all ECUs in all domains. (Xiaomi uses 0x7FF as the functional
addressing request address of CAN/CANFD ECU)

MiZigieit (ECU nit) FJ 11 {2 CAN ID AU%E#E, 27 WISRiZigHnE (B TA #0 SA) 79 0x1234

(Fpoepg itk =0x1, fEitbiit=0x2, RIEZHEUE=0x3 F0 f=HISsibit=0x4), WIRfEERA CAN ID 0x734,
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Conversion from logical address (ECU address) to 11-bit CAN ID. Example: If the logical address (ie

TA and SA) is 0x1234 (Center ID=0x1, Domain ID=0x2, Network ID=0x3 and ECU ID=0x4), CAN ID

0x734 should be used.

2.5.4 HEHEX Message format

x5 — 1Z2BmBEEET Table 5 — Diagnostic message format

Byte1
Message Type Byte2 Byte3 Byte4-6 Byte7-8 Byte9-64
9e P Bits 7-4 | Bits 3-0 d Y Y Y Y
SingleFrame
0000b SF DL Data /
(CAN DL<=8)
SingleFrame 1
0000b 0000b SF DL Data
(CAN_DL>8)
FirstFrame 2
0001b FF DL Data
(FF_DL<=4095)
FirstFrame 3
0001b 0000b 00000000b FF DL Data
(FF_DL>4095)
ConsecutiveFrame 4 0010b SN Data
FlowControlFrame 5 0011b FS BS STmin / / /

1. iHES CAN_DL > 8 Kt Fol, HrhFi#1 FRREDHIRE 0(TMKE). XEMEERA SF_DLAYER
REIP TN D (ED#2)MEN. B9 CAN_DLEEN KT 8, ATLAXMENRXS CAN FD ZEBUME,

2. ES &S, GNSRSCRR FF_DL <= 4095, MIFE—millESs PCl R AIX.

FF DL,

3. EZhEHT, NSRLFR FF DL>4095, NfERAHHRY PClIER&IXSE—, BI/R FF DL& 0, A byte3-6 &=

4. SequenceNumber (SN)RGZARASZE N_PCI 545 1 fEss, SN ERESEEH 0 ~ 15,

5. FS (FlowStatus)B#EERAEMB LR E S AT LAKEEEEIEH.

1. Messages with CAN_DL > 8 shall use an escape sequence where the lower nibble of Byte #1 is set to 0 (invalid
length).This signifies to the network layer that the value of SF_DL is determined based on the next byte in the
frame (Byte #2). As CAN_DL is defined to be greater than 8, this definition is only valid for CAN FD type frames.

format.

2. In multi-frame transmission, if the actual FF_DL <= 4095, then the first frame is sent in the traditional PCI

the original FF_DL is set to 0 and the byte3-6 is used to represent FF_DL.

3. In multi-frame transmission, if the actual FF_DL > 4095, the new PCl format is used to send the first frame, i.e.,

value within the range

of 0 to 15.

4. The SequenceNumber (SN) shall be encoded in the lower nibble bits of N_PCl byte 1. The SN shall be set to a

transmission.

5. The parameter FlowStatus (FS) indicates whether the sending network entity can proceed with the message
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2.5.5 RIESE] Timing parameter

X 6 — FIZMBEYE Table 6 — Flow control parameter value

SHZTFR Parameter Z{IAE Default Value BA{S] Unit
BS 0 -
STmin_TESTER 0 ms
STmin_ECU 10 - Application software ms
0 - Boot software
X 7 — MERENFSEE Table 7 — Network layer timing parameter value
SHEMR HEafE MREEK By
Parameter Timeout Performance Requirement Unit
N_As/N_Ar 75 NA ms
N_Bs 150 NA ms
N_Br NA <75 ms
N_Cs NA <75 ms
N_Cr 150 NA ms
2.6 £iEE Session layer
2.6.1 RIS #] Timing parameter
x 8 — SIEEAFSEE Table 8 — Session layer timing parameter value
SHZFR Parameter B/JME Min B A{E Max 2581 Type EA{i7 Unit
S3server NA 5000 Timer reload value ms

2.7 RHAE Application layer

2.7.1 RIFEZS#] Timing parameter

* 9— NAENRFSH(E Table 9— Application layer timing parameter value

SHETR =IME THRE =AE e~ BRI
Parameter Min Typical Max Type Unit
P2server 0 / 50 Performance requirement ms
P2*server (QNote1 / 2000 Performance requirement ms
P4server P2server P2server_Max 15000 Performance requirement ms
CONFIDENTIAL FREXH
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Notel: XTHENMN, FFERIEF P2 * Server FISFERTE Oms,

TEIERAIME A AIHAIE), ELRARERS (NRC78) RUEHZIARYRHRINEE ) 2000ms,

Note1: For a final response the minimum time for P2*Serv er in all sessions is Oms.

During the enhanced response timing, the time between the transmission of consecutive negative

messages (each with negative response code 0x78) shall be 2000ms.

2.7.2 EEYIENMEESIINS M HLIERIER Multiple concurrent request messages with physical and

functional addressing

—MERINZHTIRSERS Im—RRE—MSHIEEG], —M2HYSER—R RREtE—NER,
SHTHRKEINER (TeRWERINESI) BHALER, BREKEEHMCE (RIXRENNNEN FEER
VAR .

A common server implementation has only one diagnostic protocol instance available in the server.
One diagnostic protocol instance can only handle one request at a time. The rule is that any received
message (regardless of addressing mode physical or functional) occupies this resource until the request
message is processed (with final response sent or application call without response).

RERMEIIME R RERIRAME

- EFiRERRFEMEZEREREERBRNSEE— RS MRS IR LIRSS,  Keep-Alive-
Logic #ENXAEE SPRMIB=true HIIIEESHUAIBERN TesterPresent JHE, HEWMHSIKIBENE. RS
mASRRRISEHETN: "HE" RERNNAEFE, FETLGEREEENSIHER.

- MRRFIIF— IS NEEISHNER, HEEIREERS (K, EaBi2h) LT EsRESITIRE!
XEFKRZ—, WNFIEHFIEIRSS, BHEARIE, FEIFMEEEZINEK. NRFERIRLTENIR
&, MIEKAEA,

There are only two exceptions which have to be treated separately:

— The keep-alive logic is used by a client to keep a previously enabled session active in one or
multiple servers. Keep-Alive-Logic is defined as the functionally addressed valid TesterPresent message

with SPRMIB=true and has to be processed by bypass logic. It is up to the server to make sure that this
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specific message cannot "block" the server’ s application layer and that an immediately following
addressed message can be processed.

— If a server supports one or more legislated diagnostic requests and one of these requests is
received while a non-legislated service (e.g., enhanced diagnostics) is active, then the active service
shall be aborted, the default session shall be started and the legislated diagnostic service shall be

processed. This requirement does not apply if the programming session is active.

2.8 2RIk Diagnostic Gateway

B&ZI2HMAINAER ECU RIRIEIZSHI R RIS MF*HsE[Diagnostic And Bootloader Gateway
Specification]#H1 TR KEIFHISLIE,

The ECU with diagnostic gateway function should implement the gateway software according to
the Diagnostic and Bootloader Gateway Specification [Diagnostic And Bootloader Gateway
Specification].

MFEET 218 ECU AR ECU £, FERERE LIN BEFEXAMTUINSREMERSET
fEZEFIER LIN MEEERS. ERLEBE LN BiliaER, TLABEXNAH ECU FHaki%E
ReadDTCInformation (0x19) # ClearDiagnosticinformation(0x14)iRZEBFIBIRICREAT ECU T AR
PErrfERRPRY LIN ML =AY DTC,

For a public ECU master node connected to multiple private ECUs, it is responsible for recording
the LIN slave failure status in its failure storage space according to the slave state reporting bits defined
in the LIN matrix.After the vehicle is powered on, after the LIN communication is stable, the DTC of the
LIN slave node recorded in the public ECU master fault memory can be read and cleared by sending
the ReadDTCInformation (0x19) and ClearDiagnosticinformation (0x14) services to the public ECU
master.

LIN W mEEA B ta N REt BT 2RSS /MR TEIRENE iR A . &A% ECU T RIRBHE
P2server RTEIPIRENZIMA TS RAOEHRE, RIEAH ECU R RMIMERUIK TRIREISENIS (0x78).

LIN Slave data and self-checks should be able to be acquired or triggered by external test tools

through diagnostic services. If the public ECU master does not obtain the data of the slave node within
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the P2server time, the public ECU maste should return a pending negative (0x78) response to the

external test tool.

2.9 T2/ Security Access

ATEEBHEIBETRE. HEZEREMZRNEIESIZHRS, ECU MIREREXIFL2NEEE,
ECU AIRIBR AT R IF— N EHEZ M ENZEHEHRE], BXRLEBERIINEN SN 2.9.1 B,

In order to be able to access data or diagnostic services that are restricted due to security,
emissions, or safety reasons, the ECU should support secure access algorithms as needed. ECU can
support one or more different security access levels according to system requirements. For the
definition of security access level, please refer to chapter 2.9.1.

INKISTERA AES RANRNEEAERZE£RE, FEREREE. NKAEBEERERIRINEEH X
ATEM AN, HNENREIS eSS IENMFRERNEREE, HHRERENREEEXNAERE
BEFEES]. REICKIZET TIEIMAR, HNEANHFTEMSHATERRENNZEHTIEZFR.

Xiaomi selects the AES series algorithm as the main security algorithm and uses key management.
Xiaomi will release an independent security algorithm specification file to the supplier after sourcing.
The supplier shall implement a reasonable seed and key generation algorithm in accordance with the
specification, and ensure that all information related to the security access algorithm is strictly
controlled. Without the approval of the diagnostic engineer, the supplier shall not implement the

securiy algorithm level that is not defined in the ECU diagnostic special specification.

2.9.1 E2i5AFRK Security Access Levels

NREFFEN T M ARNZEHIERE. FREBINZEIHAENX T ARSEEANHEMR, BREURT
SRR T B EFRYTIRE.

Several different security access levels are defined for secured operations. Different levels of
security access define different types of access permissions, depending on the functions used by the
external testing tool.

x 10 — ZL2IFAER Table 10 — Security Access Levels
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R2I[AFR fER &/E
Security Access Level Description Comment
Seed(hex) | Key(hex)
01 02 FRTFRETE B THEIRER ECU 19T,
Used for software download All ECUs with download function need to be
implemented.
03 04 FTEEER EE ECU T|HhIT,
Used for CarMode transition Only specified ECU needs to be implemented.
05 06 BT BREHIRS HE1ZHRINEERT ECU 15FHAT.
Used for Basic diagnostic services All ECUs with diagnostic functions need to be
implemented.
07 08 FTRh#ThRE B&p5EIIRERY ECU I9FHAT.
Used for IMMO function All ECUs with anti-theft function need to be
implemented.
09 0A AT EERE BRERZ2IHEI ECU 19FHAT.
Used for Security logs All ECUs with Cyber security functions need to be
implemented.
5F 60 BT R ERIRE S {35E ECU BH1T.
Used for end of life activation of Only specified ECU needs to be implemented.
on-board pyrotechnic devices
61-69 62-6A | FFTE ECU R THFERIhRE ECU R EFRIMEFHITIFFRIIEER B AT,
Used for the purposes of The implementation of special functions in the
performing special functions in the | development environment of the ECU supplier.
ECU supplier side

2.9.2 Z2ihI9if#E Security Access Procedure

MBI TEM ECU IERFTENRENRRENT MR, MeEREehamE. JSNKTER

HAZELEAS ECU R LIRS ZAANAR, ECU % EinatiREERT.

The security access procedure is started when the tester requests a security seed from the ECU for

the required type of security access. Security access to the ECU is granted when the security key

provided by the tester matches the security key calculated by the ECU.

HEREFER SN ECU LENSLIUNTE "RENERE" FimiRehaEiniiz.

SOR - UDS on CAN&CANFD General Diagnostic Requirement  SOR - UDS on CAN&CANFD & 12 E sk
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The security access process flow shown in Figure below “Security Access Procedure” shall be
implemented in all ECUs that require secure access.

Client Server
Seed
Generation

Key
Generation

Key

3 — ZLipaiRiEE Figure 3 — Security Access Procedure

REIERAEN T

1) BEFEXRR "MF

2) IRSERKIE T

3) BFmAIX "ER" (ERTEEIRYTF)

4) IRSBH|[IEAL "Key” BEHH, FHESEIEDH

The secure access process is as follows:

1) Client requests the “Seed”
2) Server sends the “Seed”
3) Client sends the “Key” (appropriate for the Seed received)

4) Server responds that the “Key” was valid and that it will unlock itself

EEEEZ, RE—LZ2RKFI2EN. i, RS requestSeed 0x03 HXBHNZ SRR EIE,
HEMX B EKREIIHEREB T 5 requestSeed 0x01 H8XEXHNZ 25, BBAREBS requestSeed 0x01 #HXEX
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L2 RBSHFNL LRI EHEMN I Z AR, (E(@5CRI#S requestSeed 0x03 1BXRAIZ AR HIAYFH
MZLWEEBABRENN. Z2RIRSE2ETH, AFERERIIZEEHITRE,

Only one security level shall be active at any instant of time. For example, if the security level
associated with requestSeed 0x03 is active and a tester request is successful in unlocking the security
level associated with requestSeed 0x01, then only the secured functionality supported by the security
level associated with requestSeed 0x01 shall be unlocked at that time. Any additional secured
functionality that was previously unlocked by the security level associated with requestSeed 0x03 shall
no longer be active. The security levels numbering is arbitrary and does not imply any relationship
between the levels.

ERIRMBERXRSIHARS XM BERIEKRSH "HEN . RSN EDERREIHIIRS

"BRMT BEMMERAE TF KN, HFEZFIEEENAASH. SRRERERITEENN
FiRE.
The client shall request the server to “unlock” by sending the service SecurityAccess-
‘RequestSeed’ message. The server shall respond by sending a “seed” using the service
SecurityAccess ‘requestSeed’ positive response message. The seed is the input parameter for the key
calculation algorithm. It is used by the client to calculate the corresponding key value.

BEFiRNBI ERESNZSNERS "RXER" BRERETEHN "BR" RXIRSHRIEKRER
EExd. ARSSImALEIL "HEIR" SWERFME/ATEERHTIR, MRIXANMFIE, NARS mEAESIE F inXy
FFERSS/AUERYEIA), FABTRENERS "KIEER" SEMAERRE TER. NRXANMFALE, N
MSEMAERNEEN. THNEREREFIRNEEINR "BXMT" HEEHRA.

The client shall then respond by returning a "key" number back to the server using the appropriate
service SecurityAccess ‘sendKey’ request message. The server shall compare this "key" to one
internally stored/calculated. If the two numbers match, then the server shall enable ("unlock") the
client's access to specific services/data and indicate that with the service SecurityAccess ‘sendKey’
positive response message. If the two numbers do not match, this shall be considered a false access
attempt. An invalid key requires the client to start over from the beginning with a SecurityAccess

'requestSeed’ message
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2.9.3 FERAYENEH) Delay time control

FEIERAITAELA MERRS ROECEERI TS, SENiERdTHETRR. KRUHEER IR R R iE=R .

a)iELE 2 RE 21K
b)iZsL 3R "BKFF" =i,

The ECU shall activate the delay mechanism and activate the delay timer. . Failure counter should

be stored in non-volatile memory in the following situations.
a) Two (2) false access attempts has been reached;
b) Three(3) consecutive "Request Seed" attempts.

SNSBERSTHIS/NT 10 s BRI EIR 2B -ERMFIRSFINERIR, BIERTNRIREN AR EMNR L.
—BEEREERAEEERT, KAMHHERSEENT (0), ERTSINELE.

If the time delay time is less than 10s, the ECU shall response a corresponding negative response to
a SecurityAccess “requestSeed” message. Once the ECU is successfully unlocked with a valid key, the
failure counter will be reset to zero (0) and the delay mechanism should stop.

NRINBUH TEISRMF, BLUSHENNZARIES ECU, XMRF2EH M. MRIMEUKTERER
EESR "R F, WEkEdERZFREEENM T, BREREREHEENETD EXRMT" FRisE
1, ZPWTIERETIRRRTEER RLERS, =5 send-key FHILE

If the external test tool requests a seed, it must send the corresponding key to the ECU. This order
is mandatory. If the external test tool sends a continuous "request seed"”, the request is accepted and
the same seed is returned, but the security access failure counter is incremented by 1 from the second
"request seed". When the diagnostic session is transited (whether from non-defaultSession to
defaultSession or non-defaultSession to non-defaultSession) or the session timeout occurs, the current
send-key sequence ends.

NRINBMH TEARIEFRNER, 5 KkHdess, IFIREMMAES “Invalidkey”, FIEHRESER ((HAT=
AIFMFEATR) HERSIHERMIHEENEM 1.

If the external test tool sends an invalid key, the request is rejected, and the negative response
code "InvalidKey" is supported, the sequence will be reset (any current seed becomes invalid) and the

security access failure counter is increased by 1.
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24 SecurityAccess LMITEESAZ 2 (B 2 REERHISIRE 3 RELEL Bk F 2K) i, IRSiw
NERF 10 7, REBEZSE—MRS SecurityAccess "iERMF" HA. ELEIETTRS
SecurityAccess “requestSeed” HEEMEHIERE, FHEERSHHRIBEMNAT

“requiredTimeDelayNotExpired” ., 2§ 10 #WEFHIERE, SecurityAccess KMITEIEERIR, 1, HAIFHT
—RFHI=IR, MRZHKW (BT FCHAIEHEGESRY "BERMF" =id), SecurityAccess KWIHEIRRN B
RN, IRSIRMNIEES S — MRS SecurityAccess “requestSeed” EHEZRIZEF 10 ),

When the SecurityAccess failure counter reaches 2 (that is, 2 wrong access attempts or 3
consecutive "request seed" attempts), the server should wait 10 seconds before accepting another
service SecurityAccess "request seed” message. Any service SecurityAccess "requestSeed" message
during this period will be rejected with a supported negative response code

“requiredTimeDelayNotExpired” . After 10 seconds have elapsed, the SecurityAccess failure counter
should be decremented by 1, and a new attempt should be allowed. If the attempt fails (due to invalid
keys or continuous "request seed" attempts), the SecurityAccess failure counter should be incremented
again and the server should wait 10 seconds before accepting another service SecurityAccess

"requestSeed" message.

2.10 HIEEH Fault Management

2.10.1 $FE#&0 Fault Detection

EPSEHENIRE X 9 ECU IRBISZIE ECU SUEAMERINEILEM(ERER. HUTRR. FHRFIEE) SRS MERERIEHTE
FMHRBES. LEHh, FAEMSERIIERE NS, Eit, RNREEEDEE ECU REPERRFHR
b,

Fault detection is defined as the ECU's ability to identify fault conditions that affect the ECU or any
related peripheral components (sensors, actuators, switches, and wiring) or system performance. In
addition, all network error situations should be monitored. Therefore, detected faults include at least
ECU level faults and system level faults.

gN5R ECU RURLETIRER A —MEREMSHR, WFEEFME DTC LIBSESIEARARE, HttERARES
REFRNIE(E, Hlan, SJREKRART, EHRRnERREEISE.
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If some function of the ECU is compromised by a failure, the DTC needs to be stored to cover the
root cause of the failure, and other faults are compromised by root cause shall be suspended. For
example, when the bus is off, the ECU should hang up to lose communication failure.

HEStEMISRES AILNERD . BX ECU NiZFEH ARHRGERFPAVEERE, LAIRAMEGEIEE,

The fault detection process is divided into several parts, defining when the ECU should monitor
faults in the system and how they should be detected.

PR ERLA T AE:

Fault detection uses the following terms:

TRC (Test Run Criteria): ##i& DTC iz{TERRIBESRM,

Test Run Criteria(TRC): This section describes the start and stop criteria for the DTC operation
cycle.

HEEtINRE: ZESANREERERNINERMAE, FEFHEEWT:

1. WKW

2. Wi@g=RE:

3. MRHEMEELE

4. ISR

5. HKIER

6. tMEFMAGISINE

7. W RS

Fault Detection Criteria: This section describes the error trigger value when the value is considered
faulty.The following information needs to be listed:

1. test failed threshold:

2. test passed threshold:

3. test failed inhibit

4. increment step size

5. decrement step size

6. test sample failed criteria
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7. test sample passed criteria

BEFSFERSRNMBREHIER, EFEH4ER ARTEBEIRIIR

Customer Fault Symptom: This section describes the symptoms that may be presented to
customers and/or maintenance personnel when a failure occurs.

HIRIRENBAITE R e SE DTC IR ERVSIERRA.

Fault Cause: This section describes all possible fault causes that may set this DTC.

ECU SRR MBS SRR R SRR UL ERIE .

Fault Measures in ECU: This section describes the measures taken by the control module when the

fault is active.

2.10.2 BEFEIRENX Operation Cycle Definition

BAFEIAE X MRS TR SRS . T MEEETTS, FJEXm 7 I N EER(REEI
WHHEERANE), ECU BILTH S MEIEEIR.

An operation cycle defines the start and end conditions for monitors to run. During an operation
cycle several monitoring cycles may have completed (regardless of their test results). An ECU may

support several operation cycles.

INKSTEHEF R T =M ERIR, REEHIRE, FES/ICKSHT TEIIHTHEIA.

1. ZE ETERER-BEIREIUA "Awake” B "OFF” {JJi#&pk "ACC”" B “Run” ;
2. BIPEIR-PTReady M “"Not Active” tIJ#apY “Active”;

3. ECU EFEBfEER, EMASRRZH ECU HRATEIZMTEUER i1 TREH,

XiaoMi recommends using the following three operation cycles. If there is any deviation, please
confirm with XiaoMi diagnostic engineers.

"

1. The vehicle power on or off cycle: "Power Mode “ changes from "Awake" or "OFF" to "ACC" or
"Run";

2. Driving cycle: "PT Ready “ changes from “Not Active” to “Active”;

3. ECU power ON-OFF cycle, and the specific strategy is specified by the ECU team in the

Diagnostic datebase.
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2.10.3 iZndfEE8 DTC

(ERERNFESEERRTE R AFIENAISIE. Xiaomi ATEHIZETSFREMIERMA 3 M1, 128
SRR F DIISHHSEREF L IREISHEIENEARG, RISMNIALZFFE ISO 15031-6 RUZEK. 2Hf
ERA B SCESREL (FTB) F RSB R. (hlan: "B1234 11" )

Common letters and values are used to indicate faults detected by on-board diagnostic systems
The Xiaomi specification uses a 3-byte diagnostic trouble codes. The DTC high byte and diagnostic
trouble low byte provide the DTC code which should comply with ISO 15031-6, and the DTC failure type
byte (FTB) provides the failure type information (e.g. "B1234 11").

ISO 15031-6 ME T EES/BEFZURIRS. RIEE5. 7 EEEFRIEER D

ISO 15031-6 specifies systems, code categories, hexadecimal values, and particular sections of
electrical/electronic systems diagnostic.

% 11— 1SO15031 #pERS 525 Table 11— 1SO15031 DTC categories

System Code categories Hex value Appendix
Body BOxxx - B3xxx 8XXX1g - BXXX16 B
Chassis COxxx - C3xxx 4XXXq1g - Tuxxn1g C
Powertrain POxxx - P3xxx 0XXX1g - 3XXX1g P
Generic/Network and vehicle UOxxx - U3xxx CXXXq6 - FXXX16 U
integration

DTC —rFEHEFRRAH 3 MR ER. XNFEEEFRRAS "B0” . "B1" . "B2" |
“B3" . "Cco" . "c1* [ "C2" [ "C3" . "PO" . “"P1" _ "P2" _ "P3" [ "U0" [ "U1" |
U2 o "U3", NES. JRE. s,

The recommended DTCs consist of a three digit hexadecimal code preceded by an alphanumeric
designator. The alphanumeric designators are “B0” , “B1”, “B2", "B3", "C0", "C1", "C2",
“c3", "p0", "P1","P2", "P3", "U0", "U1", "U2", "U3", corresponding to four sets of
body, four sets of chassis, four sets of powertrain, and four sets of network and vehicle integration
trouble codes.
2.10.3.1 i2HAtgREEgHEt DTC format

LADTC B123411 /965, DTC A&zLaN FRR:

The following table is an example for DTC B123411 format.

& 12 — DTC ¥, Table 12 — DTC Format
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DTC High Byte

DTC Middle Byte

DTC Low Byte

0x2

0x3

x4

0x1

0x1

T[O0JOJ1]0

0]o0]

1] 1

0J1]J0]0

0Jo0Jo0]1

0JoOJo]1

2

3

4

1

1

{5 DTC 18=UFRREF 0x00 fENEUREL(E 0x923411 B9 3 =15

11 ERERARAR.

DTC B AHIEREHIRIZESES B1234-

A 3-byte DTC using DTC Format Identifier 0x00 as a data bus value 0x923411 would be displayed to

technicians as the manufacturer controlled body code B1234-11.

2.10.4 #fER7 DTC Status

HIERFERE DTC LUK DTC APRER. DTC ISR A LSBT T ## DTC RURTS, WiEsh. Fi5.

DTC Mg ignesfIZHiEmaim kIR

The fault memory manages DTCs including its status information. The DTC status information help

us to know about the state of the DTC such as active, pending, DTC readiness indicator, and the warning

indicator request state.

% 13 — DTC YR e Table 13 — DTC Status Bit Assignments

Bit Description Cvt
0 MR LT M
ZA RS RIE TAOIRAYESR. BE LN 1" RPEFIRUREY, XEREZEW
BT, IREFTINRAERER— "B SR, BREMETRANIFRMEEE

wWE, WEERSE 0" .
'0' = DTC XIS ERRIB B IENZHIE,
1" = DTC WHAISRHER, RRRARIKHE
TestFailed
This bit shall indicate the result of the most recently performed test. A logical ‘1’

shall indicate that the last test failed meaning that the failure is completely matured. Reset
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to logical '0" if the result of the most recently performed test returns a “pass” result
meaning that all de-mature criteria have been fulfilled.

Bit state definition:

'0" = most recent result from DTC test indicated no failure detected.

1" = most recent result from DTC test indicated a matured failing result.

1 IR EEERURH R M

ZAATER— MR SRR EEARUANER. SEH— M FRRIEER, &
1EJ8F ClearDiagnosticinformation Zf5, BEEERZE 0" .

MBXMAREEE 1", BEERE 1", BRI MRREERFA.

'0' = testFailed: EXRHREEIATD, SHEEXRIRIEMEIATXT ClearDiagnosticInformation i#
TTREAZE, IREIREER

1" = testFailed LSRR FEA RS TED—IRER.

TestFailedThisOperationCycle

This bit shall indicate whether or not a diagnostic test has reported a testFailed result at
any time during the current operation cycle. Reset to logical '0' when a new operation cycle
is initiated or after a call to ClearDiagnosticInformation.

If this bit is set to logical "1, it shall remain a '1' until a new operation cycle is started.

Bit state definition:

'0' = testFailed: result has not been reported during the current operation cycle or after
a call was made to ClearDiagnosticlnformation during the current operation cycle.

1" = testFailed: result was reported at least once during the current operation cycle.

2 REGARIS IR M

ZFRIERES— MM E S RIEE E— MNREERHRE— MUK AMRIER. R
HTERIZA SWER. RE "REGARSHTETENN" X—UMKRE "NRIREERRNAR" X
—(URFRHHER. FRZLR "FRIBFERARY" XERSAELRIRFEAERIHER, T

"REFARNSHTHPREARE" XAARIER, BRI EERERAIZEE H RiREBEA.
‘lkluﬂf

0" =N EAF RSB NEIBFEAREEIR 2 /5, BETEXT ClearDiagnosticinformation
RSHERZE, ZARZIRER O,
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1" =NIRAELRIEI TR NEIES, ZAMNIREN 1 FHiifE.

PendingDTC

This bit shall indicate whether or not a diagnostic test has reported a testFailed result at
any time during the current or last completed operation cycle. The status shall only be
updated if the test runs and completes. The criteria to set the pendingDTC bit and the
TestFailedThisOperationCycle bit are the same. The difference is that the
testFailedThisOperationCycle is cleared at the beginning of each operation cycle and the
pendingDTC bit is not cleared until an operation cycle has completed where the test has
passed at least once and never failed.

Bit state definition:

'0" = This bit shall be set to 0 after completing an operation cycle during which the test
completed and a malfunction was not detected or upon a call to the
ClearDiagnosticinformation service.

1" = This bit shall be set to 1 and latched if a malfunction is detected during the current

operation cycle.

3 EFARNIZHTESIERES M

ZNFRFRTHIERAWNEZRBEIRE, LURIE DTC FEEIKEiFERE. — AR
DTC HARZRBEBEKITHIN THIE, (testFailed Al BFHETIEKINEEFEHE). TREA
ClearDiagnosticinformation Zf5, SEERHEENHREZE 100 IGN ON F| OFF {3k, i&E
WNEEEEE), SEEENSE 0" . i, BTFHEFESH DTCEYE, WAIEE.

'0' = DTC M\ _EXRiEA ClearDiagnosticinformation Zf5, stEEHRE T DTC I EEZR
(8¢E DTC AT HIEMF R MHUER), MAREHEAL.

1" = DTC M cleardiagnosticinformation B9RE—RABUEZELHEIAT —R, HEEBWIRE
ERBWHE.

ConfirmedDTC

This bit shall indicate whether a malfunction was detected enough times to warrant that
the DTC is desired to be stored in long-term memory.A confirmedDTC does not always
indicate that the malfunction is present at the time of the request. (testFailed can be used

to determine if a malfunction is present at the time of the request).Reset to logical '0' after
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a call to ClearDiagnosticInformation or after aging threshold has been satisfied (e.g. 100
IGN ON to OFF cycles without another detected malfunction). Furthermore this bit is reset
when the fault record associated with this DTC is overwritten by a newer DTC based upon
vehicle manufacturer specific fault memory overflow requirements.

Bit state definition

'0"' = DTC has never been confirmed since the last call to ClearDiagnosticinformation or
after the aging criteria have been satisfied for the DTC (or DTC has been erased due to fault
memory overflow).

1" = DTC confirmed at least once since the last call to ClearDiagnosticInformation and

aging criteria have not yet been satisfied.

4 B ERiERENERTTR M

ZAFAEIEREMN E—NERIZHEEIRSS5TAE, DTC RSB BREITH5m. 13RA
DTC MikiER5erk. MRMABITHES, SE MRS THEM BN
testFailedThisOperationCycle = '1'), MAZ{IRARE 'O (FHi1F).

'0" = DTC Wi B LREMRIZETERAKEDIRE T —RIBIT B R MHTH AR,

"1' =B EDREREIERBLLR, DTC U —EIREIETEISM.

TestNotCompletedSinceLastClear

This bit shall indicate whether a DTC test has ever run and completed since the last time
a call was made to ClearDiagnosticinformation. One ('1') shall indicate that the DTC test has
not run to completion. If the test runs and passes or if the test runs and fails (e.g.
testFailedThisOperationCycle = '1") then the bit shall be set to a '0'(and latched).

Bit state definition

'0' = DTC test has returned either a passed or failed test result at least one time since
the last time diagnostic information was cleared.

1" = DTC test has not run to completion since the last time diagnostic information was

cleared.
5 B bRiEkRE N Em M
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ZAnE BN DRERIZHERRSE, 58— DTCIEIRE—MEMIER, "0" Bk

ErRZUEESEETHENERETHEBE. MRUHETHERY, BBAXESRE
‘1", EEREHERIRSE, ZAUE 0" .

'0' = DTC i B DRiBRRZEE R RBER T RMAVESR.

1" = DTC WM EREIRZETER AR EDIRE—REMAIESR.

TestFailedSincelastClear

This bit shall indicate whether a DTC test has completed with a failed result since the
last time a call was made to ClearDiagnosticinformation.Zero ('0') shall indicate that the test
has not run or that the DTC test ran and passed. If the test runs and fails then the bit shall
remain latched ata '1".

Bit state definition

'0" = DTC test has not indicated a failed result since the last time diagnostic information
was cleared.

1" = DTC test returned a failed result at least once since the last time diagnostic

information was cleared.

6 IR B AR TSR M

ZA AT EMELRIREEARFEE— DTCIURIE T ERR (S EERE—REA
ClearDiagnosticinformation Zf5, EXRHR{FEIRFSEA). 1" FRRXA DTCUREZRIANE
{RERFIRATR. MRXNVNETEEISEERY, WZUEE 0" , BEI—MRRRIEER
TR, BRZEERRSE, %ME 0" .

'0" = DTC WA RIIKEMETR (B B SRR FEIA P RE—RIZHHE BRI EMRLAK) FiRE T —
/N passed g testFailedThisOperationCycle = "1'BIZEER,

1" = DTC MR BIE T bR FEIA (BB DRISH S B SIRILREEIRLLR).

TestNotCompletedThisOperationCycle

This bit shall indicate whether a DTC test has ever run and completed during the
current operation cycle (or completed during the current operation cycle after the last time

a call was made to ClearDiagnosticInformation).
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A logical '1' shall indicate that the DTC test has not run to completion during the
current operation cycle. If the test runs and passes or fails then the bit shall be set (and
latched) to '0" until a new operation cycle is started.

Bit state definition

'0" = DTC test has returned either a passed or testFailedThisOperationCycle = '1" result
during the current drive cycle (or since the last time diagnostic information was cleared
during the current operation cycle).

1" = DTC test has not run to completion this operation cycle (or since the last time

diagnostic information was cleared this operation cycle).

7 BRRASESERT U
ZANHRESHFE DTC BXAMHIE SR R=R0RS. ESRHATEERERT. BRXXAE
BE. MR—MFEN DTC AFEE SRS, ZINSBEROAREE "0" K& MR—MFER
DTC FAESiE s, T/ BE SRR RTERMIXAEM. MRAETERN DTC IEHIEREE
=f9, M confirmedDTC BRARER “1" .
0" =IRSERRBIERMEE e~

1" = RBBIEEIFR A E L S iE T as

warninglndicatorRequested

This bit shall report the status of any warning indicators associated with a particular
DTC. Warning outputs may consist of indicator lamp(s), displayed text information, etc. If no
warning indicators exist for a particular DTC, this status shall default to a logic '0' state.If the
warning indicator is on for a given DTC, "Warning Indicator on condition" and "Warning
Indicator off condition" need to be listed. If the warning indicator is on for a given DTC,
then confirmedDTC shall also be set to '1"

Bit state definition

'0' = Server is not requesting warninglndicator to be active

1" = Server is requesting warninglndicator to be active

2.10.5 #fERER(EE DTC Snapshot Information
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DTC REB(BEFR RGN RS DTC XIS EHIRICR, FHEERSSENREFH. DICIRIBICRITEES
SNUESY, TTRTESERENEREBRR(GIR B+, RPM, BHEEL). DTC FHElEiRSEEERIE
AARRIHPELMRISTE, REFPEE D NEFIRBIAHE IR,

DTC Snapshots(sometimes referred to as freeze frames) are specific data records associated with a
DTC, that are stored in the server's memory. The DTCSnapshot record may contain multiple data-
parameters that can be used to reconstruct the vehicle conditions (e.g. B+, RPM, time-stamp) at the
time of the failure occurrence. The DTC specific data-parameters are intended to ease the fault isolation
process by the technician. According to the using scope, there are global snapshot and local snapshot.

£/3 DTC (REBEURH S T AEF BN _EFHBATE ECU BKRIEUREAER.

Global DTC snapshot data consists of data that is distributed across the vehicle networks and
received by all ECUs.

At DTC (REBEHER S ECU BRENAY, JUUBEREREE ECU MBNEEE. N TFRENRERE,
ISRy DTC, BTLAAMEAMELIREED,

Local DTC snapshot data is defined individually for each ECU and can include data that is only
known to the particular ECU. For DTCs where the cause of the occurrence is clear, the local snapshot
can be omitted.

—MRSIRMIZHFI—A DTC FRES MRERICR, LARER DTC 8IXRERTHIIANSEM. BFEREFENRR
BEX, WIBEBTFEE/D 20 4> DTC REIRIRICREUE. 81 DTC LAFHEELS—MRERICR,

A server should support the storage of multiple DTCSnapshot records for a single DTC to track
conditions present at each occurrence of the DTC. The fault memory implementation should be as large
as possible and must store at least 20 DTCs with their snapshot record data. Every DTC has to store at
least one snapshot record.

FMRBICREAXTE RRERNER. ZIREB/IILIL,

The first snapshot record contains information about the first occurrence. This snapshot is
mandatory.

FN (TR REBICREERE—HI.

The second (optional) snapshot record contains the last occurrence.
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REBICRE B RIZEZ FimpIIAY ClearDiagnosticinformation IEKG#iEM. 2fFhE DTC FIRABEIERY
RFE A (FhE DTC FIREREUENNFEERSSEP TG A), 1RIE DTC {50 MIBR DTC tREREUE.

DTCSnapshot record identification information shall be cleared upon a successful
ClearDiagnosticinformation request from the client. Delete DTC snapshot data based on the DTC
priority for the deletion of stored DTCs and DTCSnapshot data in case of a memory overflow (memory
space for stored DTCs and DTCSnapshot data completely occupied in the server).

RS IR ER NI EEPRE— DTCSnapshot 2%, MRIEEFIHIE DTCSnapshotRecordNumber
IRE9 OxFF, EAXESEIRS RN AR MINEEFAEFinENXH DTCMaskRecord fFiERIFRE
DTCSnapshot i2%, DTCAndStatusRecord NEEEMAEER—X, MREFHEEBKPIESEH
DTCSnapshotRecordNumber f§EF7Y OxFF, NIBRSZImMIZEFTFHRE/REE DTC FRIIFRE
DTCSnapshot iER.

The server shall report one DTCSnapshot record in a single response message, except the client has
set the DTCSnapshotRecordNumber to OxFF, because this shall cause the server to respond with all
DTCSnapshot records stored for the client defined DTCMaskRecord in a single response message. The
DTCAndStatusRecord is only included one time in the response message.If the client has used OxFF for
the parameter DTCSnapshotRecordNumber in its request, the server shall report all DTCSnapshot

records captured for the particular DTC in numeric ascending order.

2.10.6 $fE} BIEE DTC Extended Information

I REURERHS DTC XEXRYY RREERERK. T REEEEES DTC24E, XEETEBERIEHIR
Bl. ¥ REUEEE— 1 HEREREMS DTC XEXESEIE, WEFEALEITTEES. SIEFAIEITEES. EW
THEEs.

Retrieve DTCExtendedData associated with a client defined DTC and status mask combination out
of the DTC memory or the DTC mirror memory. DTCExtendedData consists of extended status
information associated with a DTC. DTCExtendedData contains DTC parameter values, which have been

identified at the time of the request. A typical use of DTCExtendedData is to store dynamic data
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associated with the DTC such as fault occurrence counter, fault pending counter, aged counter and
ageing counter.

HEEA— T, IRREHTRSECHLESEN OxFF [UTHEUR(E, NTHEUENIRIFE OxXFF,

The counter shall be implemented as one byte. If any count operation occurs which would cause a
counter to roll over past OxFF then the count value shall instead be maintained at OxFF.

RIETER, ECU SRIFTE DTC EBRsZHF DTC #EMEIRITEESFN DTC HUEiamitEREs:

DTC operation cycle counters & DTC fault detection counters shall be supported for all DTCs

supported by the ECU according to the table below:

RS | B EX X
Record | Name Definition Support
Number
0x01 DTC #ZMEEIRITELER#1 B_EXX DTC failed LARAMRMEREINTEERTE | M
(OCC1) DTC HpEtalit#=mA IR AE+127(8 DTC {5
DTC operation cycle SHLERR) LSRRV EEINE, NEFEFRB R
counter#1 (OCC1) N, EEBBLEMR RS RR AV EIBER,

R EERIRBHAER, NNES | BRYRFRE
INETRATIBIE,

INRAFEIRTHELERAE
DemDebounceCounter-

FailedThreshold, ZI&{FIEIRITEIRERAIIA A
The counter Cycles since last failed is
representing the number of operation cycles
since the DTC fault detection counter last
reached its maximum value +127 (since DTC

information was last cleared). All operation
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cycles, including those during which the test
was not completed shall be included.

In case the counter is available and started, it
shall be incremented at the end of the
referenced operation cycle.

If internal debounce counter reach
DemDebounceCounter-

FailedThreshold, the counter shall

initialized to zero.

0x03 DTC #B{FEIAT4E#3
(OCC3)
DTC operation cycle

counter#3 (OCC3)

B%—IX DTC failed LSRRV FEIRHERERT
B DTC Hta i e S —RA R R R KE
+127 (BLXiBER DIC 58) LSRRBRIERER
M. NEEMEERFER, S3FLRTTHIE
P NS

MR AT BHA TR, NMNAES | RRYER(FRE
INGETRATIBIE,

The counter Cycles since first failed is
representing the number of operation cycles
since the DTC fault detection counter first
reached its maximum value of +127 (since
DTC information was last cleared). All
operation cycles, including those in which
the test has not been completed shall be
included.

In case the counter is available and started, it
shall be incremented at the end of the

referenced operation cycle.
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0x04

DTC #MEEIAITEE#4
(OCC4)
DTC operation cycle

counter#4 (OCC4)

DTC failed #2{FEIAIHE1EEFR DTC SFEG N
HERARIRAE+127 (BLRER DTCEELA
k) RURIFIEIEL,

IR EERTBHACERN, WE UDS RS 1
RES 1 RBRT, BNESIRIRERER (15
£ DemOperationCycleRef) Z55RATIEBIE,
The counter Failed cycles is representing the
number of operation cycles during which the
DTC fault detection counter reached its
maximum value of +127 (since DTC
information was last cleared).

In case the counter is available and started, it
shall be incremented at the end of the
referenced operation cycle (refer to
DemOperationCycleRef) in case the UDS

status bit 1 is set to 1.

0x10

DTC &FEtaMi+2% 10
(FDC10)
DTC fault Detection

counter 10 (FDC10)

1. TRV EEIATTIARY, HHEUERDA O,

2. LPENE A E RN R AT E AT,

THMEN AR FEIRRRIFAZE.

3. LRHIRITEEMEN RIS, RN

ENUIEFARREICMEESR, FAvEIRITEEA
LA O AEMFHITRN.

4. LRERITAERENIESES, NR—MNUKAY
BENUEEARREBITESR, AR EEN
LA O 9 ERLHTIB .

5. &R DIC &=Lt R aEd 4

R, THENER (BIEEL).  aIRIEsE
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MHAW SR EBRT 127 K%
testFailedLimit +127 (AFFA(E 0) SaNSRE
SRIBIT AR ERT 128 XEF
testPassedLimit -128 (\FFa B 0), iH4E
RIfRis+127 5¢-128, HEEEH (BINRE

).

BX DTC WREHMAFEMER, 1551 DTC KR
SAERS .

EERIITHEREERRIE UDS BRShISERNZHTIR
SHIBKHTIRSE, HREN 1 FHE/FSH
¥, SBEAN 128 B + 127,

1. At the start of a new operation cycle the
count value shall be 0.

2. The count value shall be maintained
between test runs within one and same
operation cycle (also when the test run is
blocked due to the test run criteria is not
satisfied).

3. If a single test sample of a test returns a
fail result, when the current value of the
counter is negative, the new count value
resulting from the fail result shall be set as if
the current count value had been 0 .

4. If a single test sample of a test returns a
pass result, when the current value of the

counter is positive, the new count value
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resulting from the pass result shall be set as
if the current count value had been 0 (a test
sample represents the pass result shall
always causes fault detection counter to
decrement below 0).

5. The count value shall be updated
(increased or decreased) each time the DTC
test runs and produce a test sample failed or
passed result. If the number of consecutive
test sample failed results is more than 127 to
reach the testFailedLimit +127 (from the
start value 0) or if the number of consecutive
test sample passed results is more than 128
to reach the testPassedLimit -128 (from the
start value 0), the count value cannot be
updated (increased or decreased) each time
the DTC test runs and produce a test sample

failed or passed result.

Refer to section DTC status bits for details of
the DTC status bits.

The stored counter shall be reported on
request of the diagnostic services specified
in [Data_1] UDS Services and be reported as

1 byte signed numeric with a range of -128

to + 127.
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2.10.7 HpEffi554k DTC Priority

—hekin, ECU RITATHEIFZ XU ERHRZMEE NS5 DTC BIKE DTCRHER. AL, FE—
HIRHE .

XFEA DTC, WREMAENAINTER, ECU HMELRIE R84 DTC IREHFIAFIESAMLER. oK
HHASA DTC AR,

NRAEHIFEERISMTGR, BFEFISsT (ECU) REEZHIE (DTC) IKSEEFMEREH, NRFLR
EEBIEEMINHSIEIZITNE, KENSPECIZHMR RIS D, LK S ERTESE M LR
A=A,

SIREREN NETEERRAN DTC Hifr. SIEMARATREAMEAIRCRERIER T, BLHiEs
BRILANTFiERR bR, SRR 1 B ATENFERRHHEERISRE, 59 1 DTC NEENSEE &R
HERRAIRAE. BRI 2...n WEN N ABEIHEEESNIARIEIENFiERPRPRAIHE (FIa0, kR
2 B9 DTC MRFRASSER 3 B9 DTC),

EXMHFEZHTRBTRAYE (1-255), NRRLATMASTR:

In general, ECU is designed to store a large amount of DTC status information of each supported DTC in
nonvolatile memory at the same time. Therefore, a prioritization is required.

For each DTC, the corresponding priority must be defined. ECU supplier must provide initial and
appropriate priority for each DTC according to Table below. XIAOMI confirms the priority of each DTC.
If the diagnostic trouble code (DTC) status information memory of the electronic control unit (ECU) is
full when a new diagnostic trouble code occurs, the system must decide whether to ignore the latest
diagnostic trouble code or delete any other diagnostic trouble code from the fault memory to obtain
the available space for storing the latest diagnostic trouble code.

Fault priority is defined as DTC ranking based on importance level. Fault priority is used to determine
which fault entries can be deleted from the memory when all data records are full. Fault priority 1 is
defined as the fault that cannot be pushed from the memory. The total number of priority 1 DTC shall
not exceed the maximum value of the fault memory. Fault priority 2... n is defined as faults that can be
deleted from the memory by faults of the same or higher priority (for example, DTC of priority 2 shall
delete DTC of priority 3).

Value (1-255) defining the priority of this DTC. The following priority should be applied:

DTC {f5%%KENX DTC priority

Level Action Criterion Description
Level 1 | BEREREACEFR BWRAT Rz —:
The failure requires an 1) FER (MR e. Pitxe) BXRAUSEESET,
immediate check of the 2) RERSZ (3hH. eexe. Wah, HFA. Hlah. KEMEE
vehicle. TS, #a%5%. eeFRP. REE) iReER, FniTER
EHABRE,

One of the following condiions is met:

1) Fault Warning indicator required by regulations (e.g.
passive safety, functional safety);

2) The key system (functional safety, drive, steering,
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braking, key network communication failure, insulation,
safety protection, thermal management) function is
completely lost, affecting the driving safety or personal

safety.
Level 2 | HEREFEAZENERT | BE FIIAMEEMG:
EERESTHIIMIEEEE | 1) XBRE (370, hetxe. Wah, #E. $lzh. KENKE
R EHEE. MEIR) RITHEESZREIERE T,
The failure requires a check | 2) HRIMFEAHIIITEREHASTE, BRETELSEHIE
of the vehicle by driving SEEY K, RSB SESEMAF LI | K=,
slowly to the nearby All of the following conditions must be met:
maintenance station 1) Function limitation or performance degradation of key
directly under a safe systems ( power, functional safety, drive, steering, braking,
condition. key network communication failure, thermal management);
2) The current fault does not affect the driving safety or
personal safety, but continues to drive will result in the
scope of failure expands and may cause new level | fault of
itself or other systems.
Level 3 | HEREFTEESERNRRA | BWIUHELATEIERM:
=]l Vs N 3B R i 1) XERZ (7. ez, Wah, #E. Hlzh, KEMKE
The failure requires a check | {EEf&. HAETE) RITHREZIREMRETHE;
of the vehicle by driving to | 2) HEIMEASTMITELERATRE, F=T KEbRHIESL
the nearby maintenance ITERSIETEE (NRERA), F2SHESEEMASHITFHN
station as soon as possible | | &&=,
when convenient. All of the following conditions must be met:
1) Function limitation or performance degradation of key
svstems ( power, functional safety, drive, steering, braking,
key network communication failure,thermal management);
2) The current fault will not affect the driving safety or
personal safety, and the failure range of continuous driving
will not be expanded or Limited (such as within the system),
which will not cause new level | fault of itself or other
systems.
Level 4 | BIEARENTELE IERBERGE (BF, &FE. &RAR) THRETRER, REM STt RIEMIR

The failure requests

maintanance only.

M, HRHMERSINTERERABSLZE.

The non critical system (convenience, comfort and
entertainment) functions lost with driver clearly perception
and the current failure willl not affect the driving safety or

personal safety.
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Level 5 | fZSEFRFRE4UER BRRBAESIAERRRS (EFIE. FEt. &RY) Ihee

Maintanance as actual ERSMEETIE, HRMfEASTMITELRERASZE.
required. Non critical systems (convenience, comfort, entertainment)

with driver perception differences have limited functions or
performance degradation and the current failure will not
affect the driving safety or personal safety.

Level 6 — | Undefined Undefined
255

2.11 i2HnE(E544 Diagnostic Communication Condition

L ECU #I%FE, BAHS RN/, ECU BEBRIZIFINAIS IS RAIEE

3 ECU RWEIZHEN(0x11)BRSS /5, ECU FEE 1000ms WEFRKAIBRIZHNERAIEE

When the ECU is awakened, and the ECU sends the first frame message, the ECU needs to have the
ability to receive and respond to diagnostic requests.

When the ECU receives the diagnostic reset (0x11) service, the ECU needs to be able to receive and

respond to diagnostic requests within 1000ms.
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3 iZ2HnfESZ Diagnostic Services

3.1 FREIZHRBRSSHLA Required Diagnostic Services Overview

TRERTERER/IKSEFE RN ECU fhsLilfy UDS 12HiRSS.

The following table shows all of the UDS diagnostic services which are required to be implemented

in ECUs equipped in Xiaomi Vehicles.

%= 14 — 239 UDS fg55 Table 14 — Supported UDS Service List

2RSS ANe | WIERIE TEZi: | RERRH | *2HE) | SUEEE
Diagnostic Services 15 Programming | i& 295 =555 Addressing
Default | Session Extended | SaftySystem | Security type
Session Diagnostic | Diagnostic Access
Session Session required

0x10-Diagnostic M M M 0] No Physical &
SessionControl Functional
0x11-ECUReset M M M O No Physical &

Functional
0x14-ClearDiagnostic M N/A M O No Physical &
Information Functional
0x19-ReadDTC M N/A M (@] No Physical &
Information Functional
0x22-ReadDataBy M M M O No Physical &
Identifier Functional
0x23-ReadMemoryByAddress N/A N/A o O Yes Physical
0x27-SecurityAccess N/A M 0] No Physical
0x28-Communication N/A N/A (@] No Physical &
Control Functional
Ox2E-WriteDataBy N/A M M 0] Yes Physical
Identifier
Ox2F- N/A N/A 0] ] Yes Physical
InputOutputControlByldentifier
0x31-RoutineControl M M M 0] Yes Physical &

Functional
0x34-Request N/A M N/A N/A Yes Physical
Download
0x36-TransferData N/A M N/A N/A Yes Physical
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0x37-RequestTransferExit N/A M N/A N/A Yes Physical

Ox3E-TesterPresent M M M O No Physical &

Functional
0x85-ControlDTC N/A N/A M O No Physical &
Setting Functional

Notel: 33 TFHHALEERSZHIIRSIZIFRIMEFINRESHE (RIFINREEEMEAYE 6-0 (i), BN TS SEMA
HpHZ(suppressPosRspMsglndicationBit) {& “0" #1 “1" ,

Note1: suppressPosRspMsglndicationBit values of both '0" and '1' shall be supported for all sub-
function parameter values (i.e., bits 6-0 of the sub-function structure) supported by the server for any

given service.

3.2 iZr&iEiEFl (0x10) BRSS DiagnosticSessionControl (0x10)

SIEEHRS AT ERS hTERAERIZETRIE

The DiagnosticSessionControl service is used by the client to enable different diagnostic sessions in
the server(s).

RIEERSIREA—ERFERISHIRSSF/EThEE. ZIRSIRME TIXEFAIIIEE, IRSBIHTTLUR SR
BESENSEEGIINERSHIE) N ERrNZHSIEERL.

A diagnostic session enables a specific set of diagnostic services and/or functionality in the
server(s). This service provides the capability that the server(s) can report data link layer specific
parameter values valid for the enabled diagnostic session (e.g. timing parameter values).

—MRSim L, WRRBE—NEIRIZHRIE. RSIHE LBISIREZENBANZHRIE. NRIKEENE
ik =id, WEASHRIERERS m LERNET

There shall always be exactly one diagnostic session active in a server. A server shall always start
the default diagnostic session when powered up. If no other diagnostic session is started, then the

default diagnostic session shall be running as long as the server is powered.

HENRIESTERIRIIRF AN T :
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a) FEEAHEE 3km/h;

b) RFEAHITRERREIERLE;

) BttRE/ N AKSEREAIRSIFM

IRHEXLEMPIELD—IES, ECU MERE] NRC 0x22, WNRFTFFXEENEFE, NZGHRMALFE
HERITESM

The precondition rules to implement the programming session of the service are as follow:

a) Vehicle speed is not over 3km/h;

b) No critical operations is performed by the system;

c) Other limiting conditions need to be agreed by Xiaomi.

When at least one of these conditions is not met, the ECU shall return NRC 0x22. If the valid vehicle
speed cannot be obtained, this scene shall be regarded as the vehicle speed having fulfilled the pre-
condition.

El 4 A TIZ2MRimiEiR, LIRIRSS SBEEREI S — I RIER MMt A,

Figure 4 provides an overview about the diagnostic session transition and what the server shall do

when it transitions to another session.

y 11XX

Extended

4 — IRESIHZSHSIRIRZE Figure 4 — Server diagnostic session state diagram

3.2.1 iEB#g30 Message Format
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BXRHEENX: Request message definition:

A Data Byte Parameter Name Cvt Value (hex)
#1 DiagnosticSessionControl Request SID M 10
Sub-Function = [
#2 DiagnosticSessionType ] M 00 - FF
BEMAES: Positive Response message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 50
Sub-Function = [

#2 DiagnosticSessionType ] M 00 - FF
P2server[] =]

#3 P2CAN_Server_max High byte M 00-FF

#4 P2CAN_Server_max Low byte ] M 00-FF
P2*server[] = [

#5 P2*CAN_Server_max High byte M 00-FF

#6 P2*CAN_Server_max Low byte ] M 00-FF

EASIESHICRIRENERSENLERE T RPE XIS,

The timing parameters reported as Session Parameter Record shall follow the scaling format

defined in Table below.

Parameter

Description

Number

of Bytes

Resolution

(ms/bit)

Min Value Max Value

(ms) (ms)

P2CAN_Server_max

AR5 Iy B BRI RIEBOASTFAY
P2 Server_max it&d,

Default P2 Server_max timing
supported by the server for the

activated diagnostic session.

2

1

0 65535

P2*CAN_Server_max

IR IR BB NZ T IE ST TR

(NRC 0x78) P2 Server max i1,

10

0 655350
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Enhanced (NRC 0x78) P2
Server_max supported by the
server for the activated diagnostic

session.

BEMMGEE : Negative Response message:

Byte Name Cvt Value (hex)
#1 Negative Response Service Identifier M 7F
#2 OriginalRequestServiceldentifier M 10
#3 NegativeResponseCode M (see below)

TN EENMMNES: Supported Negative Response Codes:

NRC (hex)

Description

12

AR FIIRE
MRASZHFRZFIRESH, NNRIEIEEENRAD,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13

REHRIHEIREE T
IIREBKEER, WAAIXLASERNES,
incorrectMessageLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

22

FHAIER

MRAHBIZHTRIEEFIERAGNE, NAIREIEEMARL, FrERIREEINRMS ) HKISE,
conditionsNotCorrect

This NRC shall be returned if the criteria are not met or request sequence error for the request

DiagnosticSessionControl. All the criteria shall be provided to Xiaomi.

3.2.2 &#i%In Parameter Options

U RIARB SIS ENEHNM T 1E. BXRSTEREANFAEN, 155% Ref4,

The DiagnosticSessionType parameter specifies which session shall be started. For the detailed

definition of the session switching, please refer to Ref. 4.
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Option (hex) Description iR

01 ARE - FESEMA

Default Session — Positive response required

02 RESE - FEETEMA

Programming Session — Positive response required

03 TRIZERE - FESER

Extended Diagnostic Session — Positive response required

04 RERFIZMTRIE- FESEMN

SafetySystemSession — Positive response required

3.3 ECU &fii (0x11) BRSZ ECUReset(0x11)

EFinlER ECU SRS FKEKRRSHER.

The ECUReset service is used by the client to request a server reset

IZIRSZBEKRIRS intRIZEXNTE ECUReset IFXKBRFHY resetType SHEBRNRBBAUHITIRS HES.
ECUReset IEMNHR(MIRFEBMZERSIHHITEBZRIARX, REWREEMNGE, REWHEHEHNARIE.

This service requests the server to effectively perform a server reset based on the content of the
resetType parameter value embedded in the ECUReset request message. The ECUReset positive
response message (if required) shall be sent before the reset is executed in the server(s). After a
successful server reset the server shall activate the defaultSession.

AN ECU &7 (0x11) BRSSHIBIESHAMIANT :

a) FEAEI 3km/h;

b) REARITREBRIIRE,

o) BfttFRIKSERERIBRGIFM.

LUE/DIXUEEM 2 —FERRT, ECU RORE] NRC 0x22, MIRTEFFEENERE, WiHFSMAEERE
BUIREA.

The precondition rules to implement the ECUReset(0x11) service are as follow:

a) Vehicle speed is not over 3km/h;

b) No critical operations are performed by the system;
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c) Other limiting conditions need to be agreed by Xiaomi.
When at least one of these conditions is not met, the ECU shall return NRC 0x22. If the valid vehicle
speed cannot be obtained, this scene shall be regarded as the vehicle speed having fulfilled the pre-

conditions.

3.3.1 #2830 Message Format

BXRHEEEN: Request message definition:

Byte Name Cvt Value (hex)

#1 ECUReset Request SID M 11
Sub-Function = [

#2 ResetType ] M 00-FF

BEMMEE: Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 51

Sub-Function = [

#2 ResetType ] M 00-FF

EEMMES: Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 11
#3 NegativeResponseCode M (see below)

ZHEIABENMRFS: Supported Negative Response Codes:

NRC (hex) Description

12 RIHHZFIIRE
NRAHHZFINRESE, NN AIXLEENMAD,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13 RIEMRERKER TS
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MEEBRKEER, NN AZEBEMM., incorrectMessageLengthOrinvalidFormat

This NRC shall be sent if the length of the message is wrong.

22

F IR
SNERARHEIBHK EcuReset RIS, NINIRELEREMANAD, ATERIFMHINRALL)KISE,

conditionsNotCorrect

shall be provided to Xiaomi.

This NRC shall be returned if the criteria for the ECUReset request is not met. All the criteria

7F

TEENRIE NSRS

Service not supported in active session

3.3.2 2#i&ln Parameter Options

ECU S KHEERFINESE "SMEE" KRS RO IUIAIHRITES.

The ResetType parameter specifies which kind of reset shall be performed.

Option(hex) | Description Cvt
01 WER M
ZEMET "BEM" &, ZFHEINBEERSRTACSHEIR (BIEth) W2 /EHITHY
BEE/EHiiE. PUTHOEBMFREARSTEERME, AEREN. XAJsESH B KM FEEME
SRR EREIR I ATUEE.
hardReset
This value identifies a "hard reset" condition which simulates the power-on / start-up
sequence typically performed after a server has been previously disconnected from its
power supply (i.e. battery). The performed action is implementation specific and not
defined by the standard. It might result in the re-initialization of both volatile memory and
non-volatile memory locations to predetermined values.
03 WERF U
XMERR— "RER" &, MRTA, ELSERSHFINEENAER. HUTHIRERES
EXLI, FERNVEEXR., — R ERENEINEER, MAEHRRCLRIFEN
BCEHIE. BENRFIIEIKEEE.,
softReset
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This value identifies a "soft reset” condition, which causes the server to immediately
restart the application program if applicable. The performed action is implementation
specific and not defined by the standard. A typical action is to restart the application
without reinitializing of previously learned configuration data, adaptive factors and other

long-term adjustments.

3.4 BIRZERSE (0x14) BRS3 ClearDiagnosticinformation (0x14)Service

EFinfEREMRZIE R IRS KBRS mAFHRIZHES.

The ClearDiagnosticinformation service is used by the client to clear diagnostic information in one
or multiple servers’ memory.

LERZEERRSHEEAEE, RBIRNAE—MEEMR. BIERERFME DIC, RBIGHARIESE
MARL, SNRERSZIHSIFRFF DTCIRHERRIZEIE (Fig1, RAM Hi—NEIZAF] EEPROM FiR5—AEl
x), NBRSSIHNGERRIEEN DTC SRR SRS ERRIEIE. RIREIEMHREE (FIERIFEMENR) &
FEMEAR, WKEIFHESRPRIIS0OEIE.

The server shall send a positive response when the ClearDiagnosticinformation service is
completely processed. The server shall send a positive response even if no DTCs are stored. If a server
supports multiple copies of DTC status information in memory (e.g. one copy in RAM and one copy in
EEPROM), the server shall clear the copy used by the ReadDTCInformation status reporting service.
Additional copies, e.g. backup copies in long-term memory, are updated according to the appropriate
backup strategy (e.g. in the power-latch phase).

NTFEINEBRERSR, HENZRSHIRHRE AN T

a) FEAEE 3km/h;

b) RFAHITREBRIRIRE,

) EfFEE/NAKSERZAIRFIFM.

SRHEXERMAPRIZED—THS, ECU RR[E NRC 0x22, WMRTEREEHEE, NizmSWAZER
HERIIRS

For powertrain systems, the pre-conditions rules to implement the service are as follow:

a) Vehicle speed is not over 3km/h;
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b) No critical operations is performed by the system;

c) Other limiting conditions need to be agreed by Xiaomi.

When at least one of these conditions is not met, the ECU shall return NRC 0x22. If the valid vehicle
speed cannot be obtained, this scene shall be regarded as the vehicle speed having fulfilled the pre-

conditions.

3.4.1 iEB#E30 Message Format

BRHEEEN: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 14

GroupOfDTC [] = |

#2 groupOfDTCHighByte M 00-FF
#3 groupOfDTCMiddleByte M 00-FF
#4 groupOfDTCLowByte ] M 00-FF

BEMMEE: Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 54

EEMMES: Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 14
#3 NegativeResponseCode M (see below)

ZHEIABENMRFS: Supported Negative Response Codes:

NRC (hex) Description

13 AEHRIHEEIKES TS
MRBEERESER, NAAXLEEMNE,
incorrectMessagelLengthOrlinvalidFormat

This NRC shall be sent if the length of the message is wrong.
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22 FMAAIEH

ANRARSS IR PR LB FEERS RPN DTC HXER, NAIREILEEMNG., Frars
HHARHRMEA KIS,

conditionsNotCorrect

This NRC shall be used if internal conditions within the server prevent the clearing of DTC

related information stored in the server. All the conditions shall be provided to Xiaomi.

31 KB ERE
WERASTIFEER groupOfDTC &2, NIRHRENEENRED,
requestOutOfRange

This NRC shall be returned if the specified groupOfDTC parameter is not supported.

72 —RRIRFERT
NRRFIRES ANRFUEMGUERER, NWAREILSEMY. generalProgrammingFailure

This NRC shall be returned if the server detects an error when writing to a memory location.

3.4.2 &#n%IR Parameter Options

groupOfDTC SEENIT:

The groupOfDTC parameter is defined as follows:

Option (hex) Description Cvt
FFFFFF All Groups (all DTCs) M
XXXXxX Notel HAEE DTC U

Notel: IZ#i THEEIRiBH—MEERN DTC BBaliEkR—MEER DIC
Note1: With the parameter groupOfDTC, the diagnostic tool is also possible to clear only a

specific group of DTCs or a specific DTC.

3.5 5 DTC {8 (0x19) BEsZ ReadDTCInformation (0x19)Service

ZBRS T E P in N ERBRNANE—IR S imek IRSZinH I BN AR S im 3T BB IZWiEFEXES (DTC) [ERRMRE.
This service allows a client to read the status of server resident Diagnostic Trouble Code (DTC)

information from any server, or group of servers within a vehicle.

RIHEPEN T LATIRSS
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The following services is defined in this document:

Service (hex)

Description

Implementation

19 01

EFimn LGRS EFimEX R DTC SRSHIELERN DTC #HE.
The client can retrieve the number of DTCs matching a client defined DTC

status mask.

M

19 02

ERiRI LIRS EFimENXR DTC ASEIEILERFE DTC FIHERMAESAYS!
.
The client can retrieve the list of all DTCs and corresponding statuses which

matches a client defined DTC status mask.

19 04

EFRETLIGEREFiBENA DTC 4%EF] DTCSnapshortRecordNumber (EFEIE | M

M9 [FF]) B9 DTCSnapshot iBREE,
The client can retrieve the DTCSnapshot record data for a client defined DTC

number and a DTCSnapshortRecordNumber ([FF] for all records).

19 06

ERETLRRSZEFiRENXH DTC 485#0 DTCExtendedDatarecord RS (Fig | M

iCRM [FF]) #8XEtHY DTCExtendedData B3R,
The client can retrieve the DTCExtendedData records associated with a client
defined DTC number and DTCExtendedDatarecord number ([FF] for all

records).

19 0A

SRR MM A= FinRIXIRSZIHASHFIATE DTC fBRASAITIR,
This parameter specifies that the server shall transmit to the client a list of all

DTCs and corresponding statuses supported within the server.

3.5.1 ;HE#EN

Message Format

3.5.1.1ReadDTCInformation — ReportNumberOfDTCByStatusMask (0x19 0x01)

BXHEEEN: Request message definition:
Byte Name Cvt Byte Value (hex)
#1 RequestServiceldentifier M 19
Sub-Function = |
#2 ReportNumberOfDTCByStatusMask ] M 01
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#3 DTCStatusMask M

00-FF

BEMMEE: Positive Response Message:

Byte Name Cvt Byte Value (hex)

#1 PositiveResponseServiceldentifier M 59
ReportType = [

#2 ReportNumberOfDTCByStatusMask ] M 01

#3 DTCStatusAvailabilityMask M O1-FF
DTCFormatldentifier = [

#4 SAE_J2012-DA_DTCFormat_00] M 00
DTCCount[]=[

#5 DTCCountHighByte M 00-FF

#6 DTCCountLowByte ] M 00-FF

AEMRLGER: Negative Response Message:

Byte Name Cvt Value

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 19

#3 NegativeResponseCode M (see below)

TN EENMMNES: Supported Negative Response Codes:

NRC (hex) Description

12 AR FIIRE
MRS FRZFIRESH, NNRIEILEENRAG,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13 REFRGE IR E RIS
MRHEBRKEHER, NAAXLLSERNE.
incorrectMessagelLengthOrlInvalidFormat

This NRC shall be sent if the length of the message is wrong.

31 BKELEE
NERHEIMATESR, NNLRELESEMNRS :
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1. BRIHEE T RS ERBI DTCMaskRecord / DTCSeverityMaskRecord,

2. BFiRIEE 7 T3 DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber,
requestOutOfRange

This code is returned if:

1. The client specified a DTCMaskRecord / DTCSeverityMaskRecord that was not recognized by
the server.

2. The client specified an invalid DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber.

3.5.1.2 ReadDTCInformation — ReportDTCByStatusMask (0x19 0x02)

BEXRHEEEN: Request message definition:

Byte Name Cvt Byte Value (hex)
#1 RequestServiceldentifier M 19
#2 Sub-Function = [ M 02

ReportDTCByStatusMask ]

#3 DTCStatusMask M 00-FF

BEMMEE: Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 59

ReportType = [

#2 ReportDTCByStatusMask ] M 02

#3 DTCStatusAvailabilityMask M O1-FF

DTCAndStatusRecord [] = [

#4 DTCHighByte#1 C1 00-FF
#5 DTCMiddleByte#1 C1 00-FF
#6 DTCLowByte#1 C1 00-FF
#7 statusOfDTC#1 C1 00-FF
#8 DTCHighByte#2 c2 00-FF
#9 DTCMiddleByte#2 C2 00-FF
#10 DTCLowByte#2 Cc2 00-FF
#11 statusOfDTC#2 C2 00-FF
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#n-3 DTCHighByte#m c2 00-FF

#n-2 DTCMiddleByte#m Cc2 00-FF

#n-1 DTCLowByte#m c2 00-FF

#n statusOfDTC#m | C2 00-FF

BEMRSEE: Negative Response Message:

Byte Name Cvt Value

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 19

#3 NegativeResponseCode M (see below)

TN EENMMNES: Supported Negative Response Codes:

NRC (hex)

Description

12

A% FINRE

NRAIHZFINRESE, NN AIXLEEMRAD,

subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13

FEHRRHEIRERITHHER

IRHEEREEIR, NNAXLEEMNA.

incorrectMessagelLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

31

KB EE

SNERHIMATESR, NNAREL S ENRAD:

1. ZPUREE TIRS T AIREIA DTCMaskRecord / DTCSeverityMaskRecord,

2. BEFIFIEE T oA DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber,

requestOutOfRange

This code is returned if:
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by the server.

/DTCExtendedDataRecordNumber.

2. The client specified an invalid DTCSnapshotRecordNumber

1. The client specified a DTCMaskRecord / DTCSeverityMaskRecord that was not recognized

3.5.1.3 ReadDTCInformation — ReportDTCSnapshotRecordsByDTCNumber (0x19 0x04)

BXRHEENX: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 19
Sub-Function = [

#2 ReportDTCSnapshotRecordsByDTCNumber] M 04
DTCMaskRecord[] = [

#3 DTCHighByte M 00-FF

#4 DTCMiddleByte M 00-FF

#5 DTCLowByte ] M 00-FF

#6 DTCSnapshotRecordNumber M 00-FF

BEMRGER: Positive Response Message:

Byte Parameter Name Cvt Value(hex)

#1 PositiveResponseServiceldentifier M 59
ReportType = [

#2 ReportDTCSnapshotRecordByDTCNumber ] M 04
DTCAndStatusRecord [] = [

#3 DTCHighByte M 00-FF

#4 DTCMiddleByte M 00-FF

#5 DTCLowByte M 00-FF

#6 StausOfDTC ] M 00-FF

#7 DTCSnapshotRecordNumber #1 1 00-FE

#8 DTCSnapshotRecordNumberOfidentifiers #1 C1 00-FF
DTCSnapshotRecord[] #1 = [

#9 Dataldentifier#1 byte #1 (MSB) c1 00-FF

#10 Dataldentifier#1 byte #2 (LSB) Cci 00-FF
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#11 SnapshotData#1 byte #1 C1 00-FF
#11+(p-1) SnapshotData#1 byte #p 1 00-FF
#r-(m-1)-2 Dataldentifier#w byte #1 (MSB) c2 00-FF
#r-(m-1)-1 Dataldentifier#w byte #2 (LSB) c2 00-FF
#r-(m-1) SnapshotData#w byte #1 c2 00-FF
#r SnapshotData#w byte #m ] c2 00-FF
#t DTCSnapshotRecordNumber #x C3 00-FE
#t+1 DTCSnapshotRecordNumberOfidentifiers #x c3 00-FF
DTCSnapshotRecord[] #x = [
#t+2 Dataldentifier#1 byte #1 (MSB) Cc3 00-FF
#t+3 Dataldentifier#1 byte #2 (LSB) c3 00-FF
#t+4 SnapshotData#1 byte #1 c3 00-FF
#t+4+(p-1) SnapshotData#1 byte #p C3 00- FF
#n-(u-1)-2 Dataldentifier#w byte #1 (MSB) Cc4 00- FF
#n-(u-1)-1 Dataldentifier#w byte #2 (LSB) Cc4 00- FF
#n-(u-1) SnapshotData#w byte #1 c4 00-FF
#n SnapshotData#w byte #u ] c4 00-FF

C1: DTCSnapshotRecordNumber #1 DTCSnapshotRecord £#{AY5E—1 dataldentifier/snapshotData HERE

EZE/DLB— DTICSnapshot iICRAIHHRENAFEE (DTCSnapshotRecordNumber FEEKFHAZETF FF hex BfRE—

MNEROHRE, N8R DTCSnapshotRecordNumber &8 J9iEska OXFF),

C2/C4: B4~ DTCSnapshotRecord HRiFFEES N dataldentifier/snapshotData HE. HIAIXFTFEAN

dataldentifier {X5|REIRAVAMIBDHIBAMBXMER. =5 dataldentifier 5|B—MEEHREY, ATLAMERBEAD

dataldentifier/snapshotData H&.
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C3: DTCSnapshotRecordNumber #1 DTCSnapshotRecord £#{#aJ55— dataldentifier/snapshotData A&
BERIREFFAICR (BEKFH DTCSnapshotRecordNumber i8EJ OxFF) FEBSMERAREATFE.
DTCSnapshotRecordNumberOfldentifiers B~EBEESHY DTCSnapshotRecord #4Y dataldentifier £,

C1: The DTCSnapshotRecordNumber and the first dataldentifier/snapshotData combination in the
DTCSnapshotRecord parameter is only present if at least one DTCSnapshot record is available to be reported
(DTCSnapshotRecordNumber unequal to FF hex in the request or only one record is available to be reported if
DTCSnapshotRecordNumber is set to FF hex in the request).

C2/C4 There are multiple dataldentifier/snapshotData combinations allowed to be present in a single
DTCSnapshotRecord. This can e.g. be the case for the situation where a single dataldentifier only references an
integral part of data. When the dataldentifier references a block of data then a single
dataldentifier/snapshotData combination can be used.

C3: The DTCSnapshotRecordNumber and the first dataldentifier/snapshotData combination in the
DTCSnapshotRecord parameter is only present if all records are requested to be reported
(DTCSnapshotRecordNumber set to FF hex in the request) and more than one record is available to be reported.
DTCSnapshotRecordNumberOfidentifiers shows the number of dataldentifiers in the immediately following

DTCSnapshotRecord.

BEMMEE: Negative Response Message:

Byte Name Cvt Value

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 19

#3 NegativeResponseCode M (see below)

TN EENMMNES: Supported Negative Response Codes:

NRC (hex) Description

12 RIFHZFIIRE
NRAHHZFINRESE, NN AIXLEENMRAD,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13 RNEHRIERIRE SRS
RHBREEIR, NNAXLEEMNA,

incorrectMessagelLengthOrlinvalidFormat
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This NRC shall be sent if the length of the message is wrong.

31 IEKEHEE

SNRHIMATER, NIRAR[E LA ENRAD:

requestOutOfRange

This code is returned if:

the server.

1. BRiIREE 7 RSIHLERBII DTCMaskRecord / DTCSeverityMaskRecord,

2. ZEFRIEE 7T DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber,

1. The client specified a DTCMaskRecord / DTCSeverityMaskRecord that was not recognized by

2. The client specified an invalid DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber.

3.5.1.4 ReadDTCInformation — ReportDTCExtendedDataRecordsByDTCNumber (0x19 0x06)

BIHEEN: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 19
Sub-Function = [

#2 ReportDTCExtendedDataRecordByDTCNumber ] M 06
DTCMaskRecord[] = [

#3 DTCHighByte M 00-FF

#4 DTCMiddleByte M 00-FF

#5 DTCLowByte ] M 00-FF

#6 DTCExtendedDataRecordNumber M 00-FF

BENMRGER: Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 59
ReportType = [

#2 ReportDTCExtendedDataRecordByDTCNumber] M 06
DTCAndStatusRecord[] = [

#3 DTCHighByte M 00-FF

#4 DTCMiddleByte M 00-FF

#5 DTCLowByte M 00-FF
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#6 statusOfDTC ] M 00-FF

#7 DTCExtendedDataRecordNumber #1 1 O01-EF

DTCExtendedDataRecord[] #1 = [

#8 ExtendedData #1 byte #1 1 00-FF

C1 00-FF
#8+(p-1) ExtendedData #1 byte #p ] 1 00-FF
#t DTCExtendedDataRecordNumber #x c2 01-EF

DTCExtendedDataRecord[] #x = [

#t+1 ExtendedData #x byte #1 c2 00-FF
c2 00-FF
#t+1+(q-1) ExtendedData #x byte #q ] c2 00-FF

C1: DTCExtendedDataRecord £#{#19 DTCExtendedDataRecordNumber #[ extendedData REEZVE—

DTCExtendedDataRecord AL HRAGASHIN (353K DTCExtendedDataRecordNumber A<&F OxFF a{EZ a5k

Ffy DTCExtendedDataRecordNumber i85 73 OxFF MIREE HR—KIER) .

C2: DTCExtendedDataRecord £#{4HJ DTCExtendedDataRecordNumber #1 extendedData {X7EiEK_LIRFFIEICSR
(i5k# 19 DTCExtendedDataRecordNumber 1&E&5 OxFF) FHEBEZMERERA] LIRS A FE.

C1: The DTCExtendedDataRecordNumber and the extendedData in the DTCExtendedDataRecord parameter are

only present if at least one DTCExtendedDataRecord is available to be reported

(DTCExtendedDataRecordNumber unequal to FF hex in the request or only one record is available to be

reported if DTCExtendedDataRecordNumber is set to FF hex in the request).

C2: The DTCExtendedDataRecordNumber and the extendedData in the DTCExtendedDataRecord parameter are

only present if all records are requested to be reported (DTCExtendedDataRecordNumber set to FF hex in the

request) and more than one record is available to be reported.

BENMMGEE : Negative Response Message:

Byte Name Cvt Value

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 19

#3 NegativeResponseCode M (see below)

SISIBEMMES: Supported Negative Response Codes:
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NRC (hex) Description

12 RTHRZFIIRE
MBARSHRZFINEESE, NRRELEENRAD,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13 FERRERRKESR TS
MEBEERKER, NNAXEEEMNG, incorrectMessageLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

31 EKELEE

ANRHIMLAT™ER, NNHRENILEE E6 S :

1. BRIHEE T RS mAERBIE DTCMaskRecord / DTCSeverityMaskRecord,

2. BEFIRIEE T A DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber,
requestOutOfRange

This NRC shall be sent if:

1. The client specified a DTCMaskRecord / DTCSeverityMaskRecord that was not recognized
by the server.

2. The client specified an invalid DTCSnapshotRecordNumber

/DTCExtendedDataRecordNumber.

3.5.1.5 ReadDTCInformation — ReportSupportedDTCs (0x19 0x0A)

BERHEERENX: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 19

Sub-Function = [

#2 ReportSupportedDTC ] M 0A

BEMRLEE: Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 59

ReportType = [

#2 ReportSupportedDTCs ] M 0A
#3 DTCStatusAvailabilityMask M O1-FF
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#4

#5

#6

#7

#8

#9

#10

#11

#n-3

#n-2

#n-1

#n

DTCAndStatusRecord [] = [

DTCHighByte#1 C1 00-FF
DTCMiddleByte#1 C1 00-FF
DTCLowByte#1 C1 00-FF
statusOfDTC#1 C1 00-FF
DTCHighByte#2 C2 00-FF
DTCMiddleByte#2 C2 00-FF
DTCLowByte#2 c2 00-FF
statusOfDTC#2 c2 00-FF
DTCHighByte#m c2 00-FF
DTCMiddleByte#m C2 00-FF
DTCLowByte#m c2 00-FF
statusOfDTC#m ] c2 00-FF

C1: This parameter is only present if DTC information is available to be reported.

C2: This parameter is only present if more than one DTC is to be reported.

BEMMEE: Negative Response Message:

Byte Name Cvt Value

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 19

#3 NegativeResponseCode M (see below)

TN EENMMNES: Supported Negative Response Codes:

NRC (hex) Description
12 AR FIIRE
MRAHFZFINRESEL, NN AIEL B ENARS,
subFunctionNotSupported
This NRC shall be sent if the sub-function parameter is not supported.
13 REFRGE IR E RS
MBHEKEEIR, NNAXEEEMRNG, incorrectMessageLengthOrlnvalidFormat
This NRC shall be sent if the length of the message is wrong.
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31

BXELEE
NEREIMATER, NNGRELEENRRS :

requestOutOfRange

This NRC shall be sent if:

by the server.
2. The client specified an invalid DTCSnapshotRecordNumber

/DTCExtendedDataRecordNumber.

1. BPIRIEE 7 IRSHTEREIR DTCMaskRecord / DTCSeverityMaskRecord,

2. BEFiRIEE ¥ I3y DTCSnapshotRecordNumber /DTCExtendedDataRecordNumber,

1. The client specified a DTCMaskRecord / DTCSeverityMaskRecord that was not recognized

3.5.2 &#i%In Parameter Options

ZIRFSEFAFIIRESECRIEE—F DTC iRERE, EXUT:

The sub-function parameters are used by this service to select one of the DTC report types as

defined as follows:

MY OxFF, FfFg OBD iZ®:AY OXFE) #8XE.RY DTCSnapshot iB&R.

reportDTCSnapshotRecordByDTCNumber

Option(hex) Description Cvt.
01 SRS RN AR FinRIX S5 FinE X IPRSHEIEIE /) DTC HE. M
reportNumberOfDTCByStatusMask
This parameter specifies that the server shall transmit to the client the number of
DTC' s matching a client defined status mask.
02 SRR RN A E FinRIE S FinE X IPASEIEIES 79 DTC FIBERLRESAIFIZR. M
reportDTCByStatusMask
This parameter specifies that the server shall transmit to the client a list of DTC' s and
corresponding statuses matching a client defined status mask.
04 S HIEERFHAMEFiHAIESEFiHmENH DTC SF1 DTCSnapshot iERS (FiGic | U
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This parameter specifies that the server shall transmit to the client the DTCSnapshot
record(s) associated with a client defined DTC number and DTCSnapshot record number

(FF hex for all records, FE hex for all OBD records).

06 S HIEERFHAMEFHERIESEFHENH DTC SF1 DTCExtendedData iZREHEX | M
EXAY DTCExtendedData iR (FFAEICRAY OxFF, FrE OBD ICRAY OXFE),
reportDTCExtendedDataRecordByDTCNumber

This parameter specifies that the server shall transmit to the client the
DTCExtendedData record(s) associated with a client defined DTC number and

DTCExtendedData record number (FF hex for all records, FE hex for all OBD records).

0A LS EEERSS RN A= Fin AR ImASHFIIRTE DTC 8 MAKSHIZISE. M
reportSupportedDTC
This parameter specifies that the server shall transmit to the client a list of all DTC" s

and corresponding statuses supported within the server.

3.6 BTHRRIFEENE (0x22) BRZ ReadDataByldentifier (0x22) Service

"BITARRFHEEEEE" RS AITFE iR IRS iniERE— P S MR RRFRRAEIRICRE.

The ReadDataByldentifier service allows the client to request data record values from the server
identified by one or more dataldentifiers.

RSIHETEEMMHRAEEMIECRE. ERRERKEREE— I HES I RFLOIEERRE, ATx
IRIRSSIREFREIRICR. RBIRFESIFRA 10 BEERRFIEIEK, BREKRINFFLETE S ISR
ICRE, ARBERPASHHEIRINRANEREERS, SOFHNSERRATRENN., RESHAVREREIN FTAREN
RS EIIERRMERERINER. HUREIES/ K LRRIPHTHA. S0RICRAIVEIVIIE X B4t
INKESEETERSTE ECU 2Rk hE Y.

The server sends data record values via the positive response message. The client request message
contains one or more two-byte dataldentifier values that identify data record(s) maintained by the
server. The server needs to support the simultaneous request of up to 10 sets of data identifiers, and
respond to all supported data record values in the order of request, unsupported data identifiers need
to be discarded, and supported data identifiers need to be responded. In the programming mode of

the server, there is no need to support the requirement of multiple sets of data identifiers being
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requested at the same time. Any deviation should be confirmed with Xiaomi Diagnostic Engineer . The

format and definition of the RecordValues is defined by Specific ECU Diagnostic Requirement with

supplier and Xiaomi.

3.6.1 iE#E#E30 Message Format

BRHEEEN: Request message definition:

Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 22
Dataldentifier[ ] #1 = [
#2 byte#1 (MSB) M 00-FF
#3 byte#2 ] M 00-FF
Dataldentifier[ ] #m = [
#n-1 byte#1 (MSB) u 00-FF
#n byte#2 ] u 00-FF
BEMRGEA: Positive Response Message:
Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 62
Dataldentifier []1 #1 = [
#2 byte#1 (MSB) M 00-FF
#3 byte#2] M 00-FF
DataRecord[ ] #1 = |
#4 data#1 M 00-FF
#(k-1)+4 data#k ] ] 00-FF
Dataldentifier [ ] #m = [
#n-(0-1)-2 byte#1 (MSB) U 00-FF
#n-(0-1)-1 byte#2 ] U 00-FF
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DataRecord[ ] #m = [
#n-(o-1) data#1 U 00-FF
#n data#o ] u 00-FF
AEMALGEE: Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 22

#3 NegativeResponseCode M (see below)

TN EENMMNES: Supported Negative Response Codes:

NRC (hex) | Description

13 ANEFRSERIRE S TTRUS T
INFERBRAIKEHEE Fimtad T R AIFERAIR AR, NARXLL NRC
incorrectMessagelLengthOrinvalidFormat
This NRC shall be sent if the length of the request message is invalid or the client
exceeded the maximum number of dataldentifiers allowed to be requested at a time.

14 MRz <
IRIBALH BRI EBIREEEYAIPRE (B0, ZHEBMERPIFERSA DID BY), WA
KA RS,
responseToolLong
This NRC shall be sent if the total length of the response message exceeds the limit of
the underlying transport protocol (e.g., when multiple DIDs are requested in a single
request).

22 FMHAIER
R BIRSS IRV ERMLBTATRAVERE, NSOREINEEMMD, ArERRHHIRR A
BINKIRE,
conditionsNotCorrect
This NRC shall be sent if the operating conditions of the server are not met to perform
the required action. All the conditions shall be provided to Xiaomi.

31 BB
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NRIREASHHERAEIEORAYE, NALREILEERRS.
requestOutOfRange
This NRCshall be sent if none of the requested dataldentifier values are supported by the

device.

3.6.2 28i%I Parameter Options

BEFMER, B5H ECU BERIZHTER.

See ECU specific diagnostic requirement for more details.

3.7 @i ithhEANATEFE (0x23) BRSZ2 ReadMemoryByAddress (0x23) Service

BT HHHEEN R FIRSS 7o = FiniE i R AtA BRI RN R KNSRI KRS IR T EUE.

The ReadMemoryByAddress service allows the client to request memory data from the server via a
provided starting address and to specify the size of memory to be read.

BT HtIHEE R FEREE AT ERS RERES MR ARFERIMRRRIAFEE. BT R
REFERNSHRIF PRI HKERERRIRRFAF (B FPHEEFH)EN.

The ReadMemoryByAddress request message is used to request memory data from the server
identified by the parameter memoryAddress and memorySize. The number of bytes used for the

memoryAddress and MemorySize parameter is defined by addressAndLengthFormatldentifier (low and

high nibble).

3.7.1 iEiB#83y Message Format

BRBEEEN: Request message definition:

Byte Name Cvt Value (hex)
#1 ReadMemoryByAddress Request Service Id M 23
#2 addressAndLengthFormatldentifier M 24

memoryAddress[] = [

#3 byte#1 (MSB) M 00-FF
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#(m-1)+3 byte#m ] Cc1 00-FF
memorySize[] = [

#n-(k-1) byte#1 (MSB) M 00-FF

#n byte#k ] c2 00-FF

C1: C1 BHHIEFERURT addressAndLengthFormatidentifier FtEHHK ES R S4L,

C2: C2 &HMFEBUAT addressAndLengthFormatldentifier FIRTEAIMEESE S,

C1: The presence of the C1 parameter depends on address length information parameter of the

addressAndLengthFormatldentifier.

C2: The presence of the C2 parameter depends on the memory size length information of the

addressAndLengthFormatldentifier.

BEMREA: Positive Response Message:
Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 63
DataRecord [] = [
#2 data#1 M 00-FF
#n data#m ] M 00-FF
BEMRLGER: Negative Response Message:
Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 23
#3 NegativeResponseCode M (see below)
SHEEEIMRADS: Supported Negative Response Codes:
NRC (hex) Description
13 REFRS BRI E S TTAUET
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MBRBERKEER, N AXLLEENMND,
incorrectMessagelLengthOrinvalidFormat
This NRC shall be sent if the length of the message is wrong.
22 SIHAIER
WRAHEIRGSIHARIEREY, WAOREIEEMNED, FrEHEHERIRALSIKS
%,
conditionsNotCorrect
This NRC shall be sent if the operating conditions of the server are not met
to perform the required action. All the conditions shall be provided to Xiaomi.
31 BEXRBHTE
WMRBIMEATER, NRORE| S ENNAD:
DHXEOxMA,  (0xMA + 0xMS -0x1)]RAUE—RTFUETTL;
2)X[E[0xMA, (0xMA + 0xMS -0x1)]ABUE—ATFIEIESZIR ;
3)ERE R memorySize SEIEATFIRSH T HIBAL;
A)$EERY addressAndLengthFormatidentifier F554,
requestOutOfRange
This NRC shall be sent if
1) any memory address within the interval [$MA, ($MA + $MS -$1)] is invalid;
2) any memory address within the interval [§MA, ($MA + $MS -$1)] is restricted;
3) the memorySize parameter value in the request message is greater than the
maximum value supported by the server;
4) the specified addressAndLengthFormatldentifier is not valid.
33 RIS
WXE[0XMA, (0xMA + 0xMS -0x1)]PUE—AIfFIEUEINEE B IR SZIRHESIE, NIAHR(E]
B TENIRAS.
SecurityAccessDenied
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This code shall be sent if any memory address within the interval [fMA, (SMA +

$MS-$1)] is secure and the server is locked.

o S ER ISR

Service not supported in active session

3.7.2 &#ii%In Parameter Options

EM Definition

MUK EARSTWRRRT

ZEHERTFE, SMFFHRIRRD:

L7 - ARERNSHORKE(FHED;

17 3 - O:RNTBEUSEEIKE (FTED.

addressAndLengthFormatldentifier

This parameter is a one-byte value with each nibble encoded separately:
bit 7 - 4: length (number of bytes) of the memorySize parameter;

bit 3 - 0: length (number of bytes) of the memoryAddress parameter.

RfFitE

SR RIRS ImAFPIOREIEINRIAIE, 2t ERNF TSI AN EARRFFIMEEF T (R 3 - 0)
EX., AFIESEHPRFT#m RERERS K IBti P REENFH. ithHESERFHILURERT
AR, ERRFERRFIN—RFIRES 16 (SUMAFEEIES A IERRIRSS in (S BRI E A —
RLIREEERARY, (BF-ERRRMIEAFREEERRESIINEAER). EXMERT, AFtISHFEERER
MFBALEE AT EEMERFRENRETRF. WIhEERERN R RRHENEE L.

memoryAddress

The parameter memoryAddress is the starting address of server memory from which data is to be
retrieved. The number of bytes used for this address is defined by the low nibble (bit 3 - 0) of the
addressFormatldentifier. Byte#m in the memoryAddress parameter is always the least significant byte of
the address being referenced in the server. The most significant byte of the address can be used as a
memoryldentifier.

An example of the use of a memoryldentifier would be a dual processor server with 16-bit addressing and
memory address overlap (when a given address is valid for either processor but yields a different physical

memory device or internal and external flash is used). In this case, an otherwise unused byte within the
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memoryAddress parameter can be specified as a memoryldentifier used to select the desired memory

device. Usage of this functionality shall be as defined by system supplier.

RFEARN

BISHUHSERFEKE B PRISHREA/INENIRSS mAF R RIS BRI RSN F 1580, 1ZA/N
ERNFTHREIMKEERNSF FH (L 7 - HENX.

memorySize

The parameter memorySize in the ReadMemoryByAddress request message specifies the number of
bytes to be read starting at the address specified by memoryAddress in the server's memory. The number

of bytes used for this size is defined by the high nibble (bit 7 - 4) of the addressFormatidentifier.

3.8 £2ihE (0x27) BRSS SecurityAccess (0x27) Service

IEARSS A9 B AR RLH ISR/ SOSHIRS TR, XEEUE/E2 RSB TRE. HilEiRERR
MXZRE, ATEHIREEEE TEE LERIRS AR MRS imEBUSER I BERIZHTIRSS, FTRERErR
EIHARER TEHT. TERERSRIIFERFIESEIET RS RIAR FIRENEMERTH, SERNERHE
M. RERZSFENMEYE. T2l SFIBTHAIEHEZERXR.

The purpose of this service is to provide means to access data and/or diagnostic services, which
have restricted access for security, emissions, or safety reasons. Diagnostic services for
downloading/uploading routines or data into a server and reading specific memory locations from a
server are situations where security access may be required. Improper routines or data downloaded
into a server could potentially damage the electronics or other vehicle components or risk the
vehicle’ s compliance to emission, safety, or security standards. The security concept uses a seed and

key relationship.

3.8.1 iEE#E3\ Message Format

3.8.1.1 i&EK#F Request Seed
LEARS MRS IRERFF. ETXMMF, EFRESTEHENNENR, BTHERS .
This service requests a seed from the server. Based on this seed, the client is able to calculate the

corresponding key to be sent for unlocking the server.
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BXRHEENX: Request message definition:

Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 27
#2 SecurityAccessType = RequestSeed M 01, 03, 05,07 , 09,
5F.61-69
BEMLES: Positive Response Message:
Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 67
#2 SecurityAccessType = RequestSeed M 01, 03,05,07 , 09,
5F,61-69
SecuritySeed [] = [
#3 seed#1 (high byte) M 00-FF
#n seed#m (low byte) ] M 00-FF
ABEMRLGER: Negative Response Message:
Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 27
#3 NegativeResponseCode M (see below)

SHFIEERRES :

Supported Negative Response Codes:

NFREERERER, NNAELEEMAES.

incorrectMessagelLengthOrlInvalidFormat

NRC (hex) Description
12 FFRZFIREE
NRAIFRZFINRESE, NNAIEILEEMR A,
subFunctionNotSupported
This NRC shall be sent if the sub-function parameter is not supported.
13 REFRGE IR E RIS

This NRC shall be sent if the length of the message is wrong.
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22 FMAIEH

MRAHRIEREZEHENFEM, VWNRELEEMATD, FrERIFRHIRRELEIK
it

conditionsNotCorrect

This code shall be returned if the criteria for the request SecurityAccess are not

met. All the conditions shall be provided to Xiaomi.

37 ERAVAEREIRSR L
ANRBREERHFRRE T EPINSETRX, NNIREIGAEA D,
requiredTimeDelayNotExpired

Send if the delay timer is active and a request is transmitted.

7F EESIEASIFIRS

Service not supported in active session

3.8.1.2 &iX%4fH Send Key

ZRS B EFIRIT ENRARXRRS K. RSIRAGILER SRR /ATERNERRTIR. WRED
oo, MRS HMEA (") P IRASERSS /ARSI,

This service sends a key calculated by the client to the server. The server shall compare this key to
one internally stored/calculated. If the two numbers match, then the server shall enable ( “unlock” )
the client’ s access to specific services/data.

BEIRHEERENX: Request message definition:

Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 27
#2 SecurityAccessType = SendKey M 02,04,06,08 ,0A,62-6A

SecurityKey [] = [

#3 key#1 (high byte) M 00-FF

#n key#m (low byte) ] U 00-FF

BEMRLEE: Positive Response Message:

SOR - UDS on CAN&CANFD General Diagnostic Requirement  SOR - UDS on CAN&CANFD & 12 E sk
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Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 67
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#2

SecurityAccessType = SendKey M 02,04,06,08 ,0A,62-6A

Negative Response Message: B EIMAGHE :

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 27
#3 NegativeResponseCode M (see below)

SIS ENMRES: Supported Negative Response Codes:

NRC (hex)

Description

12

R3HHZFIIRE
MRS FZFIRESE, NN AR ERNAD,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13

FERRBERIKESR TS
NRBERKESER, WXL EDN.
incorrectMessagelLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

22

FMAAIEH

INRAHBIBERZLHENEM, NWEOREIEEMLD, FERREHIRHRALEE KIS
%,

conditionsNotCorrect

This code shall be returned if the criteria for the request SecurityAccess are not met.

All the conditions shall be provided to Xiaomi.

24

IR 7S

RERBWE "ERMTF BEREEBRIER MERE "RERR" FII8E, NNARELES
i EIVEEN

requestSequenceError

Send if the ‘sendKey’ sub-function is received without first receiving a

‘requestSeed’ request message.

35

ToE
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INFRWER "RXER" FIREE, AEZERIESIRSHIREMFE/ T EZAAIE,
AR LR EMR NS,

invalidKey

Send if an expected ‘sendKey’ sub-function value is received and the value of the

key does not match the server’ s internally stored/calculated key.

36 BHERIRE
SNSHEIRTHER R B H AVFRSERID SRR AORMME T ENRTS, NWAXILEER
I EN
exceededNumberOfAttempts
Send if the delay timer is active due to exceeding the maximum number of allowed
false access attempts.

7F TEARIEASIFIRSS

Service not supported in active session

3.8.2 &#i&ln Parameter Options

"LiFEER" BEENIT: The SecurityAccessType is defined as follows:
Option(hex) | Description
01 BRI FIABIR2RA]: B - BTG TE
requestSeed to reach security level: Unlocked —Used for software download
02 REEFLEIZ2RA: B - BTFRE T
sendKey to reach security level: Unlocked —Used for software download
03 BRI FIAEIRERA]: B - ATEFE®R
requestSeed to reach security level: Unlocked —Used for CarMode transition
04 RXEEHLEIZ2RA: B - BTFEFE%R
sendKey to reach security level: Unlocked —Used for CarMode transition
05 BRMFIAEIRERA: B - BT ERECHRS
requestSeed to reach security level: Unlocked -Used for Basic diagnostic services
06 RXEEFLEIZ2RG: B -RTERESHIRS
sendKey to reach security level: Unlocked —Used for Basic diagnostic services
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07 BRI FIARIR2RA: B - FTREIEE

requestSeed to reach security level: Unlocked —Used for IMMO function

08 RXFRIARIRERH: B - BAFREEE

sendKey to reach security level: Unlocked —Used for IMMO function

09 BERMFARIRE2RS: B - BT ER%Re

requestSeed to reach security level: Unlocked —Used for Security logs

0A REEFRARIRERF): B - BT ER%e

sendKey to reach security level: Unlocked —Used for Security logs

5F BERMFARIRERG: B - BTFESRERRENRENE
requestSeed to reach security level: Unlocked —Used for end of life activation of on-

board pyrotechnic devices

60 RXEEHLREIZE2RA: B - BT ERRERRENRENE
sendKey to reach security level: Unlocked —Used for end of life activation of on-

board pyrotechnic devices

61-69 BRI FIABIR2RA: B -FTE ECU R TRIATIRE
requestSeed to reach security level: Unlocked —Used for the purposes of

performing special functions in the ECU supplier side

62-6A REFRREIRERF: B -FBTE ECU AR THRIATIRE
sendKey to reach security level: Unlocked —Used for the purposes of performing

special functions in the ECU supplier side

3.9 &(SisHl (0x28) RS2 CommunicationControl (0x28) Service

ZIRSHI BRI/ XARS R (FIaNNAEFEEEREMEEERER) NREESRIMERT/aEERIT.
MNFEERIZMNEE (Fl0, RX) /B9 ECU, IWRSBMAEREE, MAUXEEKISENERIEE, XK
X ECU, ZEnBERMNEREEAZIIRSAISFNE,

The purpose of this service is to switch on/off the transmission and/or the reception of certain
messages of servers (e.g. application communication messages or network management messages).For

the ECU that connects to multiple channels (e.g. Gateway), this service will affect all channels but not
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only the one that received the diagnostic request. For the gateway ECU, the normal routing of
diagnostic messages is not affected by this service.

FENZARSS IR HINIEN T -

a) FEAEE 3km/h;

b) RFEAHUTREBRIIERIF;

o) HfttFB/IKSERERIPREISRM

BRNHEXELAFNZED—IRY, ECU RORE] NRC 0x22, WIRFTFIXEEREER, WZHSWAEER
HERITRSM

The precondition rules to implement the service are as follow:

a) Vehicle speed is not over 3km/h;

b) No critical operations is performed by the system;

c) Other limiting conditions need to be agreed by Xiaomi.

When at least one of these conditions is not met, the ECU shall return NRC 0x22. If the valid vehicle
speed cannot be obtained, this scene shall be regarded as the vehicle speed having fulfilled the pre-

condition.

3.9.1 iEB#E30 Message Format

BERHEERENX: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 28

Sub-Function = [

#2 ControlType ] M 00-7F

#3 CommunicationType M 01, 02, 03

BEMMEE: Positive Response Message:

Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 68
#2 Sub-Function = [ M 00-7F
ControlType ]
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BEMALES :

Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 28
#3 NegativeResponseCode M (see below)

A ENMRNS: Supported Negative Response Codes:

NRC (hex)

Description

12

RAHZFINRE
MRASHFZFINRESH, NN AR ENART,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13

NEFRYE IR E RIS
MRHEBRKEER, NAAXLLBEWNE.
incorrectMessagelLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

22

FHARIER

LRSI T TEE R/ ERERIBERENIRFRERENENN, NAREILASEWRTD.
FTE RSN R BRI ZE,

conditionsNotCorrect

Used when the server is in a critical normal mode activity and therefore cannot
disable/enable the requested communication type. All the conditions shall be

provided to Xiaomi.

31

BEREHTEE
WRRSIHEBEEHSHPENEER, VWAIREINEEMES, requestOutOfRange
The server shall use this response code, if it detects an error in the

communicationType parameter.

7F

TEIRIEASFIRSS

Service not supported in active session

3.9.2 S#i&ln Parameter Options
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42580 ControlType:

Option (hex) | Description Cvt.
00 BA Rx 1 Tx M
IERRTRXTEERIEERE, NEREEEREIRIER.

enableRxAndTx
This value indicates that the reception and transmission of
messages shall be enabled for the specified communicationType.

01 FEF Rx FIZEF Tx M
HHERSTXSTEERIBERE, NSRBI ERER.
enableRxAndDisableTx
This value indicates that the reception of messages shall be
enabled and the transmission shall be disabled for the specified
communicationType.

02 2/ Rx FHEA Tx U
HHERSTSTEERIBERE, NEREBRIERHSRRI.
disableRxAndEnableTx
This value indicates that the reception of messages shall be
disabled and the transmission shall be enabled for the specified
communicationType.

03 £/ Rx 1 Tx U
IHERSTTEERIBERE, NERRESRYEIAIEE.
disableRxAndTx
This value indicates that the reception and transmission of
messages shall be disabled for the specified communicationType.

BfE288! . CommunicationType:

(B3 |BrE SN EEFEXIEE (SN ERRSHZIARNAEE
FEISS5R).

normalCommunicationMessages

Option (hex) Description implementation
01 EEBERER M
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This value references all application-related communication
(inter-application signal exchange between multiple in-vehicle

servers).

02 MEEERBEHR M
%85 | FRATE SMEEIREXANEE.
networkManagementCommunicationMessages

This value references all network management related

communication.

03 MEEEBEHEMESBEES M
&S | FBRTE MR EIEAS N e A KRB S,
networkManagementCommunicationMessages and
normalCommunicationMessages

This value references all network management and

application-related communication.

3.10 @EZHRIRFTENENRE (0x2E) BRSS WriteDataByldentifier (0x2E) Service

EFIRERBERRFTEASEE (0x2E) RBGICRBBESARS R, HECRESERRFPR. 1t
ARSSHIRTRERDIZ !
- BRAERBRMERE

E

AR5 IRT] BER PRI S S L AR MR HERN S i1,

The WriteDataByldentifier service is used by the client to write record data values to a server. The
data record is identified by a Dataldentifier. Possible use-cases for this service are:

- Clear non-volatile memory

- Reset learned values

- Set option content

The server may restrict or prohibit write access to certain dataldentifier values.
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3.10.1 jEBE#8=X Message Format

BXREEEN: Request message definition:
Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 2E
Dataldentifier [] = [
#2 byte#1 (MSB) M 00-FF
#3 byte#2 ] M 00-FF
DataRecord [] = [
#4 data#1 M 00-FF
#m+3 data#m ] U 00-FF
BEMREA: Positive Response Message:
Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 6E
Dataldentifier [ ] = [
#2 byte#1 (MSB) M 00-FF
#3 byte#2 | M 00-FF
BEMAEE: Negative Response Message:
Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 2E
#3 NegativeResponseCode M (see below)
SHEIBEMMES: Supported Negative Response Codes:
NRC (hex) | Description
13 RNEHRIERIRE SIS
INRBERKEREIR, NAAELEEBN.
incorrectMessagelLengthOrinvalidFormat
This NRC shall be sent if the length of the message is wrong.
22 FMHAIER
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INRAHEIRSS IR ESRM LBVTATRRYERE, NNIREILEEMNDS. ArERIRAANR
Heg/IKISE.

conditionsNotCorrect

This response code shall be sent if the operating conditions of the server are not met

to perform the required action. All the conditions shall be provided to Xiaomi.

31 IEKELTEE
SNREIMLATER, NALREI A ENRED :
1. RSB ASHHERBRPHEIENRA SISO RIERY (BImRRTEEEE
iRSS) |
2. YERRRAKZ EIERKERHMERRMHIEIEEETAN (MRERTHR).
requestOutOfRange
This response code shall be sent if 1. The dataldentifier in the request message is not
supported in the server or the dataldentifier is supported for read only purpose (via
ReadDataByldentifier service).
2. Any data transmitted in the request message after the dataldentifier is invalid (if
applicable to the node).

33 LIRS
NSRS | S EI RS RRM R 2 2 BIRSIRRG TR, NADREILEERN
3.
securityAccessDenied
This code shall be sent if the dataldentifier, which reference a specific address, is
secured and the server is not in an unlocked state.

72 —RRIRIERI
INRRSFIRESNRFUEMGUERER, NWAREILEEWN.
generalProgrammingFailure
This return code shall be sent if the server detects an error when writing to a memory
location.

7F TENRIESIFIRS

Service not supported in active session

3.10.2 2% &l Parameter Options
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BEEFMER, BSR ECU BERNZHTEX.

See ECU specific diagnostic requirement for more details.

3.11 @EZRRFEHEAESE (0x2F) BESS InputOutputControlByldentifier (0x2F)Service

EFinEAEE BRI BLERS ARANGES, WHRSIHIEERMENE, /53R HES
RohmE (UTeR) B, AP YGRS HN EERSRBANGES. AERThREN/sm S SHmaIRT
BER. MRBEKEMAIIENESAZIERERE, RE|ELE— S ENRAHER.

The InputOutputControlByldentifier service is used by the client to substitute a value for an input
signal, internal ECU function and/or control an output (actuator) of an electronic system referenced by
a Dataldentifier of the server. The user optional ControlOption parameter shall include all information
required by the server’ s input signal, internal function and/or output signal. The server shall send a
positive response message if the request control was successfully started or has reached its desired

state.

3.11.1 ;@248 Message Format

BERHEERENX: Request message definition:

Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 2F

#2 Dataldentifier#1[ ] = [ byte#1 (MSB) M 00-FF

#3 byte#2 (LSB) ] M 00-FF

ControlOptionRecord#1[] = |

#4 controlState#1/inputOutputControlParameter M1/ U1: | 00-FF

#4+(m-1) constrolState#m)] 1 00-FF

ControlEnableMaskRecord#1[ ] = [

#4+m controlMask#1 c2 00-FF
#4+m+(r-1) controlMask#r] c2 00-FF
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M1/U1 3&#l: ControlState#1 BJFR{EMINEILHIZHISHEMIIIEHIRE.

Cl: BHHIFEBUAT dataldentifier#1 #1 controlOptionRecord#1 RIMINLIEEHISET (R
controlOptionRecord #1 fJ controlState#1 FA{EMINBILHIZEISE).

C2: SHIIFERURT dataldentifier#1,

M1/U1 Mandatory: ControlState#1 can be used as either an Input Output Control Parameter or as
an additional controlState.

C1: The presence of this parameter depends on the dataldentifier#1 and the input Output
ControlParameter of controlOptionRecord#1 (if controlState#1 of control Option Record#1 is used
as an inputOutputControlParameter).

C2: The presence of this parameter depends on the dataldentifier#1.

BEMMEE: Postive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 6F

Dataldentifier#1 = [
#2 byte#1 (MSB) M 00-FF

#3 byte#2 (LSB) ] M 00-FF

ControlStatusRecord#1[ ] = [

#4 controlState#1/inputOutputControlParameter C1 00-FF

#4+(m-1) controlState#m ] Cc2 00-FF

C1: XN SHNFERRTEABERKBEEFRIER. ControlState#1 FBfE
InputOutputControlParameter EFfiNAY controlState, INEREHEIE
InputOutputControlParameter, BPABROZHEIMAMEGERF, HEMZEERKBEPEHAY
InputOutputControlParameter {EAIEIE.

C2: WESHRIFAERURT dataldentifier FIBINBILLIZEHISEL (AR controlState#1 FBIF
inputOutputControlParameter),

C1: The presence of this parameter depends on its usage in the request message. ControlState#1
is either used as an InputOutputControlParameter or as an additional controlState. If it is used as
an InputOutputControlParameter then it shall be present in the response message and shall be

the echo of the InputOutputControlParameter value given in the request message.
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C2: The presence of this parameter depends on the dataldentifier and the input Output

ControlParameter (if controlState#1 is used as an inputOutputControlParameter).
AEMALGEE: Negative Response Message:

Byte Name Cvt Value (hex)

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 2F

#3 NegativeResponseCode M (see below)

A ENMRNS: Supported Negative Response Codes:

NRC (hex) Description

13 ANEFRSERIRE S TTRUST
RHEBRERER, NNAXILEENRAD,
incorrectMessagelLengthOrinvalidFormat
This NRC shall be sent if the length of the message is wrong.

22 FMHAIER
INRAHBIBRBNBHIEEIRORG, WADREIEEMAL, FrERIRAERIRMEE N
KIS,
conditionsNotCorrect
This code shall be returned if the criteria for the request InputOutputControl are
not met. All the conditions shall be provided to Xiaomi.

31 EKELTEE

SNREIMEATER, NALREI ARG :

1 IREARSFERAVEIRINRFHE;

2B NBEHEHSHPIETS (WRNBHEFHISHEN);

3 EHETCRPRI— P E S A BRI ETR.

requestOutOfRange

This code shall be returned if:

1. the requested dataldentifier value is not supported by the device,

2. the dataldentifier uses the controlState#1 parameter as an
inputOutputControlParameter and the value contained in this parameter is invalid

(see definition of inputOutputControlParameter),
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3. one or multiple of the applicable controlStates of the controlOptionRecord
record are invalid.

33 RRIIHIEE
NREFimREH BB VR L HIENRRRIERH BRSHINR IR SRt FiEaik
&, WROREIHASEMLAG,
securityAccessDenied
This code shall be returned if a client sends a request with a valid secure
dataldentifier and the server’ s security feature is currently active.

7F AN RIE SRS
Service not supported in active session

3.11.2 2#i&ln Parameter Options

Option (hex)

Description

Cvt

00

IREEHE] ECU

Z(EMN MRS InRAAE Fin A B s N B B RS | A
NES. ARSHEEHES.

BRHRPAHEEIRSF T 0

BEMMBEPEFHREFTE: BURTHIRRRRT
returnControlToECU

This value shall indicate to the server that the client does no
longer have control about the input signal, internal parameter
or output signal referenced by the inputOutputLocalldentifier.
Number of controlState bytes in request: 0

Number of controlState bytes in pos. response: depends on

the dataldentifier

01

BEENRA

IZ(ERNIERIRSS ImiB RGN G HBEMRRAT S IBRYRAES. AEB
SHEEHESEENEIOME.

IBRKHEEPREFIRSTFHE: 0
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BEMABRPERHREFTE: BURTHIRRRR
resetToDefault

This value shall indicate to the server that it is requested to
reset the input signal, internal parameter or output signal
referenced by the inputOutputLocalldentifier to its default
state.

Number of controlState bytes in request: 0

Number of controlState bytes in pos. response: depends on

the dataldentifier

IZENEIRSRRE, BHRIEKRIE RAM R NEHBERRATS|
BRANES. RBSEELESRBENESEEHIEIS T
B, (P, BRESSENRRENSENSE, BRIARKTEE
BERENEEE/GZL).

IBKHEFRRIEFIRESFTE: BRTEIRRRT
BEMRLEEREFIREF TS BURATEIRIRRRT

shortTermAdjustment

02 IREBRPRES U
IZ(ERHERIRS MBI ARER NG LSRR IBIBAGES. K
ESHEE HESHIZERIIAE.
IEXKHEFRUEEIASFTE: 0
ENNLERPERIRSF T8 BURTHIRRRRT
freezeCurrentState
This value shall indicate to the server that it is requested to
freeze the current state of the input signal, internal parameter
or output signal referenced by the inputOutputLocalldentifier.
Number of controlState bytes in request: 0
Number of controlState bytes in pos. response: depends on
the dataldentifier
03 FEEREEE M
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This value shall indicate to the server that it is requested to
adjust the input signal, internal parameter or output signal
referenced by the inputOutputLocalldentifier in RAM to the
value(s) included in the controlOption parameter(s). (e.g. set
Idle Air Control Valve to a specific step number, set pulse
width of valve to a specific value/duty cycle).

Number of controlState bytes in request: depends on the
dataldentifier

Number of controlState bytes in pos. response: depends on

the dataldentifier

3.12 fFEs=Hl (0x31) PRSS RoutineControl (0x31) Service

BEFinERILRSKE/(FILAREFERRSHATTIIGEER. AR 2 FHRIGIEIRRFR
R,
The RoutineControl service is used by the client to start/stop a routine and request routine results

in the server’ s memory. The routine is identified by a 2-byte Routineldentifier.

3.12.1 jHBE#E3\ Message Format

BEXRHEEEN: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 31

Sub-Function = [

#2 RoutineControlType] M 00-FF

Routineldentifier [] = [
#3 byte#1 (MSB) M 00-FF

#4 byte#2 ] M 00-FF

RoutineControlOptionRecord [] = [

#5 routineControlOption#1 C/U 00-FF
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#n

routineControlOption#m ] C/U 00-FF

C. BFRILMEFINRENEhBIRERIZ L GIRZRTERIZ S 4L,
C: This parameter is user optional to be present for sub-function parameter startRoutine and

stopRoutine.

BEMNHEE:

Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 71

#2 RoutineControlType M 00-7F

#3 Routineldentifier [ ] = [

44 byte#1 (MSB) M 00-FF
byte#2 ] M 00-FF
RoutineStatusRecord [] = [

#5 routineStatus#1 M1 = 00-FF

#n routineStatus#m | U 00-FF

Note:

T FrESISIIFINEE, WHREEHIIRSERIIS ENNME N EEEIESE RoutineStatusRecord,
RoutineStatus#1 FBF$57= routineControl BIH{TER, HENSETE.

The positive response on the service routineControl request, regardless of sub-function, shall have
the data parameter RoutineStatusRecord.

RoutineStatus#1 is used to indicate the execution result of routineControl, and its definition refers
to the following table.

FIFRRATEN Routine status definition:

Hex Z#R/Name E N /Definition

0x00 Routine Completed ZGIRESERY 7 FTEiERAVINEE (BIhSE). BidhRSSroutineControlisEENAYI
BER (WRE) 2E3.
The routine completed all requested functionality (successfully or
not).The routine results (if any), readable via service routineControl is
valid.

0x01 Routine Aborted BFUTEERE, FIREEAATEIEKRAITIREZRIHLE:
1. RBBFEORREM, RIFREIRE.
2. HILRHAIFERIFRM, FIFEEHIE.
3. fIF2E4# stopRoutine i&FkALE,
The routine aborted before completion of all requested functionality due
to any of the following reasons:
1. The routine has not started due to the entry conditions are not
fulfilled.
2. The routine has been aborted due to any of the exit conditions have
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occurred.
3. The routine has been aborted by a stopRoutine request.

0x02

Routine Executing IZBIBIEAEHITH, HRTTHK.

The routine is under execution and not yet completed.

BEMALES :

Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 31
#3 NegativeResponseCode M (see below)
TN EENMMNES: Supported Negative Response Codes:
NRC (hex) Description
12 RFFZFIIRE
MRAIFRZFIRESE, NRLRIXILERERA.
subFunctionNotSupported
This NRC shall be sent if the sub-function parameter is not supported.
13 REFRGE IR E RIS
WNEHEKERNR, NN AXILBEMMN, incorrectMessageLengthOrinvalidFormat
This NRC shall be sent if the length of the message is wrong.
22 FHAIEHR
MRAHEHIREHIFRM, NWAREILEEMAE. FrERFREIRIREE/NKSE.
conditionsNotCorrect
This NRC shall be returned if the criteria for the request RoutineControl are not met. All
the conditions shall be provided to Xiaomi.
24 BEXRIAFEIR
MFRERBWE "Eafife" BRERIIER TEKE LA 5 "BERAIRER" FIhEE,
MRHR B A ENMNAS,
requestSequencekError
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This NRC shall be returned if the ‘stopRoutine’ or ‘requestRoutineResults’ sub-
function is received without first receiving a ‘startRoutine’ for the requested

routineldentifier.

31 BT
NREIATER, WEOREILEER RS :
1. IRSZ IR ASHHERAYGIRERRFT,
2 BIER GBI RRFF I P AN EIRINC R B S TTHEUE.
requestOutOfRange
This NRC shall be returned if:
1. The server does not support the requested routineldentifier,
2. The user optional routineControlOptionRecord contains invalid data for the requested
routineldentifier.

33 RRVIHIESE
MREFIHREEEENZ 2 FIERRARMANIERA BRGZIRNR ISR TIEsISES, N
REILAERNED.
securityAccessDenied
This NRC shall be sent if a client sends a request with a valid secure routineldentifier and
the server’ s security feature is currently active.

72 —RREGRIERIL
MRRFIHESANRFUEGUERER, WAREILEEMND. 36)S0REREREXAT
fEiReE (GINNTE) PRRANMFREUEF B2 BRI MET
generalProgrammingFailure
This NRC shall be returned if the server detects an error when performing a routine,
which accesses server internal memory. An example is when the routine erases or
programms a certain memory location in the permanent memory device (e.g. Flash
Memory) and the access to that memory location fails.

7F TEAIRIEA SRS

Service not supported in active session

3.12.2 2#i&ln Parameter Options
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Optio Description
(hex)

01 BanfirE
ZBEE X T RS IRM B HRERRRTE X AIFIRE.
startRoutine
This parameter specifies that the server shall start the routine specified by
the routineldentifier.

02 ZLEfIFE
IZBHE X T IRSIRAHF LE HIFETRRRTE LRIGIFE.
stopRoutine
This parameter specifies that the server shall stop the routine specified by
the routineldentifier.

03 ERGIEER
ZBHE N T RS IRAIR BEHFEIRRRTE L HIGIRRERE.
requestRoutineResults
This parameter specifies that the server shall return result values of the
routine specified by the routineldentifier.

3.12.3 {If24RiR{F Routine Identifier

HEFLUTORERORET, FREZMESAI T _hsEil.

The following routines are commended and should be implemented in the nodes of this network.

Routine Identifier Description Cvt

0202- Check Memory FRERIE THIRAVIERMY. M

Check for correctness of a downloaded block using

signature.

Dependencies

0205- Check Programming MEE MRS D ISR MR, Check M

complete and dependencies of all downloaded

software part.
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FFOO- Erase Memory HlTIEHZETE R B ERREFF NSRS R, M
The Routine Control Diagnostic Request initiates the

Erase Memory step of the reprogramming sequence.

3.13 5 KT# (0x34) BRSZ RequestDownload (0x34) Service

EFiRER "BRTE" RSEINEFiREIIRS miIEIEER (T ).

The RequestDownLoad service is used by the client to initiate a data transfer from the client to the
server (download).

ERSIREE "BERTE BREEE, RSIRMNERESEMLESZ BRI L ZRBR R ERETE.

After the server has received the requestDownload request message the server shall take all

necessary actions to receive data before it sends a positive response message.

3.13.1 jHBE#Ex Message Format

BEREEEN: Request message definition:

Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 34

#2 DataFormatldentifier M 00-FF

#3 addressAndLengthFormatldentifier M 44

MemoryAddress [] = [

#4 byte#1 (MSB) M 00-FF
00-FF
00-FF

#(n-1)+4 byte#n (LSB)] 1 00-EF

MemorySize [ ] = |

#n+4 byte#1 (MSB) M 00-FF
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#n+4+(k-1)

byte#k (LSB) |

c2

00-FF

00-FF

00-FF

parameter of the addressAndLengthFormatldentifier.

the addressAndLengthFormatidentifier.

=B &

o

CTiZZHFERAR T I ERRET R PRI RS RS
C2iZ SRR T AR BT ARRRF PRI/

o

.

C1: The presence of the MemoryAddress parameter depends on the address length information

C2: The presence of the MemorySize parameter depends on the memory size length information of

BEMMGEE: Positive Response Message:

Byte Name Cvt Value (hex)

#1 PositiveResponseServiceldentifier M 74

#2 LengthFormatldentifier M 00-FO

MaxNumberOfBlockLength [

#3 byte#1 (MSB) M 00-FF

#n byte#m ] M 00-FF
BEMREE: Negative Response Message:

Byte Name Cvt Value (hex)

#1 NegativeResponseServiceldentifier M 7F

#2 OriginalRequestServiceldentifier M 34

#3 NegativeResponseCode M (see below)
HFRIEEMRMAS: Supported Negative Response Codes:

NRC (hex) Description

13 FERREEIRERITIER
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WMRBBRKERER, WA AXLEEMR,
incorrectMessagelengthOrInvalidFormat
This NRC shall be sent if the length of the message is wrong.

22 KA LIEHS
R ARS IR R SRR R T R IR L ARSS A0SR, NIROREILES
ENIRAD, F FEEHREAEIRGS RIS Fin BRNEIREA/NAE, WasisrEX
B, BRI RHIREE KSR,
conditionsNotCorrect
This NRC shall be returned if a server receives a request for this service while
in the process of receiving a download of a software or calibration module.
This could occur if there is a data size mismatch between the server and the
client during the download of a module. All the conditions shall be provided
to Xiaomi.

31 BEXRELHTEE
WRBIMATER, WEAORE|EEMRED:
1. IEERIEIRE T RR R TR,
2. IEEAEUFHE B TARR AT,
3. IEEMIRTREIEIE/ RTEA/INTERL,
requestOutOfRange
This NRC shall be returnedif:
1. The specified dataFormatldentifier is not valid.
2. The specified addressAndLengthFormatldentifier is not valid.
3. The specified memoryAddress/memorySize is not valid.

33 K=o =Wl 10+ E1 =4
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RRFHELZEN (WTHFRENARSHRSR) |, SREILIRSHIER,

N RzR [E LR TE MR A AD,
securityAccessDenied

This NRC shall be returnedif the server is secure (for server’ s that support

the SecurityAccess service) when a request for this service has been received.

70 EETERA RS

BTFRUHIERG, A5 FEREIRSHAFNSER, NRDRE I EEmRED,
uploadDownloadNotAccepted
This NRC indicates that an attempt to download to a server's memory cannot

be accomplished due to some fault conditions.

. ERRIERSTRS

Service not supported in active session

3.13.2 2#i&ln Parameter Options

MWK ERTIRRFER— I FDE, BN FFTaMme. SERTRRMRBER N FTER, T
BEEESE ALF¥FLEIMNESE. MRANAE ESINE, WENASEHNIZESN 0x00,

The addressAndLengthFormatldentifier is a one-byte value with each nibble coded separately. The
DataFormatldentifier consists of two nibbles, the left one containing the compression method, the right
one containing the encryption method. If no compression or encryption applies, the corresponding
parameter shall be set to 0x00.

MRECURNRTFEA/NABITAGCFTS, NAFEEUSERENANFT, RERNSEIKEH4Bytes, UK
ERETWRRFFAYENOx44, B, AFEMISEKENA 81T, ATXNNSHKENA 81F1, MUK
BERETWRRFFIMER Y 0x88.

If the memory size of the ECU doesn’ t exceed 4GBytes, the MemoryAddress parameter’ length
shall be 4Bytes and the MemorySize parameter length shall be 4Bytes, and the value of the

addressAndLengthFormatidentifier should be 0x44. Otherwise, the MemoryAddress parameter length
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shall be 8Bytes and the MemorySize parameter length shall be 8Bytes, and the value of the

addressAndLengthFormatidentifier should be 0x88.

3.14 {E5H%E (0x36) BRSS TransferData (0x36) Service

B FinERER SRR S EIENE FiRERRIRSR (TH) MNRSHERRIE in (LE) .

The TransferData service is used by the client to transfer data either from the client to the server
(download) or from the server to the client (upload).

HRERSFHEREAER TR (0x34) 8iEKREE (0x35) RBENX. AEHRIEIREEH TS RERE/IX
TEL

The data transfer direction is defined by the preceding RequestDownload or RequestUpload service.
The data transfer direction within this document is fixed to download only.

EHEHE (0x36) MRSBZFIBXREIE—MRFFITHEEELURIFES MEREIRBERNFTHAEEREEE (0x36)
ARSSRMAIER PRt iR e, SEIEIERTEH (0x34) BEXRER, RSRATRFIITH RN IRt —
(1), XEREEBERTE (0x34) RBBFRBEEZENBE—MEREYE (0x36) RSFIBEXKEELL— (1) AR
FItEER A,

The TransferData service request includes a blockSequenceCounter to allow for improved error
handling in case a TransferData service fails during a sequence of multiple TransferData requests. The
blockSequenceCounter of the server shall be initialized to one (1) when receiving a RequestDownload
(0x34) request message. This means that the first TransferData (0x36) request message following the

RequestDownload (0x34) request message starts with a blockSequenceCounter of one (1).

3.14.1 HBE#E3U Message Format

BERHEEEN: Request message definition:

Byte Name Cvt Value (hex)
#1 RequestServiceldentifier M 36
#2 BlockSequenceCounter M 00-FF
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TransferRequestParameterRecord [] = [
#3 transferRequestParameter#1 C 00-FF
#n transferRequestParameter#m ] U 00-FF
C = BFRMRY: MREEHTTE, NESHELFE,
C = Conditional: this parameter is mandatory if a download is in progress.
BEMREE: Positive Response Message:
Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 76
#2 BlockSequenceCounter M 00-FF
ABEMRGER: Negative Response Message:
Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 36
#3 NegativeResponseCode M (see below)

TN EENMMNS: Supported Negative Response Codes:

NRC (hex) Description

13 REFRS BRI E S TTAUS T
MREEIKEER (P10, HEKETHEIBERTH (034) RBMNESEMNPIREIRARIKESE
RER) |, N RIXEEEERNAD,
incorrectMessagelLengthOrlInvalidFormat
This NRC shall be sent if the length of the message is wrong. (e.g., message length does not
meet requirements of maxNumberOfBlockLength parameter returned in the positive response
to requestDownload).

24 TERIRFFEIR
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SNRHIMATESR, NINAR[E LS ENRAD:

1. ARFEMEIRSZARSHIERESER T (0x34) PRSBEIBEKRLE (0x35) IREBARLTIEIRE.

2. WNRIBERTH (0x34) IRBEGERLEE (0x35) RSEENN, ERSFSHELWETHENEKRT
# (0x34) RSBIIFKLEME (0x35) BRSBZHPHNRFA/NSERERIFFEEE.

iE: REWMEREESNEHHIEEKER, ERFIIMSRSFTESER— MEREETRKER TR

—N

"o

requestSequenceError
The server shall use this response code

1. If the RequestDownload or RequestUpload service is not active when a request for this

service is received.

2. If the RequestDownload or RequestUpload service is active, but the server has already
received all data as determined by the memorySize parameter in the active RequestDownlod

or RequestUpload service.

NOTE The repetition of a TransferData request message with a blockSequenceCounter equal
to the one included in the previous TransferData request message shall be accepted by the

server.

31

IEKEBHEE

REERSHICRESMINEESE (GIOIMINEIHES) FRiZEHERLM, NWARELEE
2R

requestOutOfRange

This NRC shall be returned if the transferRequestParameterRecord contains additional control

parameters (e.g. additional address information) and this control information is invalid.

71

(ST G

SNERHIMATESR, NNARE LS ENRAD:

1. SEREERM FERLSEMIELL.
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2L THBERRKEANHEBKTHE (0x34) RSHIBKERFRKENREFANSHIIER,

transferDataSuspended

This NRC shall be returnedif

1. The response code indicates that a data transfer operation was halted due to some fault.

2. The download module length does not meet the requirements of the memorySize

parameter sent in the request message of the requestDownload service.

72 —RRIRFERT

SNERARSSIRAE T EELHAEIRERIE R ATHEIRE (FINF) R ERENZEEER, NAIR
B ERLAS,

generalProgrammingFailure

This NRC shall be returnedif the server detects an error when erasing or programming a

memory location in the permanent memory device (e.g. Flash Memory) during the download

of data.

73 TERAIRFRFITH RS
AIRIRSZ MRS AR A0S P EER, NINOR B A RS,

T RBImNERESHEREIEESRKER, ERFINHESRSTESER— IR KERF
a—1.

wrongBlockSequenceCounter

This NRC shall be returnedif the server detects an error in the sequence of the

blockSequenceCounter.

NOTE The repetition of a TransferData request message with a blockSequenceCounter equal

to the one included in the previous TransferData request message shall be accepted by the

server.
o ERRIER RIS
Service not supported in active session
92-93 BEAS / BEXE
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SNSRTERRSS ImAIEFRIRS [ BRI FE IS EURE THEIRS IR AT MRS (FiNE) [AEEe
B, NNAREERER AL R EMND,

voltageTooHigh / voltageTooLow

This return code shall be sent as applicable if the voltage measured at the primary power pin
of the server is out of the acceptable range for downloading data into the server’ s

permanent memory (e.g. Flash Memory).

3.14.2 2#&ln Parameter Options

REFFIHEER PSR It ARG MEIR. RF T EERSHENOX01F R, S—TransferData
iEKIRTERequestDownload (0x34)aRequestUpload (0x35)fRE /5. MFE/NGELEMTransferDataizk, ©
AMEIEINT, FEOXFFAYERL, SRFFIIHEERERS), FET—IKTransferDataiEKiEE &R MOX00FFIA.

The BlockSequenceCounter allows the diagnostic server to detect and handle transmission errors.
The blockSequenceCounter parameter value starts at 0x01 with the first TransferData request that
follows the RequestDownload (0x34) or RequestUpload (0x35) service. Its value is incremented by 1 for
each subsequent TransferData request. At the value of OxFF the blockSequenceCounter rolls over and

starts at 0x00 with the next TransferData request message.

3.15 iB5KREMRE (0x37) BRSS RequestTransferExit (0x37) Service

B infERILIRSS SRR L= FinfIARS inZ BAVEUEER (LEETE) .
This service is used by the client to terminate a data transfer between client and server. This service

is used by the client to terminate a data transfer between client and server (upload or download).

3.15.1 ;HBE#83\ Message Format

BRBEEENX: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 37

BEMMEE: Positive Response Message:
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Byte

Name

Cvt Value (hex)

#1

PositiveResponseServiceldentifier M 77

iy

EMMRGEE: Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 37
#3 NegativeResponseCode M (See below)

IS ENMMNES: Supported Negative Response Codes:

NRC (hex)

Description

13

REHRHEIRESIIET

MREBRKEHER, WAAXLEEMNE,

incorrectMessageLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

24

IEKIAFFEEIR

SNRHIMATER, NRAR[EI A EN RS :

1. WRIILARSSAUERET, RIZIITERTTHK.

2. IBKTE (0x34) HIFREE (0x35) BRSZSKEE.
requestSequenceError

This NRC shall be sent if:

1. The programming process is not completed when a request for this

service is received.

2. The RequestDownloador RequestUpload service is not active.

7F

TEERIEASIFIRSS

Service not supported in active session
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3.15.2 S#i%IR Parameter Options

LEARSSIRESE.

There are no parameters for this service.

3.16 E(E(FIF (0x3E) PR35S TesterPresent (0x3E) Service

IARSS B TFE R IRSS In (B S MRS Iin) B IR{DEESIER, ZRICRUERIR LZHIRSSF/S0B St T3
EAS, FEIRBHEM UDS RSBHIBR FHRELRS, LABLERS mBEsNREIFEENAIZHRIE.

This service is used to indicate to a server (or servers) that a client is still connected to the vehicle
and t hat certain diagnostic services and/or communication that have been previously activated are to
remain active. This service is required in the absence of other UDS services to prevent servers from

automatically returning to default diagnostic session.

3.16.1 ;HBE#E3U Message Format

BRHEEEN: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 3E

Sub-Function = [

#2 ZeroSubFunction] M 00

BEMMEE: Positive Response Message:

Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M 7E
#2 ZeroSubFunction M 00

BENMMGEE: Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
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#2 OriginalRequestServiceldentifier M 3E

#3 NegativeResponseCode M (see below)

SHIBEMRMAS: Supported Negative Response Codes:

NRC (hex) Description

12 R3FHZFIEE
MRASTFZFIRESE, NN AR ENRARD,
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.

13 FEHRRHEIRERITHHET

IRHEEREEIR, NN AXLLEEMN,

incorrectMessagelLengthOrlnvalidFormat

This NRC shall be sent if the length of the message is wrong.

3.16.2 £#i&li Parameter Options

Option (hex) Description

00 TFIIRE
ZSHERTIENZRS A SIFE EMRPHIALZ MO F IR E.

zeroSubFunction

This parameter value is used to indicate that no sub-function value
beside the suppressPosRspMsglndicationBit is supported by this

service.

3.17 =HiZERRISERS (DTC)igE (0x85) BRS3 ControlDTCSetting (0x85) Service

= Pimi@id ControlDTCSetting IR FZ R EFE LS Ik EIRFimP DTCR KU EHT. DTCREMIRSEEXS
ReadDTCInformationg9F L7 IhEEAIIENI M AYstatusOfDTCSE .

The ControlDTCSetting service shall be used by a client to stop or resume the updating of DTC status
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bits in the server(s). DTC status bits are reported in the statusOfDTC parameter of the positive response
to certain subfunctions of ReadDTCInformation.

Z=HIDTCGREiEKE B A HE LB MRS iR —ERSimT DTORSAL, MRS U RIIRSS inAgef= LE
DTC KEMAIESH, MRS HEFHI DTCREREMAHRREEENRRA.

The ControlDTCSetting request message can be used to stop the setting of diagnostic trouble codes
in an individual server or a group of servers. If the server being addressed is not able to stop the setting
of diagnostic trouble codes, it shall respond with a ControlDTCSetting negative response message
indicating the reason for the rejection.

—BiEfIDTCREBKEHITEFIREREN "on” URERTEREN (RSHEREIFAZIE) , DTCRES
ERRIERTIGAREE,

The update of the DTC status bit information shall continue once a ControlDTCSetting request is
performed with sub-function set to “on” or a session layer timeout occurs (server transitions to
defaultSession).

HENZIRSSAIBIRF AN T :

a) FEAEII3km/h;

b) RFEAHUTRERRIIERE;

) BRI KSERZAIREIFM

LRHRIXLE AT ZE/D—TRS, ECU RoRE NRCO0x22, WMRTTEFEENEER, WiZHSNAEER
ERIREM.

The precondition rules to implement the service are as follow:

a) Vehicle speed is not over 3km/h;

b) No critical operations is performed by the system;

c) Other limiting conditions need to be agreed by Xiaomi.

When at least one of these conditions is not met, the ECU shall return NRC 0x22. If the valid vehicle
speed cannot be obtained, this scene shall be regarded as the vehicle speed having fulfilled the pre-

condition.

3.17.1 ;HB#83\ Message Format
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BXRHEENX: Request message definition:

Byte Name Cvt Value (hex)

#1 RequestServiceldentifier M 85

Sub-Function = [

#2 DTCSettingType] M 00-7F

BEMMEE: Positive Response Message:

Byte Name Cvt Value (hex)
#1 PositiveResponseServiceldentifier M Cc5
#2 DTCSettingType M 00-7F

iy

TENIRGEE: Negative Response Message:

Byte Name Cvt Value (hex)
#1 NegativeResponseServiceldentifier M 7F
#2 OriginalRequestServiceldentifier M 85
#3 NegativeResponseCode M (see below)

ZHEIABEMRFS: Supported Negative Response Codes:

NRC (hex) Description
12 AXFFRZFINEE

MRAFRZFINRESE, NNRIXIEEENR RS
subFunctionNotSupported

This NRC shall be sent if the sub-function parameter is not supported.,

13 NERATEEIRES TSR
MBHEKEER, NNAXLEREMNTD, incorrectMessagelLengthOrinvalidFormat

This NRC shall be sent if the length of the message is wrong.

22 SZHAIE

CONFIDENTIAL REXH

SOR - UDS on CAN&CANFD General Diagnostic Requirement SOR - UDS on CAN&CANFD i Fi2 Wi E sk SHEET 113 of 124 £ 113
W, #1247




LRSBIRE T RENEBRIUENF R EHUTIERAY DTC=HITIRER, NAOREILLEE
MERIRS. FRARISRMAHIRNIRMLS/KISE.

conditionsNotCorrect

Used when the server is in a critical normal mode activity and therefore cannot
perform the requested DTC control functionality. All the conditions shall be provided

to Xiaomi.

7F

TEENRIEA SRS

Service not supported in active session

3.17.2 £%i&li Parameter Options

Option (hex) Description
01 R
RIBEERIRIERM, RSIHMIRE EIMMTSEID RS AL,
on
The server(s) shall resume the updating of diagnostic trouble code status bits
according to normal operating conditions.
02 KA
ARSS iR L B HT AR IR AL,
off
The server(s) shall stop the updating of diagnostic trouble code status bits.
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4 iZERENE Diagnostic Data

4.1 DID 28X DID parameter definitions

£#§dataldentifier (DID)EZIE LR T— MR GBI, HXOIMIB)HHERES. XNSHERSHIATH

REA. B%, DIDEEBATITZIZIIRSSIEXK, Bi50x22 (readDataByldentifier), Ox2E

(writeDataByldentifier)f10x2F(inputOutputControlByldentifier), dataldentifiertt - F&FMZRIARSS M0 KL

(an, ITARSZ0x19FEREreadDTCSnapshotRecordByDTCNumberfy&EA), F|E:FiCdataldentifierd

TENRSS, EEMNIZELERIECU LUt BRIVAR(BIAN, LEANREGEERNAINEX/F).

The parameter dataldentifier (DID) logically represents an object (e.g., Air Inlet Door Position) or

collection of objects. This parameter shall be available in the server's memory. In general, a DID is

capable of being utilized in many diagnostic service requests including 0x22 (readDataByldentifier),

Ox2E (writeDataByldentifier), and Ox2F(inputOutputControlByldentifier). A dataldentifier is also used in

various diagnostic service responses (e.g.,positive response to service 0x19 subfunction

readDTCSnapshotRecordByDTCNumber).IMPORTANT — Regardless of which service a dataldentifier is

used with, it shall consistently represent the same thing (i.e., a given object with a given size / meaning

/ etc.) on a given ECU.

ECURIZERANRBIE S MAEECURMEIRICRPEN, MTFRA.

Information for identification of the ECU and the vehicle shall be defined in data records within the

ECU, according to below table.

X 15— ZHHWREURE Table 15— Diagnostic logistics data

Data record Encode Read access Session
Format
Identifier Name Description Read |Write| Other |Programming
session .
session
0xF100 |Private ECU(s) ZEBATEMECUET R THIFBFAE  [1Byte,BCD+(1 Yes |N/A  |Yes N/A
Delivery Assembly ECURIEH-SE. 3*N)Byte,ASCI
Part Numb . 4_ . [ |
art mumber AV e R S M S G e
FABEEHIRs. EHIESEIRRME, ZRSA
(SENEER. ICREPENSE—NEIEFTT
N AR SHIFABIEHIZERI N, FERAEIE
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RN EIRFAB T RIITHS. R
ROETUE AT :

=T 0 FABECURSMNER (Flwn 2)

=1 1-13 FABECUFIINEHS (fIan
P123456789001)

F5 14-26 FABECU#2B9B4S (f5Itn
P223456789001)

This value shall be used to reference the
complete set of Private ECU(s) Delivery
Assembly Part Number.

The Part Number(s) shall identifiy the
complete Private ECU at the point of
delivery to the assembly plant or the
service bay. The number shall not be
altered or updated after initial delivery
of the ECU.

The first data byte of the record data
shall be the TotalNumbrOfPrivateECUs
that are reported. Following the
TotalNumbrOfPrivateECUs the Part
Numbers are reported. The format of
the data structure shall be defined as
below:

Byte 0 TotalNumbrOfPrivateECUs (e.g.
2)

Byte 1-13  Private ECU#1 Delivery
Assembly Part Number (e.g.
P123456789001)

Byte 14-26 Private ECU#2 Delivery
Assembly Part Number (e.g.
P223456789001)

OxF101

Private ECU(s)
Serial Number

ZEEATFENECUET R TNRTERAE
ECURFPISE. BFARECUSBIE—/Y
FHIS, EMNERE. CREENSE—
R TN AR SHIFABECURI NS, &
FABECUR M FRIRFAE T RIS,
ARRISTUE XN T :

=15 0 FABECURSNER (BN 2)

F15 1-8 FABECU#IREFZIS (fiIan
2021103011223344)

1Byte, BCD+(8
*N)Byte,BCD

Yes

N/A

Yes

N/A
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=T 9-16 FAGECU#2M9FFIS (4N
2021103012345678)

This value shall be used to reference the
complete set of Private ECU(s) Serial
Number Number. A supplier unique
Serial number per Private ECU.The first
data byte of the record data shall be the
TotalNumbrOfPrivateECUs that are
reported. Following the
TotalNumbrOfPrivateECUs the Serial
Numbers are reported. The format of
the data structure shall be defined as

below:

Byte 0 TotalNumbrOfPrivateECUs
(e.g.2)

Byte 1-8  Private ECU#1 Serial Number

(e.g. 2021103011223344)

Byte 9-16 Private ECU#2 Serial Number
(e.g. 2021103012345678)

0xF102 SBLARIHRAS ZEE R TIEESBLRHRINR A S, 13 Byte, ASCll [Yes |N/A |N/A  |Yes
secondar?/BootSoft This value shall be used to reference the (Only
wareVersionNumb Secondary Bootloader software version Secondary
er
number. Boot support)
OxF103  |NFHZHEIEREMRA [Z(ES AT IR RISMEUERROMRAS. |13 Byte, ASCIl [Yes  N/A [Yes  |N/A
= This value shall be used to reference the
ApplicationDiagno Application Diagnostic Database Part
sticDatabasePart Number.
Number
O0xF104 PBLIZWIEUEENRA (ZEHBATEBPBLIZHEURENRAS, |13 Byte, ASCIl [Yes |N/A  [Yes Yes
&l ZmSTERURISIT P RIFAZE, This
. value shall be used to reference the
PrimaryBootloader | . )
DiagnosticDatabas Primary Bootloader Diagnostic Database
Part Number, this number remains
ePartNumber
unchanged during the flashing process.
OxF105 [SBLIZHTEUREEIRA (%[BT IEISBLSHIEUEENRAS, (13 Byte, ASCll [Yes |N/A [N/A  |Yes
= This value shall be used to reference the (Only
SecondaryBootloadSecondary Bootloader Diagnostic Secondary

erDiagnosticDatab
asePartNumber

Database Part Number.

Boot support)
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0xF180

PBLER{4HHRAS
PrimaryBootSoftwa
reVersionNumber

Z(ERSRTIEPBLAHHIRAS, ZmS
ARSI REPRIFAE,

This value shall be used to reference the
Primary Bootloader software version
number, this number remains
unchanged during the flashing process.

13 Byte, ASCII

Yes

N/A

Yes

Yes

0xF186

IS RIERT,
ActiveDiagnosticSe
ssion

Z(EMN TSR B i flee PR Es s e
I
EERTUE XN T
0x01 - ERIANIZHTRIR
0x02 - YRIZRIE
0x03 - ¥ RiIZSHT=IE
0x04 - ZERFIZHRIE

This value shall be used to report the
active diagnostic session in the server.

The format of the data structure shall be
defined as below:

0x01 — Default Diagnostic Session
0x02 — Programming Session
0x03 — Extended Diagnostic Session

0x04 — Safety System Diagnostic Session

1Byte, Hex

Yes

N/A

Yes

Yes

OxF18A

RSN
systemSupplierlde

ntifier

(BN T EE AR SN R R RIS
S

Civo

FEHIRROAERER "SRFR (0x20)E
FAERNFT. WRSERSISREDRT
R, (RIS EMHNEREZA
3. )

This value shall be used to reference the
system supplier name and address

information.

The ECU must pad unused bytes with a
(0x20) at the
end.This number remains unchanged

‘space character’

during the flashing process. (XiaoMi will
provide the code to the supplier.)

10Byte, ASCII

Yes

N/A

Yes

Yes

OxF18B

ECUHIERHA

ECUManufacturing

Date

Z(ER TR ECU (BRSSUR) HIIEEHR.
XEHWEMECURIEIEREE. XMRSHE

4Byte, BCD

Yes

N/A

Yes

N/A
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ARSI RFAE. SUBEASiEN
Wi

5 0-1 & (fflan 2021)
=2 B (g 10)
= 3 X (flan 30)

it

it

This value shall be used to reference the
ECU (server) manufacturing date. This is
the manufacturing date of ECU at the
supplier’ s side.This number remains
unchanged during the flashing
process.The format of the data structure
shall be defined as below:

Byte 0-1 Year (e.g. 2021)
Byte 2 Month (e.g. 10)
Byte 3  Day (e.g. 30)

O0xF18C |[ECURFFIS

ECUSerialNumber

ZEMATFER ECU (RSSiR) 7S, &
™ ECU HIFFSISERREME—R, ZmSER
HRISTEPRFAE. HIRERIEIUEXUD

7

0-1 & (flgn 2021)

2 A (a0 10)

3 X (fIan 30)

F15 4-7 F5IS (BN 12345678)

4 A
ot df

it
o

This value shall be used to reference the
ECU (server) serial number. A supplier
unique ECU serial number per ECU, This
number remains unchanged during the
flashing process. The format of the data
structure shall be defined as below:

Byte 0-1 Year (e.g. 2021)
Byte 2 Month (e.g. 10)
Byte 3 Day (e.g. 30)

Byte 4-7 SerialNumber (e.g. 12345678)

8Byte, BCD

Yes

N/A

Yes

Yes

OxF18E |RRHSRE

AssemblyPartNum
ber

Z(ERN AT E ISR S AR RS,
ZREETRERISE R REAT,

This value shall be used to reference the
Assembly Part Number.This number

13 Byte, ASCII

Yes

N/A

Yes

N/A
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remains unchanged during the flashing
process.

0xF190

EIREIED
VINDataldentifier

ZEBRTERVINGG, VINBBSECURE
THEERBAIECUEELIMiZDID, HARECU
REELY, ZRESERERISIEP RS

3,

This value shall be used to reference the
VIN number.The ECU which VIN code is
associated with a specific function needs
to implement the DID, and the other
ECUs do not need to implement it. This
number remains unchanged during the
flashing process.

17Byte, ASCII

Yes

N/A

Yes

Yes

O0xF193

RF AR ECURE(F
WA S
systemSupplierECU
HardwareVersionN
umber

Z(EEAT SRR HN AR AS.
ZR ST RISISREPRIFAE.

This value shall be used to reference the
system supplier hardware version
number. This number remains
unchanged during the flashing process.

13Byte, ASCII

Yes

N/A

Yes

Yes

0xF198

(LI EER I
oS
repairShopCodeOr
TesterSerialNumbe
rDataldentifier

Z(ESRATEEUSE (REaskY (ZF
i) FRFIS (FIE0, fEEiAfERRIE i
EmIEIRSIRRE) « IPHNRELA

"EIEFR (0x20) EFERFERIIFTI.

This value shall be used to reference the
repair shop code or tester (client) serial
number (e.g., to indicate the most recent
service client used re-program server
memory). The diagnostic equipment
must pad unused bytes with a
(0x20).

‘'space
character’

13Byte, ASCII

Yes

IYes

Yes

(Only
read)

Yes

0xF199

i mbt

programmingDate

Z(E AT ERE R R — R mERI H
H, ERRIBIUENX T

0-1 £ (f5Ign 2021)
A (g 10)
X (fIgn 30)

.
S5

it

T 2

it

¥ 3
This value shall be used to reference the
date when the server was last

programmed. The format of the data
structure shall be defined as below:

Byte 0-1 Year (e.g. 2021)

4Byte, BCD

Yes

IYes

Yes

(Only
read)

Yes
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Byte 2 Month (e.g. 10)

Byte 3 Day (e.g. 30)

OxF19D

ECUZZERER

ECUInstallationDat
e

(BT SRR S im(ECU) R A
B, HIRERISNENAT:

T 0-1 & (g0 2021)
=2 B (g 10)
=% 3 X (0 30)

it

it

This value shall be used to reference the
date when the server (ECU) was installed
in the vehicle. The format of the data
structure shall be defined as below:

Byte 0-1 Year (e.g. 2021)
Byte 2 Month (e.g. 10)

Byte 3  Day (e.g. 30)

4Byte, BCD

Yes

Yes |Yes

N/A

OxF1AO0

ECUBRIIRAS

ECU Software Part
Numbers

Z(EBRATIEE ECU SRUN=BEHS

. TMSXATRTIRMRTEE ECU
RO ER. ICREUEAISE— MR
FFTREHNREERRE. EREEREZE
IREECURMEMS, IR THERESIET.
HRAOERNENX AT

F 0 EREERE (a0 2)

711 1-13  ECURM#1ZTHS (Flan
S123456789001)

F 14-26 ECURE-#209FHS (140
S223456789001)

This value shall be used to reference the
complete set of part numbers for the
ECU software.

The Part Number(s) is only allowed to be
used for item(s) that can be separately
downloaded to the ECU.

The first data byte of the record data
shall be the
TotalINumbrOfECUSWPartNumbr that
are reported. Following the
TotalNumbrOfECUSWPartNumbr the
ECU Software Part Numbers are
reported, except in programming

1Byte,BCD+(1
3*N)Byte,ASCI
|

Yes

N/A [Yes

N/A
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session. The format of the data structure
shall be defined as below:

Byte 0
TotalNumbrOfECUSWPartNumbr (e.g. 2)

Byte 1-13  ECU Software #1 Part
Number (e.g. S123456789001)

Byte 14-26 ECU Software #2 Part
Number (e.g. S223456789001)

OxF17F  BRAREEFIE

SoftwareChecksu
mValue

Z(ERS AT SR ARISTNE, BTIRE
ECU #R{4RI5eEM.

=X LR ECU Sflja, NMRR7eAEE
FHETTE, HERIRMENRIKATEY
120[s]. ECURBMFHERIRILFIERIALZ Y
ERITATT AR,

HMERISIT T RIERIRIGFNERS, ECUNIEHS
MaRAFRERIRERANE. BURBERIEIE
[EfEt AR EIREFERIRIGFNER, ECU
A=Ak, NRC 0x78, BEGFHEITEITIERM
818 CRC32 Hix (B W THAE 6.3
CRC32) .

ERRISTUENX AN T :
15 0-3  PBLEXMAITEAIRIGFIE

5 4-7  BRPBLERASMNIOFTERIITTERY
IRAEFHET2

i1 R ERTT RN T IEERZ T
ThBE.

2 BB R EE R EHRTELE
FIRSEERNRIFREZR—LEEE, 5
o0 EPHIE. BFIE. KRERES.
IR R B/ KRERARBEAIAR,

A Software ChecksumValue DID is
used to verify the integrity of the ECU

i

software.

The checksum value calculation shall be
completed as soon as possible after
each power on or ECU reset, the
maximum time for calculating checksum

value is 120[s].

The stored checksum value shall always

8Byte, HEX

covered with the latest calculate result.

Yes

N/A [Yes

N/A
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When checksum value is requested by
clients, the ECU shall respond with the
stored value correctly, otherwise the ECU
shall respond with NRC 0x78 only when
the checksum value calculation is
processing and without stored value.

Checksum value calculation method
shall follow the CRC32 algorithm (refer
to Flash Programming Specification 6.3
CRC32). The format of the data structure
shall be defined as below:

Bytes 0-3 Checksum calculated for PBL
software

Bytes 4-7 Checksum calculated for all
software excluded PBL software Note2

Note1: The calculation for this checksum
value shall not disturb normal diagnostic
function.

Note2: The software shall also be
exclude which data will allow changes in
normal function scope, e.g. customer
data, self-learning data, configuration
data etc. Special reasonable requirement
need to be approved by Xiaomi Base

technology team.
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4.2 #HiEBXEN Data format definitions

ZHBESHFTIMAFN HighlowByte, =mAIMTER, RFAKE 11 bits FNEHIE
(0x624=11000100100b)

XFTF 1 bit < FHEKE < 8 bits FUEHE, NMZIESHMERNFLE, AUUBEFHOE, MFXT 8 fiI
RUEHE, ROZAMREESRIF T,

The byte order of the diagnostic data parameters is HighlowByte. An example is shown in the
following table. The table is an 11 bits signal (0x624=11000100100b) .

For signals with 1< signal length <8bit, they should be continuously arranged in a single byte,
and cannot be allocated across bytes. For signals greater than 8 bits, they should be arranged in
contiguous bytes.

*= 16— E=EHEL Table 16— Data layout

Byte Bit
7 6 5 4 3 2 1 0
0
1 1 1 0 HighByte
2 0 0 1 0 0 1 0 0 LowByte
3
4
5
6
7
CONFIDENTIAL REXM
SOR - UDS on CAN&CANFD General Diagnostic Requirement  SOR - UDS on CAN&CANFD i Fi2 B &k SHEET 124 of 124 25 124

1, #1241



