CAN&CANFD Network Management Requirement

CAN&CANFD P84 BRI B R

SOR-Appendix T10

CONFIDENTIAL PR

SOR - CAN&CANFD Network Management Requirement ~ SOR - CAN&CANFD [ 2585 FE 1 E TR SHEET10f20 5§ 1701, 4L 20 7T




Revision history/fBti s

UGS WHE SR AT ECU M AT IS W ih IR FFBRIA 218, T

RN T B TSR GBI

Date Edition Paragraph .
Change Content Reviser
Y/M/D Change Number FENE BT A
$£/A/8 | REE® | BRERS -
2021/10/30 [V1.0 WILERRA FERAE
2021/11/26 V1.1 3.0 AT [WHIBR5. 1XFAUTOSARKRAS 151 F 5 FEARAE
3.0 FHT (iR CAHETER” > CARHWREE F A FERR A
3.3 #F  [BhnUser data O A70f)5E X HEAR AR
3.3 WA [MINECUTE ZEEWMUHINMER SCCAN 1DV ] FEARAE
3.7 B INMIHAI S BOMECU S Zhint 1] 2808 i tolerance fR # FEMRE
3.4 1 FET A BRI A T SCRFZRAPPHR SC FERR A
3.5 FNT (MR A A AR SO A D — IR R FERRA:
WL
2021/02/22 [V2.0 3.2.3 AT | 3. 2.3 HAT ECU M NOS 5K RSS HEA RMS #ix0 )5, AFEHHTH  |[HEiRAE
R
3.3 FAT [EK 3.3 WIS MR AT CBY 7 Bitd HIA, H N CANFD NM [ e
ORI IR 5
3AFET MR 3.4 T RTRA> 10ms LA IS, RERCSCE S [ERA
4 MR ER SR
3.5 &Y [ 3.5 AN 3.7 E, &8k 3.7 ECU BEIES H ST
T networkStart ffJZE ik
3.5 AT [0 3.5 T ECU Xt T4 R ML 1 kb2 FEAR AR
3.6 T [RIN 3. 6 FAY ECU Xt-T-i2 Wil ST At AL FE AL 1) R
2022/07/06 V2.1 3.2 =AY 1. K2 %%FM Prepare Bus Sleep Mode #E A\ Repeat Message [EIRAE
State 4N Action i BH
3.4.1 &% (1. £ 4 33 CanNmImmediateNmCycleTime B A4 0. 02s FERR AR
2. WIERIEIL UDS $28 AR &5 M AR At 1k NM R ST ki%
3. I N R 28 5 AT 5% b 3 R A U B AN SR
3.6 &=y 1. Normal message state /&I1F N Normal Operation State g
2. X Ar ARSI SR 445 0 2437 SR [ B[]
3. MINULAA: ECU Ab T i BRI P BIIZ WG R G, A
N R 12 W vy 2
2022/11/07 |V2.2 3.2.3 B PEINULH FEAR A
INM-Timeout &I} 28 HIHT 8] 2% CanNmTimeoutTime #fE
3.4.13F 1. F£4 B CanNmImmediateNmTransmissions f&HCN 40 HEAR A
2. # 4 2% CanNmRepeatMessageTime Tolerance fEH N+ 10%
3. & 4 2% CanNmMsgCycleTime &N 0. 5s
3.4.2 Y5 |& 5 Bus—Sleep Mode N ECU /2% XT APP # 3L f# Acknowledge Al [Fi%%
PR 11
3.5 B[RRI A, 8 0T ] NotAcknowledge AbPEEISR R A
3.6 W4T (RIS WNE RS ECU METS Wi S 1H R FF BRI SR, W [ERAE
AR RIS 3 ECU R IS N N ik
EON

SOR - CAN&CANFD Network Management Requirement

PR
SOR - CAN&CANFD [ 4% 7 #E R 35 ok

CONFIDENTIAL

SHEET 2 of 20

27, 320




H >

1 f&isr
L1 SERYTATIZ oottt 4
1.2 FEFHTEBH oo ARt 4
1.3 FHTEHE B SCAE oottt 4
L8 TRAB AR IR oottt 4
2 FET CAN GEAZ AT CAN LAYET MOGEL e uieieeeeeeeeeeeeeeeeeeeeeeeeeseeeeeseeseseseesessseesesesesessasensesssessasasessssssesesssseessssssesssssesssnas 5
3 B ETEFER Network Management REQUITEMENT c.veveereeeeeeeeeeeeeeeeeeee et eeee et eeeee e eeeseeseseeseeeueeeesessessesseseeeseseeneeseessennens 6
3.1 CAN W25 & HMEIR FRASHL CAN Network Management overview and state machine ..........ccceveveveeeeceerecvevenenne. 6
3.2 CAN MIZEEHRZSHL CAN Network Management state Machine..........c.c.ccuevcucueeceeveeeceeeeecae e sesesae e senees 6
3. 2.1 SRR ARMRATI TR BUSTS1EED MOUE curtteeieeee e e et e e e ettt e e e e e e e et e eee e e e e e reeeeeeeeeeeaeeeaeeees 7
3. 2.2 HER BLRRIRALT, Prepare BUS=S1EED MOUE .oveeeeeieeeeeeee e e et e e e e e e e e e et eeeeeeeeeeeareaaeeen 7
R 5 0 s W (CY oY (oY L YOS 8
3.3 PR HRMIFE T0 NIM MESSAZE FOrMAt.....viucvieceiieceeececte ettt st sae ettt s s et et ense s s e ses e s 11
3.4 GBS TAFENLE] CommuUNIcation SCREAUING.......c.cvveiveveecteeeeee ettt ettt s et s e 13
3.4.1 MBI SCAENLE] NM message SCRHEAULING . ..ooui it e e e e ee e e eee e 13
3. 4.2 NFHIRSCICEHLE] APP MeSSAZE SCREAULING witeteereeee ettt e e e e et e e e et e e e eeeeeeneeens 15
3.5ECU FETRALIE ECU Error RAanIING c.oucucuceeeeieeeieeeeeeeteteteeeee ettt vttt et ettt ettt s s ss s s eseseseseseteteseasss s esesesesesenas 16
3.6 ECU ZWrik SCHIALFE ECU Processing of diagnostic MESSAEE .......vvueuveeceeveeeeeieeeeieseeseeese s sesenaetessaesesnae s 17
3.7 ECU JE B ECU SEATTUD cecvovecveeeceeececeete et st eeeae s st s s st e et sasses s e s es s st ses s sesens st et s aesessssssesassesesassesenastesnasssseraesas 19

CONFIDENTIAL PR

SOR - CAN&CANFD Network Management Requirement ~ SOR - CAN&CANFD [ 2585 FE 1 E TR SHEET30f20 %5 371, 4L 20T



1 it

L1 CrfaiR

AAFHEFLE T /INKIKZE CAN FI1 CAN FD 428 | ECU 37 1138 FH WX 25 & i 35K o

1.2 EHEHE

AFRHERLE T /N KITAE CAN AT CAN FD E28 | ECU JEARg (A3 F N 28 i B 5K o AR AT ANABOARFRHEA — B i 2=
s SR AN KIR G W 2% TR [ 555

This standard specifies generic CAN Network Management requirements for the CAN-—interfaced ECU
which is connected on CAN/CANFD network on Xiaomi vehicle program. Any deviations from any part of

this technical standard must be agreed with the responsible Xiaomi network engineer.

1.3 Myas] B

AU FI I SORS T A SRS R S 2 e AT/ ARE HR 51 SO, A H IR A & o ARARid: H 3
FISIRISCrE, HaofA (BHEITA BB IEDD & T A brikE.

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the

referenced document (including any amendments) applies
w5 LA R A& H #E
Ref. 1 ISO 11898-1-2015: Data link layer and physical signaling, 2015

Ref. 2 ISO 11898-2-2016: High—speed medium access unit, 2016

Ref. 3 SAE J2284-4-2016 High Speed CAN (HSC) for Vehicle Applications
at 500kbps with CAN FD Data at 2Mbps

Ref. 4 AUTOSAR_SWS CANNetworkManagement, V4. 3.1

Ref. 5 ISO/TEC 7498-1

Ref. 6 ISO/IEC 10731

1.4 RiERFESWFERE

|28 FIE M Control ler Area Network (CAN)

FIF g 28 2 AL s 5 3% a 2%
RIBHIRRERITHE/F1EM CAN Flexible Data rate (CAN FD)
FET- CAN bR, i i e ] R0 1A 4 1 S8 A5 X
4B E XS Data Length Code (DLC)

CAN S 2 E AL By U S i i
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B FI5$ BT Electronic Control Unit (ECU)
5 S L AL T S BN B A3 A AL B R 6 S — R B D R s ] R
CAN [RI£& 2524531 CAN Network Management (CanNm)

— B CAN R4%% f 224N ECU PRI A i Fry 5 A e
SREFF ARG 2L Automot ive Open System Architecture (AUTOSAR)

—PhZEHR ECU FRAF4eH

i EHE B IT Protocol Data Unit (PDU)

OST B Hh g E Rk B BB BAI Y7 E M IS B4k
Si—EEIES Unified Model ing Language (UML)

N0 RAGE VT IR AR T A

IS MLRIEE Partial Network Information(PNI)

o 2 PRLAR ST A AL 1) R R b6

%H—iZWTIRSS Unified Diagnostic Service (UDS)

W IR 55 F IR TE Ak b v
CAN E 2 #(3EFE DataBase CAN (DBC)

iR CAN M2 BB B, 1 s AR A5 B s &
Fr% %% BB Open System Interconnection (0SI)
T A5 A SRt 590 B P LI g ) 8% PR e 1 A 22

2 FET CAN #{ZEMHZEL CAN Layer Model

CANIETHIE T 70 A, th s 2, Bk = . S E RIS B B . 278 B LIRS 2 R R

ASCRGHIR T LA BB O 7 oK

The Communication is based on a layer model and consists of physical layer, data link layzer,

interaction layer and network management layer. This illumination describes the hierarchy of a

communication kernel, please refer to figure 1. This document describs the requirement of Network

Management Layer.

Application Layer

Diagnostic
Layer

Network
Management

Interaction
Layer

Data Link Layer

Physical Layer

B L ERFZER) Figure 1 Protocol layered structure
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3 MR EB TR Network Management Requirement

3.1 CAN M EHHEAAIRAYL CAN Network Management overview and state machine

AN IR T 3T AUTOSAR SWS_CANNetworkManagement [¥] CAN % x5 o 46 25 24 75 5K .

This subclause describes the Network Management requirements for CAN nodes which is specified
based on AUTOSAR_SWS CANNetworkManagement.

ANKIRGE I CAN 5 JRE T 2 T BRI 25 B B SR, 12 SR mE rh A A 0 2% 71 AT 5 B T I % rh el sl ke
1K P I 2% A BRSO S LT 48 4T A

CAN nodes in Xiaomi Vehicle shall use decentralized direct network management which means that
every network node performs activities self-sufficient depending on the NM PDUs only that are
received or transmitted within the communication system.

CAN [P 2% A5 AL A 30 Ao 5 328 Jo) PP P D9 2 A AR SO S, 1 P % A B AR St ) 4 7 AUl i 2k B i 5 Rl
Moo 1 B R IR A PR, 3o H B 7 ER AR R RRMLEEIR A

The Xiaomi Can Network Management algorithm is based on periodic Network Management PDUs, which
are received by all nodes in the cluster via broadcast transmission. Reception of Network
Management PDUs indicates that sending nodes want to keep the network management cluster awake

USRS TT RHERBF N S BARIRARE I, S A2 05 1R IR 2 B ST, A SRR 25 e 8 0 ) Wi 1) LAt 1 AU
A28 BRAR O, NEAHEIR R N SRR 3 B 28 B SRAE — BORy & I 8] N WSO BT T IR 28 A8 PRAR ST, 4 P A
RGN S LR AR A X

If any node is ready to go to the Bus—Sleep Mode, it stops sending Network Management PDUs, but
as long as Network Management PDUs from other nodes are received, it postpones transition to the
Bus—Sleep Mode. Finally, if a dedicated timer elapses because no Network Management PDUs are
received anymore, every node initiates transition to the Bus—Sleep Mode

CAN [ 4545 B R (A T RESE I RS LIIR , X ASREHUNPILE o AT UL FE TR L RS VI fid &
A5

The overall functions of Can Network Management algorithms can be define as CanNm state machine
and this state machine shall contain states, transitions and triggers seen from point of view of

one single node in the network management cluster.

3.2 CAN M EHIRASYL CAN Network Management state machine

2 AN B AN R AL A IR T CAN I 26 457 IR 25 L, o 9% A2 R e PG AL 2R 25 L 1) BBk % 2 1R
AUTOSAR SWS CANNetworkManagement V4. 3. 1.

An UML state chart of CanNm state machine from point of view of one single node in the
network management cluster can be found in detail as figure 2. The switching between network

mode and sleep mode state machine refers to AUTOSAR SWS CANNetworkManagement V4. 3.1
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C: Wait Bus-Sleep Timer expired C means conditions
Bus-Sleep Mode « P P Prepare Bus-Sleep Mode .
A means actions

C: Loval Network Request X
C: NM PBU received
C: NM PDU recei

Start NM-Timeout Timer

C: NM-Timeolit Timer has expired
A: Start Wajit Bus-Sleep Timer

Network Mode

C: NM PDU received
A: Start NM-Timeout Timer

C: NM Timeout Timer Expired
A: Start NM-Timeout Timer

Repeat Message State

C: Repeat Messgge Timer expired
C: Repeat Message Bit Received C: Repeat Message Bit Received
| | NM Repeat Message Regfiest | | NM Repeat Message Request

C: NM PDU transmitted A: Start Repeat Messggé Timer A: Start Repeat Me3sqg

A: Start NM-Timeout Timer

twork Released

C: Network Uested G

AN

C: Network Released

Normal Operation State Ready Sleep State
C: Network Requested

A

A

C: NM Timeout Timer Expired
A: Start NM-Timeout Timer

&2 CANWMLREIEIE{THRT, Figure 2 CanNm Operation Mode

3.2. 1 BRI Bus—Sleep Mode

S B ARIRAR A H A2 24 5 2 A5 75 SR IR AT I ) r b HE B AR VR M o 49719 R CANS 1) 2R 3 N B 2
RIRAE S, 0 s it B BV AR 2 PR B 58 B AP IR N BIMRIDAERE I, BN m S A s Me e dL A . #EECUE
L, PRV A I g i A B LAt Y i 28 A B R O AT, AT AR IR AR 2

The purpose of the Bus—Sleep Mode is to reduce power consumption in the node when no messages
are to be exchanged. The communication controller is switched into the sleep mode, respective
wakeup mechanisms are activated and finally power consumption is reduced to the adequate level
in the Bus—Sleep Mode. After power on, the ECU shall stay in Bus Sleep Mode before ECU has local
network requests or receives NM PDU successfully

ZCAN 24 BERLERAL T~ SV R AR QIS 5 2 SRS — N 25D DR 255 A BT ST sl AR M A7 I 2445 5K, T84 CAN
W 24 4 B RN 2 MR R ARHIRAS BRI N B R SCIRES

When the CanNm module successfully receives a Network Management PDU or the network is
requested locally in the Bus—Sleep Mode, the CanNm module shall leave Bus Sleep Mode and enter

Repeat Message State by default.
3.2.2 HERBEIRIRAE L Prepare Bus—Sleep Mode

HE# B AR IRASE TR H A ORUE T 19 s AR HE N S 2 PRARAR 2T A I 8] 452 1R 2805 Bl . AR HE R B 2R AR
MRAR S, Bl (R RS A A R SCHORIE PSR IE 5 AE) » IR P A AR RIES.
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The purpose of the Prepare Bus Sleep Mode is to ensure that all nodes have time to stop
their network activity before the Bus—Sleep Mode is entered. In Prepare Bus—Sleep Mode the bus
activity is calmed down (i.e. queued messages are transmitted in order to make all Tx-buffers
empty) and finally there is no activity on the bus in the Prepare Bus—-Sleep Mode.

CANI) 4 457 BRABL L I 7 HE 4 A SRR 20 452 B — B 18] (CanNmWai tBusSleepTime) , Z%ZHnl i@l i
BB ZI RIS S, CANR £ A PSRN, A AE 2 S5 e R IRASE At N R AR HIRAS 5

The CanNm module shall stay in the Prepare Bus—Sleep Mode for a configurable amount of time
determined by the CanNmWaitBusSleepTime (configuration parameter); after that time the Prepare
Bus—Sleep Mode shall be left and the Bus—Sleep Mode shall be entered

FEME RS S ERARIRAE T, dn SRR RO 4848 PR OC,  CANDR 2% 7 BRASE e 7 127 I T 26 S 2l ARHIR S CHE N
HERCRE

At successful reception of a Network Management PDU in the Prepare Bus—Sleep Mode, the CanNm
Module shall leave the Prepare Bus Sleep Mode and enter the CanNm Module shall enter the Repeat
Message State

TEMNE & B ZRRIRAE T, W R AR AT MA@ S 5K, CAN 28 7 BRAS H R g N 28 5K, BRAE N X 48 455K

TMHREERCRE.
When the network is requested in the Prepare Bus—Sleep Mode, the CanNm module shall enter

the Network Mode; by default the CanNm Module shall enter the Repeat Message State.

3.2.3 Mg iz Network Mode

P % A5 2,97 3 P RS

The Network Mode shall consist of three internal states:

® Repeat Message State EEIRINE

® Normal Operation State IEHIBITING

® Ready Sleep State RHRFLZE IR

T A 2R AR R AR B A i 2R R MRS e N IR 28 158 20, CANIRR) 28 45 RS ERL Y - NM-T i meout 7€ B 485

When the Network Mode is entered from Bus Sleep Mode or Prepare Bus Sleep Mode, the CanNm
module shall start the NM-Timeout Timer.

7T AL T 2T H ORI R I 454 B ST, CANI 2% A8 PR HR N B JEENM-T i meou t 7 i 5 o

At successful reception of a Network Management PDU in the Network Mode, the CanNm module
shall restart the NM-Timeout Timer.

7T AR 2 T H R I 4% AR ST, CAN 288 BRASCER N B J5 NM-T imeout € I 25 «

At successful transmission of a Network Management PDU in the Network Mode, the CanNm module
shall restart the NM-Timeout Timer.

NM-Timeout 5E I 25 FR I [E] I 3642 $CanNmT imeout Time.
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The configuration parameter CanNmTimeoutTime shall determine the AUTOSAR CanNm

timing parameter NM—-Timeout Time.

3.2.3.1 EEIWCIRA Repeat Message State

HE RSO PR 25 L HAL ST Rl REWLEE B2 1 R R RIS 3 s 8 B R AR IRABE U N I 2% A5 )
WEZ o FIMZAREAETT R 2D OREE— B /NN E BESRES 7T RAge P SRAS AL 6715 1

The Repeat Message State ensures that any transition from Bus-Sleep or Prepare Bus—Sleep to
the Network Mode becomes visible to the other nodes on the network. Additionally it ensures that
any node stays active for a minimum amount of time. It can be used for detection of present
nodes.

77 i AR R EOIR A HEN B RRSCIRAS J5 , CANIX 248 ST HL R FF 46 CEE BT R 4R ) i W 28 B BRAR 0T

When the Repeat Message State is entered from any other Modes or states the CanNm module
shall (re—)start transmission of Network Management PDUs

BT AL T EEROOIRE, HNM-Timeout & N I, CANPIZS 4 PR N T 4R (EHTTAR) NM-Timeout
JE I 45 o

When the NM-Timeout Timer expires in the Repeat Message State, the CanNm module shall
(re-)start the NM-Timeout Timer.

) 25 B RS AL AE BB RN PR BN [A] (CanNmRepeatMessageTime) , 2 Jii CANI 4% B FR AR IR
BT B B R OOIRES .

The network management state machine shall stay in the Repeat Message State for a
configurable amount of time determined by the CanNmRepeatMessageTime, after that time the CanNm
module shall leave the Repeat Message State

FET R BT EEROCRES )G, R R R IEE A 7K, CANMI 2% BRARER N 1E N IE H IS AT IRES -

When Repeat Message State is left and if the network has been requested, the CanNm module
shall enter the Normal Operation State.

FETT R EITEEROCIRES S, IR RO SR E B 75K, CANRY £ 45 BT Bk AARAR ALEEIR S

When Repeat Message State is left and if the network has been released, the CanNm module
shall enter the Ready Sleep State

CANA 2% 7 PRRSE A 18 O B 52 i SO A I B2 B I 208 A B R SC Hh ) B R AR SRR 6 A6

CanNm shall clear the Repeat Message Bit when leaving the Repeat Message State.

TWRAEREEROORE . #ER S LRI B AR IR U, A SR A CEEtnComM) 3 ] # 5 4 3C
TR, CANR L BRI A BEAT IZIE K

If the other module (e.g. ComM) calls CanNm for Repeat Message Request in Repeat Message

State, Prepare Bus—Sleep Mode or Bus—Sleep Mode, the CanNm module shall not execute the request

3.2.3.2 IE'®iZ4TIRE Normal Operation State
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HISAT ISR R Z U R IEE A K, SUnT DLLEEEAS R 28 4 T M R 2

The Normal Operation State ensures that any node can keep the network management cluster
awake as long as the network is requested

I SRS FRHR A 4 RSB S B IEH IS ATIRAS, BIZZIT IR A I P48 48 AR S

When the Normal Operation State is entered from Ready Sleep State, the CanNm module shall
start transmission of Network Management PDUs immediately.

AR AL T IE R IEAT RS IF HNV-Timeou t 7 I g IR , CANI 2% 5 B ER BT J (EEHT T D NM=Timeout
SE I 4% o

When the NM-Timeout Timer expires in the Normal Operation State, the CanNm module shall
(re-)start the NM-Timeout Timer.

AR BT IE R BATIRES I BT R EM L0, CAN 2 B HUH R IE 12 TR N RIRE 28Ik

When the network is released and the current state is Normal Operation State, the CanNm
module shall leave Normal Operation State and enter the Ready Sleep state.

TSRS AL T IR IS AT RS I SR B0 W0 45 48 PR S o B R AR OChR S AL B AL, CANP 2% B e B AN IE 3¢
BIPIRSHENEEROCRE .

If Repeat Message Request Bit is received in the Normal Operation State, the CanNm module
shall leave Normal Operation State and enter the Repeat Message State.

A0S AT IE R IE AT RS I HI AR (b @nComMD W F B & SCIE SR, CAND 25 7 BR AR BB i3k N\ EE 42
WOCRAE, B E S IROCE R EAL.

If the other module (e.g. ComM) call CanNm for Repeat Message Request in the Normal Operation
State, the CanNm module shall enter the Repeat Message State, set the Repeat Message Bit and

start the immediate NM message transmission.

3.2.3.2 PRERFLZ IR Ready Sleep State

PRIRFEERZAS Y H 2 2 SR 5% b o A A 75 AR FR M BRI A AT s SRS AEAR IR B 28R
A, MAREAAE S S EARIRAE .

The Ready Sleep State ensures that any node in the network management cluster waits with
transition to the Prepare Bus—Sleep Mode as long as any other node keeps the network management
cluster awake

R N HROCRSEIE F B AR HEARIRALIRES , CANRR 2% PR HR 452 11 A58 W 2% 8 B AR SC

When the Ready Sleep State is entered from Repeat Message State or Normal Operation State

the CanNm module shall stop transmission of Network Management PDUs.

AR AL T ARIRALZIRZAS I HNM-Timeout 88N, CANRY£5 45 BRI IE N vHE 28 e 2R PR AR AR X
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When the NM-Timeout Timer expires in the Ready Sleep State, the CanNm module shall enter
the Prepare Bus—Sleep Mode

A RAE TR GRS, AR R IEE A oK, CANI 288 BRAR BN 1 N IR H I8 AT IRES -

When the network is requested and the current state is the Ready Sleep State, the CanNm
module shall enter Normal Operation State

T A TARIRLAEIRZS A0 RS PR W 2 7 AR S T B R ARSI SRR S A B, CANIRX 2% 45 BEASL e A
RIR A LIRS HEN B R HOCRE .

If Repeat Message Request Bit is received in the Ready Sleep State, the CanNm module shall
leave Ready Sleep State and enter the Repeat Message State

T R TARIRBUZOIRAS , a0 A B A A D ] B R AR SIS 5K, CAN 48 45 S ER S 0E N B AR SOIRAS
B E S RO R IR EAL

If the other module calls CanNm for Repeat Message Request in the Ready Sleep State, the
CanNm module shall enter the Repeat Message State, set the Repeat Message Bit and start immediate

NM message transmission.

3.3 M EHmAEZR, \M message format

RIER 7872 B B % s, KAy SIDE S — 575, SHifimE b HE 7. HReTy
AR B X, BARE XS ECANEERERE . E o A TR AE I AL T 03 78

The table 1 below shows the format of the Network Management message with 8 bytes where
source node identifier is located in the first byte and the control bit vector at the second
byte. The remaining 6 bytes are used as user data which are used to transmit user—defined
information and can be read or written by application. The table 1 describes the layout of CAN
NM message.

CAN FD £k A% i PO 190 2% 7 P SR B i M2 ] 58 D874, e FPCANFDAI CANR 3L 4 o0 28 7 BE A A )
YR AREECUMSL Y 1 0 48 8 BRSO FE AN 871, ECURLHG L 22

The DLC of Network Management messages on CAN FD shall be 8 bytes. When ECU receives Network

Management messages with DLC not equal to 8, this message shall be ignored

F1 CANMEEIBH SCHR T, Table 1 CanNm Message Format

Bit 7 | Bit 6 | Bit 5 [ Bit 4 [Bit3 [ Bit 2 [ Bit 1 Bit 0

Byte 7 User data 5

Byte 6 User data 4

Byte 5 User data 3

Byte 4 User data 2

Byte 3 User data 1

Byte 2 User data 0

Byte 1 Control Bit Vector

Byte 0 Source Node Identifier
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FEANECUFE JLE B2 B3 CANBRCAN FDEE #8470 — MRS A 1D —FRAERTT s IDAIGS SN2 FR) I 2% 5 B
SCCAN IDA BRI K AR JETTAID = CAN IDRUMIRSAL. FEHNECUZERLNIEIE 1 2% 4 PR SCCAN. IDS20x521, H
D0 LT SIDAE0x21 . BN TT AR AR TR B AR H I CANIDAE0x 500~ 0x57F 2 [H] [t 0 2% & B4 3L

Every ECU with CAN or CAN FD interface will be asigned a Source Node Identifier on each
channel connected to the ECU. Generally the Source Node Identifier and corresponding CAN
Identifier of NM message has the following relation: Source Node Identifier = Lower 8 bits of
CAN Identifier. For example if the CAN ID of NM message is 0x521 on one channel, then the Source
Node Identifier shall be 0x21. Every node shall be able to receive NM messages with CAN ID range
0x500 - OxbT7F.

MR T 42 AL 7] B A%

The table 2 describes the format of the Control Bit Vector:

R2 1% EERI Table 2 Control Bit Vector Format

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

CBV Reserved Reserved Reserved Active Reserved Reserved Reserved Repeat
Wakeup Bit Message

Request

Ptz 5] & e an Az B
The CBV(Control Bit Vector) shall consist of:
Bit 0: BEEM LIER(L Repeat Message Request

® 0: RIEREEWRTIRE Request Message State not requested

® 1:iFHREERINE Request Message State Requested
Bit 4: FBhMEEE{L Active Wakeup Bit

® 0: TiEERBEMEEML (HishMelE) Node has not woken up the network (passive wakeup)

® 17 EMREEM LR (FShMeERE) Node has woker up the network (active wakeup)
HrpUser Data OffIbitO#E N1 M B AR SOIREGHRIRAL, User Dataff)HAtbit ) vk WIBEH I .
The bit 0 of User data 0 is defined as RepeatSts and refer to the matrix file for the definition
of the remaining User data bits

® 0x0: TEANEEEHRIRE Not in Repeat Message State;

® Oxl: WAL TEEHR RS In Repeat Message States

11 SFECAN R 286 557 35 FH T 74 1 i L =2 (10 B 2 B mo i ) DA e PR R A Bl e 6 o R PR RS = N D 2 A8 2
CANI0H 2 5 SRS B J7 B8 7 2 1 . [+ 8 v ) S B e Mg o 75 oL

If the CanNm performs a state change from Bus Sleep Mode or Prepare Bus Sleep Mode to Network
Mode due to a local network request (i.e. due to an active wakeup), the CanNm shall set the
ActiveWakeupBit in the CBV.

U SRCANI 2% 48 B T I 2 A5 5, 7 i B ) A 1) 8 o ) 2 e s 2 A6

CONFIDENTIAL PR S
SOR - CAN&CANFD Network Management Requirement ~ SOR - CAN&CANFD [ 2585 FE 1 yi TR SHEET120f20 35 12 71, 3t 2071



If the CanNm module leaves the Network Mode, the CanNm module shall clear the ActiveWakeupBit
in the CBV.
) 26 5 AR SO 2 FRICAN . IDFEDBCE arxm 1A% ST 1 H e Lo

CAN Identifier of NM message will be specified in DBC or arxml file.

3.4 BB N Communication scheduling

3.4.1 M EBRSCHENLE NM message scheduling

CANPY 28 5 BRASE L IS4y Ji) SR I8 AR AR, A8 3T CANTRN 28 BRAGE B [ Jo 391 A 126 X 2% AR 3o 1A
KA E AR ROCCRSMIEHIZTIRE T

The CanNm module shall provide the periodic transmission mode. In this transmission mode
the CanNm module shall send Network Management PDUs periodically. The periodic transmission mode
is only used in Repeat Message State and Normal Operation State

T SRAN S it o A b g i A 0E N B R OSCIRZAS B 2 CanNm Immed iat eNmTransmissions{H 20, FE#EA
HEWRCCRE G, 7 UM IR KX P26 E B, AEIR I [A] I8 241 CanNmMsgCycleOf fset iL B « 7ERK HEE—
T 2 8 AR O i, CANIRX 28 BRASEER W 45 FH 2 $ CanNmMs gCy e 1 eTime {9 0 2% 8 BRAR SO 3] R EE 2 4
SORBHEANRIRMARZS, 5 R 1B AR MR BRSO R N BROSCIRESHEN LW BATIRE, 9 5
R RIE MR PR . IR S H 3.

If the Repeat Message State 1is not entered via local network request OR
CanNmImmediateNmTransmissions 1is zero the transmission of NM PDU shall be delayed by
CanNmMsgCycleOffset after entering the repeat message state. After the first transmission, the
CanNm shall use CanNmMsgCycleTime as cycle time. If CanNm enters Ready Sleep State after Repeat
Message State, stop sending NM message. If CanNm enters Normal Operation State after Repeat

Message State, keep sending NM message. See figure 3 for this requirement.

Normal operation State

. Repeat Message State
CanNmState transtion

CanNm MsgdycleOffset
—

|
CanNmMsgCycleTime

& I
< 14

|
|
CanNm Message Cycle |
|
1

B3 MEEIRRCIFFE L 1%1EX Figure 3 Normal NM message transmission
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A0 SR el T A b IR0 296 A T SR R 2 AR IR X B v A S 2R IR AR N N R R OORS, HEH
CanNmImmediateNmTransmissions{H K30, W58 Bl S R %458 ] 2 5CanNmImmediateNmCycleTime H1H
55— i) 24 A BRSO R R R B 2 )5 4 F 2% CanNm Immed i ateNmCy e 1 e Time [ 1 Sy X 28 5 B4 S 1.

When entering the Repeat Message State from Bus Sleep Mode or Prepare Bus Sleep Mode because
of local network request and if CanNmImmediateNmTransmissions is greater zero, the NM PDUs shall
be transmitted using CanNmImmediateNmCycleTime as cycle time. The transmission of the first NM
PDU shall be triggered as soon as possible. After the transmission the CanNm shall transmit NM
PDUs using CanNmImmediateNmCycleTime as cycle time. The CanNmMsgCycleOffset shall not be applied
in this case

T A DL i CanNmImmediateNmCycleTime /& 3% P 2% & FH 3% SC 1 ¥R 2 /& CanNmImmediateNmTransmissions

CFH—WD , ZJa ML ECanNmMsgCycleTime B AE Ay M4 & BRSO . 2858 B SC IR AR (S %5 14

If NM PDUs shall be transmitted with CanNmImmediateNmCycleTime, CanNm shall ensure that
CanNmImmediateNmTransmissions (including first immediate transmission) with this timing are
requested succesfully. Afterwards if CanNm enter Normal Operation State CanNm shall continue
transmitting NM PDUs using the CanNmMsgCycleTime as cycle time. See figure 4 for the immediate
NM PDU transmission.

TR MRIRFL AR ESHENEFZAPREIG, RALZITT IR AIE M 28 PR S (10ms AN

If Normal Operation State is entered from Ready Sleep State the transmission of NM PDUs

shall be started immediately.

Normal operation State

Repeat Message State

CanNmState transtion

CanNmimmediateNmCycleTime

CanNmMsgCycleTime

—>r  emmuas

Counter Nm Pdu:
CanNmImmediateNmTransmissions

-~
A 4

I
I
CanNm Message Cycle |
I
1

El4 MEREIBRCIRIR L IZET Figure 4 Immediate NM message transmission
RIEIR T AFIBATBCT 248 B SCAT N
See the table 3 for different behaviors of NM message in different operation modes.

=3 AEIBITER TNWRIZWAITH Table 3 behaviors of NM frame in different modes

Operation Modes NM message
Tx Rx
Bus—Sleep Mode N Y
Prepare Bus—-Sleep Mode N Y
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Network Mode

Repeat Message State Y Y

Normal Operation State

-
=

Ready Sleep State N Y

RN SCRFREIUDS  $28R 55 AL BRAE I AR BRI SRR IE o A8 BRSO B AR IR, CANIZ8
PARER A 5 IENM-Timeout S I 4% o 2 P48 58 BRSO AR 1 BB AE,  CANIIXI 288 BB N BB T 4GNM-Timeout
SEI & e R4 T RS CAND 28 8 BIAH % 2 BB A oK

Transmission of NM PDUs shall be able to be disabled and enabled by the UDS Communication

Control service($28).

If the NM PDU transmission is disabled, CanNm shall stop the NM-Timeout

Timer. When the NM PDU transmission is enabled, CanNm shall restart the NM-Timeout Timer. Table

4 lists the required value of network management parameters.

T4 MESIEERSHE Table 4 NM Timing Parameter value

Parameter name

Value

Tolerance

Description

CanNmImmediateNmTransmiss
ions

40

/

Count of immediate NM messages after CanNm enter Repeat Message
State

T RN HLE AR SCIRES Ja P28 B PR IR SR

CanNmImmediateNmCycleTime

0.02s

+10%

Time between two consecutive immediate NM messages

PR 258 ) 2% 7 BB R A SR I (1] 17D B

CanNmRepeatMessageTime

1s

+10%

Timeout for Repeat Message State

T AR B AR SCIRZS I (8]

CanNmMsgCycleTime

0. 5s

+10%

Nominal time between two consecutive NM messages

P 25 0 4% 7 B IE 4 SCHA I 1) 18] e

CanNmWaitBusSleepTime

4s

+10%

Typical time of staying in Prepare Bus-Sleep Mode before transition into
Bus-Sleep Mode shall take place

FEREN S 2 PRIRAR RT3 78 v A e R PRI A 24 B g B (1)

CanNmTimeoutTime

3s

+10%

Typical time of staying in the Ready Sleep State before transition into the
Prepare Bus-Sleep Mode is initiated.

FEHENHERS S RIRASE AT, 57 AR AE PR R 4 IR 255 B B e 1)

CanNmMsgCycleOffset

0-0.01s

+10%

Time offset in the periodic transmission node.

S A% s R 5 ot 4 B SC IR RS SE

ECUAZR AASEE I 10ms (HEFESms ) ) JE B AL T ) 28 45 BIUIR S A LR &S V) #e . ECUZEPrepare Bus Sleep Mode
WBINR S S, NRBTREE FAMESSE B3 ARepeat Message State, B FEEAE2MESS BN 5EBOIRS Y]

e, 2% E5UL .

ECU must handle the network management statemachine transition

than 10ms (bms recommended).

After ECU receives an NM message in Prepare Bus Sleep Mode,

in a task cycle of no more

ECU

can preferably enter Repeat Message State in the next task cycle and this transition must be

finished within the next 2 cycles at the latest, as described in Figure 5.
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Prefered Latest
transition point transition point

Repeat Message State
CanNM State ~ PrepareBusSleepMode | __ J

E%S ms 5ms Sms%E

CanNM Task Cycle

NM Frames Received /F
&5 NWMESEHAFIR7SITFE Figure 5 NM task cycle and state transition
3.4.2 NIRRT KRHLE] APP message scheduling

APPIRSCELAEER 1 M 2% 8 BEANZ Wik SCAHM I HAB I A $1% 5C o IR Bl SCAAE 90 2% 7 B Ak 1 I 2 A 2 AT BAAC
Ko I APPHRSCHR . eI UDS I TR il IR 95 Pl A e AN AR 1E . G SRXCPANCCPIR SO 5 —MEIE, fE/N KK
2 TRENMIRIRJR , XCPARICCPHR SC AT EAAS 32 UDS I A5 2 il IR 55 ) 47

APP messages shall include all except NM messages and diagnostic messages. These messages
shall only be transmitted and received when CanNm is in Network Mode. All APP messages shall be
able to enabled and disabled by UDS Communication Control service. If XCP and CCP messages are
transmitted on the exclusive channel, these XCP and CCP messages could continue to be sent even
if UDS Communication Control service disables the Tx and Rx of APP messages after agreement of
Xiaomi network engineer.

ROFIH 1A FIBATH R APPIR S IAT Y.

See the table 5 for different behaviors of APP messages in different operation modes.

"5 AEIBITIEN TAPPIRICHIWN A 1T ATable 5 behaviors of APP messages in different modes

Operation Modes APP message
Tx Rx
Bus—Sleep Mode N NC (NotCare)
Prepare Bus-Sleep Mode N Y
Network Mode Repeat Message State Y Y
Normal Operation State Y Y
Ready Sleep State Y Y
7 (1) : BCU7E CAN #iE 4T Bus—Sleep Mode i /& 75 %F APP i 3Cfif Acknowledge AR .

Note(1): It’ s not constrained whether the APP messages are acknowledged or not when the channel is
in Bus—Sleep Mode.

3.5 ECU 4&i#4:¥ ECU Error handling
ECUALLT-Bus Of PARZSHT, NN g2m X288 BEARAS ML 4, Wi DLORATIR /A AE . I REan T

1) HBECULT EE W CIRSRepeat Message StatedRzS, HPBus of fifffmel ot lE B 150K, ECU
HI LIRS TZ IR R H B, AR RIS AT Rk Ab 3
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2) MECUALLT IEH TAEIRA (Normal Operation State) , HHlBus of fi& ek H & iflE B 15, ECU
P RS 75 AR - fENormal Operation State, NM Timeouttimeri#i})5, FFZEE JENM Timeouttimer;

3) HECULL TRIRELZE IRZS (Ready Sleep State), HIBus of fIFHLELH BB E T W M, ECURIRIZEIR
SRR IEH B, ARG AT R IR AL

4) XFFRIoeT S (VCCD) , 4{CANi@EIE AL T-Normal Operation State/Repeat Message State, HZ2il&k
IENM LA Ah 4R SCAE B HAL 5T 1 Acknow]l edge £ 2 I [H] ## 3: 100ms (2= 10%) 5 1 I 4 5% 775 5 2 VA R 4
Acknowledge R 3,  FFARSE A IENMR S -

When ECU is in bus off state, it shall not affect the conversion of network management state
machine. The two exist in parallel mode. The process is as follows:

1) When the ECU is in repeat message state, bus off fault or other abnormal communication
conditions occur, the network state of the ECU will jump normally according to the original
logic, and no special treatment will be given to the error condition;

2) When ECU is in normal operation state and bus off condition or other abnormal communication
condition occurs, the network state of ECU needs to be kept in normal operation state. After nm
timeouttimer times out, nm timeouttimer needs to be restarted;

3) When the ECU is in the ready sleep state, bus off or other abnormal communication occurs,
the network state of the ECU will jump normally according to the original logic, and no special
treatment will be given to the error.

4) When GW(VCCD) is sending the other messages than NM messages in Normal Operation
State/Repeat Message State and no other nodes give Acknowledge within 100ms(£10%), GW(VCCD)
should cancel the message not acknowledged and try to send firstly the NM message and then the

other messages

3.6 ECU 2WrR L HIALHE ECU Processing of diagnostic message

Xof T-Autosar P44 &5 B35 &, ECURS T-12 Wil ST AL BEHLHI U R

1) HECUAL THEMRIRZS (Bus Sleep Mode) , ANBiHiZ Wik ST,

2) HECULFEEHRIRE (Repeat Message State) , WLEEWiIR C1iE K HRepeat Message Timer
MR, ECUREANIE#IZITIRA (Normal Operation State) , FF4ERFAEIEHB4TIRA (Normal Operation
State) o WURILIZWIERMAFECULATIZ M &1 ORIFERIN S0, WU GERRIN (R 355 22 212 Wi R A B 250 1k .
WSR2 Wi SRAEAFECU M AT S Wi 218 M BRIA 2 1E DI AR BRI &0, TGRS )RR 2 BIECUM AR ER N 2315 V)
HEBERINZE AL,

3) MECUL T IEHIZITIRA (Normal Operation State) , UNFE[TEWIHR CIIMLRIER, N4ERAAEIEH i
ITIRZA (Normal Operation State) o WIRUILIZWIERAERECUMATS M 2 IE ORIFERIN 2216, T HERFI [A]4F 4L
FNZWE RIS AN 1 RS WS SRAEFECU S A2 W7 216 NBRIA S 1E D)4 B AEBOA 1, W 4ERp I [8)
FrEEBIECUMARBR A TE V) B BRA 16 M 1k
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4)  HECUAL TARIRE 45 IR3S (Ready Sleep State), WXENZWIk SCHIMZEER, ECUTT EREAF|IEH AT
JRZA (Normal Operation State) , 4ERF7E IEHiB{TINE (Normal Operation State) . ISR MIZWriE RS
ECUZARTIZ W il ORAF BRI 1, W ZEHF I (] 22 22 Wi SR AE B EE R Oy 1k . SR 2 Wil SRAE AR ECU A T2
Wr o1l MERIA 1B D) B ARER A S 18, W 4ERRI [ RRZE BIECUMAEBR A 1 DI BB il A1k

5) HECUMLTHER BLARIRIE (Prepare Bus Sleep Mode) , WHIZHIR CHIMIZEIER, ECUANLIH
KWL, WANK ISR .

6) HECUSERZ Wik 55 HEENR AR 2, SIRENS AU NBEIRIRZS -

For the AUTOSAR network management node, the processing mechanism of ECU for diagnostic message
is as follows:

1) When ECU is in bus sleep mode, it shall not be awakened by diagnostic message;

2) When the ECU is in the repeat message state, after receiving the request of diagnostic
message and the repeat message timer times out, the ECU shall enter the Normal Operation State
and maintain it in the Normal Operation State. If the received diagnostic request keeps the
current default diagnostic session, ECU shall stay in Normal Operation State until the diagnostic
request is finished. If the received diagnostic request causes the transition from default
sesstion to non—default session, ECU shall stay in Normal Operation State until the active
session transit into default session from non-default session.

3) When ECU is in Normal Operation State and receives the network request of diagnostic message,
it shall be maintained in Normal Operation State. If the received diagnostic request keeps the
current default diagnostic session, ECU shall stay in Normal Operation State until the diagnostic
request is finished. If the received diagnostic request causes the transition from default
sesstion to non-default session, ECU shall stay in Normal Operation State until the active
session transit into default session from non—default session.

4) When the ECU is in the ready sleep state and receives the network request of the diagnostic
message, the ECU needs to enter the Normal Operation State and maintain it in the Normal
Operation State. If the received diagnostic request keeps the current default diagnostic session,
ECU shall stay in Normal Operation State until the diagnostic request is finished. If the
received diagnostic request causes the transition from default sesstion to non—default session,
ECU shall stay in Normal Operation State until the active session transit into default session
from non-default session.

5) When ECU is in prepare bus sleep mode and receives the network request of diagnostic message,
ECU shall not request the network and shall not send diagnostic response

6) When the ECU completes the diagnostic service and the sleep conditions are met, it shall

be able to enter the sleep state again.
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3.7 ECU Jg3 ECU Startup

U SRECUR A £ TOBI PAY 358 5 e e Mo g EL PR 305 2 E A B 75 ZECANUEL Rl 5, BCUREE S A b nge i S 20\ R 2%
i (BRI EZMelE ) o RJSECURMAET ini thf (8] P9 & HY 58—t X 28 48 3 S . 2 JEECURZTET messageStarthy [A]
W B —WIAPPIR 3L, 2 JG RIZAET networkStar tisf 8] N BT Ja St B JE 4R SR R 1k /b — k. El64
® TR K.

When ECU is wakeup by hardware I0 or internal timer and CAN communication is needed by
internal function modules, ECU shall enter Network Mode via local network request (i.e. active
wakeup). Then ECU shall send out the first NM message within T init. After sending the first NM
message, the transmission of APP messages shall begin within T messageStart. All cyclic APP
messages shall be sent for at least once within T networkStart since the first APP message is
sent. See figure 5 for this requirement.

ECUN. B W 1 P44 45 B AR SCHe i, FHAERR IS A RO 28 8 B SIS TR 5036 0 48 45 BEAR SCRIAPPAR 3

ECU shall be able to be wakeup when valid NM PDUs are received. After validating NM message
ECU shall begin to send NM messages and APP messages

ECUE M it J5 4 SR AET wakeupTimeout B [H] PR 5 A7 AT AR A6 280 F4) A 08 50 D) 24 Ao R B Af A, %7 BT N ARHIR
RS HAE MG ] 7] AN 18 AT AT X 2 4 B FIAPPAR 3L

If no any valid internal or network wakeup sources after T wakeupTimeout, ECU shall go back

to sleep without sending any NM or APP messages

First NM PDU
Network or hardware wakeup
sent
T_networkStart
Hardware and Software Startup Application running

T_init

<& »

»
»

T_messageStart

First APP PDU All cyclic APP PDU
sent sent at leat once
[Bl6 ECUBTHATIE[E] Figure 6 ECU Startup Timing Sequence
67K 1 ECUJR Bl AH I B 2 #5014 -
See table 6 for the value of ECU startup timing parameter
=6 BEIAta S {E Table 6 Startup Timing Parameter value

ZH B (=ZH) | BE Eiipa
Parameter name Value (ms) Tolerance Description
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T init 150 +10% I0A 2 8 A1 i TR S 1) ECU A H 385 — T IO 28 5 B ST I e K
It 1]

Max time between network or hardware wakeup event and
the first NM PDU sent out

T messageStart | 10 +10% ECU M [ f 55 — Ml o9 28 57 B4R S 2 57 — i )5 FH 4 ST 11 1B] B
Max time between the first NM PDU sent out and the
first APP PDU sent out

T networkStart | 150 +10% ECU M J5 76 & H 58 — W 4445 FR4R S0 R, EATE AR E
R — IR B ORI (]

Max time to send all APP cyclic messages for at least
once since the first NM memssage is sent after wakeup.

T_wakeupTimeout | 1500 +10% ECU Rt i Ji5 Aff A A 255 it JR Y 3 K (1]
Max time for wakeup validation timeout
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