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1 fiift Introduction

1.1 X#MA Document description

AhRdE B LESR S AIRTE CANGCANFD 5 £ 2438 45 13 i TAF
This standard is intended to guide and standardize the design of CAN&CANFD network

communication

1.2 ERTJEE Scope of application

AHRIELAE T /MK CANGCANFD 5 (R TR, 3 FI T4 AT CANGCANRD 2415 4%, AT i 8547 22
SEIY ST W IEORETTRNGIR

This standard specifies generic CAN implementation requirements for the CAN-interfaced ECU
which is connected on CAN/CANFD network. Any deviations from any part of this technical standard

must be approved by the responsible Xiaomi network engineer.

1.3 #yEfs) FH3cf: Normative references

A FI ISR T A TR S 2 e AT AR H R 51 SO, AR iE F AR A& - ARARiE H 3
FISIRISCE, HaofA (IR BB IEDD & T A brikE.

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the

referenced document (including any amendments) applies

73] IrAE IR e B 3
Ref. 1 IS011898-1-2015: Data link layer and physical signaling 2015
Ref. 2 1S011898-2-2016: High—speed medium access unit 2016
Ref. 3 SAE J2284-4-2016 High Speed CAN(HSC) for Vehicle Applications at 500kbps with
CAN FD Data at 2Mbps 2010
Ref. 4 AUTOSAR Specification of Communication V4.3
Ref. 5 15011898-1-2015: Ak AW EES 2015
Ref. 6 1S011898-2-2016: =yl Bk 0] T, 2016 2016
Ref. 7 SAE J2284-4-2016: ZE4)S w3 CAN 500kbps CAN FD 4 i 2Mbps 2016

Ref. 8 AUTOSAR 815 h5dE V4. 3

Ref. 9 Appendix T8_CAN&CANFD [ 4% 38 {5 KL vE 23k

1.4 RERIES KR Terms and abbreviations

Abbr. 4EN&1E Description i

ACK Acknowledge W&
CAN Controller Area Network 3zfHi#% f5 35k /¥
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CAN_H CAN High CAN %

CAN_L CAN Low CAN J&

CMC Common Mode Choke JL:AXHE7i Bl

DTC Diagnostic Trouble Code iZWrikfEAg

DLC Data Length code H#EK RS

ECU Electronic Control Unit HL-F#&iil#.I0
EMC Electromagnetic Compatibility HLREFERME
ESD Electro Static discharge FfHLHE

SJW Synchronization Jump Width []BkE% 55 &
PCB Printed Circuit Board E[Jijl HLE&HR

REC Receiver Error Counter fZUYCiiRit%ias
TEC Transmit Error Counter RIiEHHiR 1A%

SOR - CAN&CANFD Network Communication Specification

CONFIDENTIAL PR

SOR - CAN&CANFD [ % 3 {5 R 5k

SHEET 6 of 33

St

6L,

i

7N

3371



2 Y E Physical Layer

2.1 B&A K Bus Interface

Kl 1R 1 38 CAN W2 (3 Fh 4k, ECUL Al ECU2 [ 1% A 5 22 ke e o L RHL, I HL 7% 2440 B AR S A e I R g
TP i o

Figure 1 shows the typical bus topology of CAN network, ECUl and ECU2 at the end of the bus
topology shall have an internal bus termination. ECUl and ECU2 are typically located at the largest

bus cable distance from each other.

Tester

f

ECU3 ECU4 |
| L3
t t |
| Y
| I Diagnostic
| I : Connector
B
L_f_J | :u
ECU1 v L ECU2

[&]1 B BICANN & #A FMEFE Figure 1 Typical Bus Topology
oo TS BAOR KR ER LK 1:

Table 1 shows the length of each wiring harness:

T"1 LRKEEKTable 1 wiring length requirement

Z¥ Parameter 5 Symbol 5 /ME Min FRFRAE Nom & KAE Max B Unit
MK E Bus Length Ls 0.1 — 40 M
W5 &REE ECU Distance d 0.1 — 30 M
T LK JE ECU Cable Stub Length L, 0 — 1 M
& LWL K Cable Stub L 0 B ) y
Length off-board tool
BRI XL AKE stub length L 0 _ 5 M
off-board tool ‘

T D GER, BCU FE S 2R b R A5 R B H AR (W S 2R A BE AN AR [F] o A7 2R 1 2R B S8 R /N T B 4% T
5ns/m. CAN/CANFD ZZ A% F AR RO A 2, (ETE R S e e s B ARG A E /N T 10em, £ ECU A #
T G A1 FH S M 2 B B 4 FL 4 . CAN/CANFD 2R SR [ REPE BB RN A 175 mQ /mo CAN/CANFD FELZE (1 B K 48 Bl i />
N 33K, HEFEH 40-50 ¥k, FALMAUN 0. 35-0. Smm’, WX B AH A, 36 G S5

In order to reduce the standing wave, the ECU should not be placed equidistantly on the bus,

and the branch length of the cable should not be the same. The line delay of wiring shall be less
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than or equal to 5ns / m. Unshielded twisted pair shall be used for CAN/CANFD harness. The length
of non twisted pair on connector or branch connector shall be less than 10cm. Flexible line or flat
cable shall be avoided in ECU. The maximum characteristic impedance of CAN/CANFD harness shall be
175 m Q@ / m. The CAN/CANFD cable shall be twisted at least 33 times per meter. It is recommended
to use 40-50 times. The conductive cross—sectional area is 0.35-0.5mm’. Each network segment shall

be the same to avoid reflection

2.2 4hEEEO BB Physical Layer circuit

Bl 2 25t 7 CAN AhEElHe L HL g o T pit S 7o 0 7 20K H B S B A], PCB A7 B DA R T s AHE SRS 45 /)
KR4 TRENT
The figure 2 shows the recommended CAN peripheral circuit. All suppliers should provide the

design of CAN circuit including schematic, layout and BOM to Xiaomi network engineer.

SPLIT CANH
CANH 1 o TN
CANIL & 2% R1 DIWW,
CAN i
Transceiver 4
R2 D2¥ CANL
CANL ¢ i : -
: ; c1—é . D
Common mode :“----------------------E c2 Cc3 -

Choke Termination

Unit
2 SME CAN 3ZEOE B Figure 2 CAN Peripheral circuit

2.2.1 CAN F:AFE )& CAN Common mode inductance

s EMC AISENE, FRARME AR, ZUFE CAN XL I 22 3L Rk . SR ECU i &2 /N K 1) EMC S50 3K,
A AR 223 LA R, EE DA A5 B/ K TR A AT o CAN JLRE s HERE (N L = 51 uH, HKAREHE
70 uHo

In order to increase EMC reliability and to stay within the noise emission limits, a common
mode inductance that is used in connection with twisted pair CAN wiring in the vehicle is
recommended to be used. With the approval of Xiaomi network engineer, it is also accepted that the
ECU doesn’ t install common mode inductance but it must satisfy the EMC requirement

The recommended inductance value is L = 51 uH (maximum 70 uH).

2.2.2 &y Termination
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BE2% CAN P2% A5 R 2 o LB 50-65Q (ARFREN 60 Q) o —DMMIELE 24 2 25 i,
FEL 7 58 H /N KB

Xof T A, H 2 S FE B B AE TS RO, A L A VR S B B R AR 2.

The equivalent terminal resistance of each can network is 50-65 Q (nominal value is 60 Q). In
a CAN network, there are 2 Regular termination in a network, detailed termination concept should be
confirmed by Xiaomi.

For the terminal node, its terminal resistance is placed in the node. See Table 2 for detailed

parameter requirements.

&2 HIEMEBEEALSH Table 2 Resistance and capacitor parameters

ZH Parameter /]MBE Minimum FrARME Nominal | R AKME BAAT Unit
Maximum

R1 58 60 64 Q

R2 58 60 64 Q

C1 4.7 4.7 100 nF

X AR R, L AUTIRE 0 R I L B A 223 B, R AIPHAE Y 2X 1. 3k Q-2X4. 64 KQ, R R1 1 R2 73
BIFE 1. 3k Q-4.64 kQ, HBAMCRANIFECERIZ, 5 CAN H AT CANL 7 35 <5 24 H BELELIV AF 2. 3k @ -9. 28k
Q,

For non terminal nodes, the installation position of split terminal resistance must be
reserved, and the required resistance value is 2 X 1.3kQ-2 X 4.64 kQ.I.e. both of Rl and R2 are
1.3kQ-2 X 4.64 kQ, and the equivalent resistance at both ends of CAN H and CAN L shall be 2.3
kQ - 9.28 kQ.

T G AN R, BRI R S, B 60Q

For a network segment with only one node,

the terminal resistance is required to be installed

only in the node, and the resistance value is 60 Q

2.2.3 EMC HB% EMC Capacitor

N T B EMC H3fE, AT RAZ2%E EMC HI%ZE, EMC RO Jvikedefl, (A TEIR T PCB I 5 S 1 B i A8 A 10 22 25
A, PEUR) AR SHERIT

In order to improve EMC characteristics, EMC capacitor can be installed. EMC capacitor is an
optional device. Supplier needs to reserve the installation position of the device when designing

PCB. The detailed capacitor design parameters are as follows:

= 3 EMC B AFEX S % Table 3 EMC capacitor parameter

Z¥ Parameter % /ME Minimum WRFR{E Nominal KA HiA7 Unit
Maximum

2 0 17 130 oF

c3 0 17 130 oF

i C2 Fl C3 PR ZEAREHE T 10%
Note:The tolerance of C2 and C3 shall not exceed 10%.
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2.2.4 FE AR ESD protection

PCB ¥ it 4% & ESD Jeid B AR 3.

ESD/Over—voltage protection must be considered for its PCB installation.
2.3 WA ETEE Communication Voltage Range

FiT ECU 25 fie /> PRAUEAE S T H M YL Rl A 44455 IR I8 A5, TR SR LR 4.
All ECUs shall minimally guarantee proper CAN communication within a battery supply voltage, as
shown in Table 4.
x4 BEH[ESEEZEK Table 4 Communication Voltage Range

Z ¥ Parameter BT Unit /N Min FrRFRAE Nom 5 K Max £7F Note
pLINELENES v 7 - 18 1
Communication Voltage
FE 1 (E Ll (5 R VS 2 Ak ECU AT DL4ERF IR i8(E, LR vEm/ ME K.

Notel: it certainly accepted that ECU can communicate below or above this range, .

N T ARUEAE RS S 8RS I 0 75 1 E R AR I BT, DT Y CAN 7 e RIS o s 1 1 FL I AR Ve
HARET P LA

In order to guarantee proper CAN communication at specified under and over voltages, it is

required that none of the CAN ECUs shall disrupt the bus communication even if the battery voltage

is outside its operating range.

2.4 BLRHJE Bus Level

RERIEHPRORA: BREMEME. FHASHERNE LS 5% 6.
The bus has two logical states: recessive or dominant. And the detailed bus voltage parameter

required, please see table 5 and table 6.

RoPRM LR kB [EZEK Table 5 the Bus voltage Parameters of Recessive State

Z$ Parameter FLJE Voltage | B4 Unit % /ME Min FRFRE Nom 5 KAE Max
SV HL R R V[CAN_H] v 2.0 2.5 3.0
Common Mode Bus Voltage

VICAN L] \Y 2.0 2.5 3.0
ZEoy R TR VIDiff] \ -0.5 0 0. 05

Differential Bus Voltage

ROEMNRZBEEZEK Table 6 Bus Voltage Parameters of Dominant State

%41 Parameter HJE Voltage | B4 Unit | #x/ME Min FRARAE Nom Max i KAH
SV HL R R V[CAN_H] v 2.75 3.5 4.5
Common Mode Bus Voltage

VICAN L] \ 0.5 1.5 2.25
Differential Bus Voltage V[Diff] v 1.5 2.0 3.0

Z Iy IR EOR

2.5 FFER FEEERA] Rising edge and falling edge time
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TR R AR I 8] 7 S AE — E RO VS A, PR R L 3 R 7:

The time of rising edge and falling edge should be within a threshold, see figure 3 and table

10%

Vit = Vean_ H — Vean L

| I
tfall

trise
B3 BT ERTEME 5L Figure 3 edge time measure
ER7 EAEETEBRNEZEK Table 7 rising edge and falling edge time

W 28 /ME FrFRIE SN AL

Baud rate Parameter Minimum Nom Maximum Unit

500kbps NsGaating] 0 — 200 ns
Rising edge time
T I A 0 - 200 ns
Falling edge time

2Mbps AT A 0 - 150 ns
Rising edge time
N BRI TE] 0 — 150 ns
Falling edge time

Notel: Rising edge time LFH#YIfIA] = [t@90% — t@10%];

Note2: Falling edge time TFFEVSIITE = [t@10% — t@90%) .

2.6 HifR#E Ground offset

T ARUE CAN &% EASTRIYY f 2 (8] IE % @45, ECU 22 [8) ity b B JE A A% 0 AUAE 28 8 5 SLIVE 22 1] .
In order to ensure the proper communication between different nodes on the CAN network, the

ground voltage offset between ECUs must be within the range defined in table 8.

* 8 HifFL i EY5HE Table 8 Ground offset range

Z¥ Parameter #2/MA Minimum FRFRAE Nominal O NIE A7 Unit
Maximum
W% Ground offset | -1.5 — 1.5 v

2.7 B4R Bus Failure Management

SRR ARG W EERT, @EIEE S BT, R 9. (HEERERR S, X TE1RE(E 1 ECU BiRE
7E 1000+10%ms PN H B 1E# TAE.
Normally, bus failure shall disturb the CAN communication, see table 9. When the failure is

repaired, all communication shall resume.
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R 9 REEEEIRATE Table 9 Bus Failures Management

45 No BZREE IR Bus Failure P84T NER Behavior of network
1 CAN_L I ANESRFAT G
CAN L disconnect Communication is not required
2 CAN_H WrFF ANEORHATIEAE
CAN H disconnect Communication is not required
3 CAN_H &5 CAN_L [ Wi FF ANER AT IS
CAN H and CAN L disconnect Communication is not required
4 CAN H %5 #% %I CAN L Communication is not required
CAN H short to CAN L ANERPAT G
5 CAN_H shorted to battery voltage | {7 BA#ET, {HAZMEELFEAK
CAN_H %5 B 2| B Y5 Communication may be possible with reduced signal to
noise ratio
6 CAN H shorted to ground ANERPAT G
CAN_H %5 7% 31| Hth Communication is not required
7 CAN_L %5 2% 2| F 5 ANEE R AT A
CAN L shorted to battery voltage | Communication is not required
8 CAN L J %3 Hh TAERT AT, (A5 EE RIS
CAN L shorted to ground Communication may be possible with reduced signal to
noise ratio
9 A 24 i F, B A U T R Pl x ECU 75 #L4r 25 IR H 85
One non—terminal ECU becomes The remaining ECUs shall continue communication
disconnected from the bus
10 2 i PR BEL YT S T T i TAE AT AT, (A5 EE RIS

One terminal ECU becomes
disconnected from the bus

Communication may be possible with reduced signal to
noise ratio.
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3 HIEEMRE Data Link Layer
3.1 —fRER General

CAN [ 4538 {5 5 22 )™ R IESF 1S011898 A1 CAN2. OB ik, JF HIO T ARIE CAN L€ I AOHERATE, ANHERE A A
FRAE g CAN & B B l,  CAN — S5t 75 223 2 15016845,

Controller Area Network (CAN) should be in accordance with 15011898 and CAN V2. 0B.

It is not recommended to feed CAN controller with a PLL-generated clock signal.

The conformance to the standard 1S011898 shall be checked and tested according to 1S016845.
3.2 WIERMALER Baud Rate and Bit Timing

4 RIS CAN B mift) — AMRLS 18], REANOZI (8] 4% 20 A DUAN I TR B, Horfre

FIABL (SYNC) , EELEPANMLIN 8] (8] A2 i) ik A, F TS IR

4k B (propagation Segment), FITFMEHR SCAE R ER AN k5 b ALH I B A2 RO I (] 238 +

AL ZEP B 1 (Phase Buffer Segmentl) FIAHAIZEMEL 2 (Phase Buffer Segment2), FJT#MET kA SR ik

b=t
N (LR 8] >
- gl — A jE]ER2 —
EHE fEiEER FARIEMERL I hEL 2
A
PO =TI}

4 PERT 5 RS Figure 4 Bit time and sample point

3.2.1 28 CAN %% Classic CAN Network

2 i CAN WX 2% FOU 5 R 15 52 4 500kpbs (£0. 15%), SKFE M s W AE 75%-82%2 8], FAYCKEE, EAREITHER
10 fis:

The Classic CAN communication controllers used by all ECUs within classic CAN network shall

support Classic CAN format communication with 500kbps (£0.15%), and 75%-82% Single Sample point.

= 10 8L CAN AL ERTFIRAMESIZEZEK Table 10 Classic CAN BaudRate and sample point

Parameter % Minimum #%/MH Nominal FRFRAE Maximum #x KAH Unit BAfT
Bit timing /75 I} 1997 2000 2003 ns
Number of tQ tQ FI%E 8 16 25 tQ
Sample Spoint SBFE 75 80 82 %
SIW A5 e 9e FE 1 2 4 tQ
Sample KAFH(F - 1 _
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3.2.2 CANFD M %% CAN FD Network

CANFD [P 2815 i i1 5 2 S RF AT 3 BL 500kbps AEHE Befie = 5Mbps [FRAE CANFD JHA5, 78 /INK K28 H Fh 254
tr, FATEH 2Mbps 179 CANFD #cdfs Be il fEd R . BARZOR LK 11:

The CAN-FD communication controller used by all ECUs within CAN-FD network shall support CAN-FD
format communication with a 500kbps arbitration rate and a maximum 5 Mbps baud rate. In Xiaomi
Network architecture, we use 2Mbps for CANFD communication.

< 11 CANFD R4B AL ERTAISKAE S B ER Table 11 CANFD Network BaudRate and BitTiming

Z# Parameter Requirement Z3K
P B I3 Arbitration Phase buad

rate
AR B 4% Data Phase baud rate 2Mbps (£0. 15%)
A E R Arbitration Bit timing | 2000ns (0. 15%)

500 kbps (0. 15%)

B AL ER Data Bit timing 500ns (£0. 4%)
Number of tQ  tQ HIEi&E 10 — 80
KA 55 Sample Point 75% — 82%

T RKFE S Secondary Sample Point 78% — 82%
RIEFMELZERS Transceiver Delay

{#f8 Enabled

Compensation

3.3 CAN mi2k%] CAN Frame type

3.3.1 #JIEMmi Data Frame

CAN e 2 b= A& () 2t s sUNL RS & IS0 118981

ECU R e VFRIERA 11 £ CAN Identifier 4RI, 29 £ CAN Identifier ARV RIEF ML . ECU AR
VFRIE matrix SCAFHBRA E LR SC.

The format of data frames transmitted on CAN bus shall follow ISO 11898-1.

Only 11-bit CAN Identifier is allowed to be sent by ECU and 29-bit CAN Identifier shall not
appear on the CAN bus. ECUs on CAN bus shall not send any frames of undefined CAN Identifier in

matrix file.

3. 3.2 LFEMW Remote Frame

ECU AR K IX e FEmi 2] S 28 1. 5 ECU U B R, [ 2% T ASZ H T4t
Remote frame shall not be sent by ECU on the CAN bus. ECU shall ignore the received remote

frame and shall keep working without any disturbance

3.4 CAN itZ %% CAN Tranceiver

CAN WSC A 2% 5 24 A2 1S011898-2/5 MIFRAEZIR, HEFF MR A A RS IR 12, 5 (A e ik FH Lt AL 5 g i
s, WFGEARE N KA
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The transceiver and ASIC must follow I1S011898-2/5 standard. Only the below listed transceiver

types can be used. Other transceiver types can be used only after the permission of Xiaomi.

= 12 TAHATHY CAN YL % 285113k Table 12 Approved CAN Transceiver

P 5 Transceiver type Manufacture Wakeup Support Note
1 TLE6251DS Infineon Yes R #RAE A T 500Kbps CAN X B
2 TLE6251-2G Infineon Yes
3 TLE6251-3G Infineon Yes
4 TLE9251 Infineon Yes ZOR ZRAGER F 2Mbps &V
5 TJA1042 NXP Yes CANFD B
6 TJAL1043 NXP Yes
7 TCAN1044 TI Yes
8 TJA1145 NXP Yes
9 TJA1044T NXP Yes
10 TJA1463 NXP Yes ZUCR $%3E T 5Mbps CANFD X B
11 TJA1462 NXP Yes
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4 FHE Interaction Layer

4.1 KiEMERA Transmission Mode

RICRIERLIUNAZ AT AUTOSAR COM RYE, iZALTE%E T OSEK/ VDK I {EAR#E
Message transmission mode shall be in accordance with AUTOSAR SWS COM which is based on

OSEK/VDK Communication.

4.1.1 HERIZEHA Direct Transmission Mode

R RSO B AOEME, A b A A e PS5 A& BB R Bl AR SR IE - (5 55 B R ML E]
) T 2R AR AR SR IETE K

Transmission of an message with Direct Transmission Mode is caused by the transfer of any
signals assigned to the message with Triggered Transfer Property. The transfer is immediately
followed by a transmission request from the IL (Interaction Layer) to the underlying layer.

PR MR S 2 T8 N2 A7 g /NI 8] [ R, an SRAE B /) I T T g ik B BT W B S 2 1 GE T K, 5 538 BR NAER
B f5g /NI T4 [ BEG R P )5 75310 J2 AR AR SRR T K

A MDT (minimum delay time) between transmissions (greater than or equal to zero) shall be
configured per message. If a transmission is requested before MDT expires, the next transmission is
postponed until the delay time expires. See the following figure for this requirement

H5 /NI [ W) R A s Dy b — AR SRR BT B 2 o B AME 558 B R N SRR N P E AR — IROR BT R G, 1%
M matrix SO SRR IREL 180T Rl — € IRBURR SCRIETE K

The MDT for the next transmission starts the moment the previous transmission is confirmed
Besdes, IL shall be able to trigger n—times message transmission request to underlying layer by
one—time signal update request from application layer and the value of n—times shall refer to the

matrix file.

Application Layer

Signal update request

Interaction Layer
Message transmisIsion request ‘

Minimum Delay TimelMinimum Delay TimeJ

l l Underlying Layer

5 HIZE 41X\ Figure 5 Direct Transmission Mode

4.1.2 JEMWRIEHF, Periodic Transmission Mode
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FEFPRGERE T, 55 TR N 2 AR IR SCRIETE R . N HZ 5 5 s ROCERE 52 H
JE A A

In Periodic Transmission Mode the IL (Interaction Layer) issues periodic transmission requests
for an message to the underlying layer. Signal value update request from application layer only

updates the buffer stored in interaction layer. See figure for this requirement

Application Layer

Signal update request

Interaction Layer

Periodic message trapsmission request

Period time l Period Time

l ¥ _ Underlying Layer

& 6 EHA% %45 Figure 6 Periodic Transmission Mode

4.1.3 BEKIZEHA Mixed Transmission Mode

RERIER AL G 1 B AR R 1 A

AR, A5 5 2 B R 1) T R B AR A 9 IR 95 SE AR SRS

JAS AR AEARSCZ AT BB AAR S, i Bl A RE IR IR Sk . 2 a5 5 S BRS8N 2R RSk
EER BEIEOLT, BT — MR A& SRR b — it b R AR ST TR R 220 1 /N SEIR N 1], BT DA 391 A i
R IR AR

PR MR L 2 1) 5 S SCRFIC B B /NMEIR I 8] CRTEEET 00 o dnSRAE S/ B IR I (8] B AT W B AR 1E R, B
IR 21 f5g /)N GE T I TR) 21391 75 RO

Mixed Transmission Mode is a combination of the Direct and the Periodic Transmission Modes

The transmission is performed by repeatedly calling the appropriate service in the underlying
layer with a period.

Intermediate transmission of message is caused by the transfer of any signal with Triggered
Transfer Property assigned to this message. The transfer is immediately followed by a transmission
request from the IL to the underlying layer. These intermediate transmissions do not modify the
base cycle because next periodic transmission request shall be triggered after MDT (Minimum Delay
Time, greater than or equal to zero) expires since last intermediate transmission request is
triggered.

A MDT between transmissions shall be configured. If transmissions are requested before MDT
expires, the next transmission is postponed until the delay time expires. See figure for this

requirement
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Application Layer

Signal update request

Interaction Layer

Period time Period Time .
e ’
Greater than or Greater than or Greater than or
equal to MDT equal to MDT l_ equal to MDT
~ ¥ »=— Underlying Layer

Periodic méssage ntermmediate message
transmission request transmission request

E7 BE%:EER (F81EMR) Figure 7 Mixed transmission mode (simple case)
B0 SR e ) N SR SRR A — 0 R S SR IRV RE /N T e /INE IR IR 1], 53— KR AR SO SR R
&, 25 B HAD A IR OCTE R T REAEE, %K 8.
An intermediate transmission request less than MDT before the next periodic transmission
request delays this periodic transmission request and possibly also subsequent periodic

transmission request, as shown in figure below.

Application Layer

request
Origianl periodic
transmission request

Interaction Layer

e e o e e 0 e
e e e e e e e

Gréater than or| Greater than or

_ e_g_ual_tol/IDT _eyal_to:MDT_’

- ——— )

A 4 X A 4 A 4
intermmediate \aay; periodic

transmission request  transmission request

4

>~ Underlying Layer

&8 EIRANE S &£1Z1ET\ Figure 8 Mixed transmission mode with minimum delay time

4.2 ZI5)RFF Byte Order

CAN F CANFD 4} SCHS K F BEFE 2 i i 77 3o
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The Motorola byte order shall be used for CAN message and CANFD message.

4.3 |ILKF Message Length

JITAT i) CAN/CANFD 3 SCHRA —AMHE IR L, 1K BERE SCAEMI 8B R FE R A, Bl i 7 BT U 21 i)
CAN/CANFD % 3K BEHEAT M o

A1l CAN/CANFD frames have a fix and static message length defined in the communication matrix.
The DLC of a received CAN/CANFD message has to be evaluated by the receiver.

CAN 1 CANFD £ 4] LK BER 1% 8, 12, 16, 20, 24, 32, 48, 64. 4HUCEI MR SCK BE /N Tl {5 46
B SCRRBZINS s SO RN A% 2 AR S o A SRR AR 0 S B R T 45 T3 A5 R v 8 SRR REI - 4k
R NAZEWOZIR G, IF B RZ ZE A 2 7 .

The DLC for CAN/CANFD network could be 8,12, 16, 20, 24, 32, 48, 64. If the DLC of a received APP CAN
message is smaller than that indicated in the communication matrix, then this message should be
rejected. If the DLC of a received CAN message is equal to or larger than that indicated in the
communication matrix, then this message should be accepted. The ECU shall ignore the data in the
extra byte.

R 13 DLCKEE X Table 13 definition of DLC

Frames Data length code Number of data bytes
DLC3 |DLCZ2 |DLC1 |DLCO
Classical Frames 0 0 0 0 0
and FD Frames 0 0 0 1 1
0 0 1 0 2
0 0 1 1 3
0 1 0 0 4
0 1 0 1 5
0 1 1 0 6
0 1 1 1 7
1 0 0 0 8
Classical Frames 1 Oorl |0orl |Dorl |8
FD Frames 1 0 0 1 12
1 0 1 0 16
1 0 1 1 20
1 1 0 0 24
1 1 0 1 32
1 1 1 0 48
1 1 1 1 64

4. 4 RAFEFHKILLMZET Unused bits and bytes

XFRIETT, AR AT, #RAZREN 0. BT A% 20 BT A AE 1R X 8]
All unused bits and bytes shall be set to zero by the sender. The receiver shall ignore all

unused fields.
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4.5 RIEWIME{E Initial value for transmitter

WNRRIE T AE B RGBS 75 2 2 I RTH S 5 ME, AR AAE T 558 B 1 BOZAE S S AR (E BEAT KL -
55 IR ARLAE X 2% 38 15 FEL RS T AT 5E o

In case the sender need more time to calculate the signal value for a specific signal before
the first transmission, and the initial value shall be sent

The initial value shall be specified in the communication matrix

4. 6 BT BT ALBE Receiver time—out Handling

FWOTAERRNRIN BRSO AT, NAZAERIERAE . BRIEZAh, U0y R I RN 3RO, 2R A8
I, AR AR B A

The receiver has to use the default value before receiving this message

Besides, the receiver should monitor the time-out of any periodic application message. The

error substitute value shall be used by the receiver if time-out occured

4.7 | RIMZEZER Requirements for cycle tolerance

FE R SC PR A AR S B R SR 4 B AT A 0 T R
a)  FWI/NT 10ms R 3C SRR I RTE +50%% 2= Ju il A
b)  JAMAZET 10ms 4R SCFR BN 1% 4 20% 28 25 Vu [ N
c)  JAMAKT 10ms HSCSZPrR A AR 1Z £ 10%% 25 HE W

The periodic messages and periodic part of the mixed transmission mode messages shall fulfill

the below requirements:

a) The actual period of messages with a period of less than 10ms should be within the £50%
tolerance

b) The actual period of messages with a period of 10ms should be within the +20% tolerance

¢) The actual period of messages with a period of more than 10ms should be within the +10%

tolerance
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5 #5iR A Failure mode

2T R B X 4 R, AT SR LK P 4% 5 DTC, 3l B R — AN ECU ZRN 12 W n T s -
~ CAN Bus of f i

= 1 AR I

- R/ R b

When the node detects network fault, a network fault DTC should be recorded. Normally each ECU

shall diagnose the following faults:

5.1

5. 1.

%’
1,

— CAN Bus off

— Node timeout

Under/Over voltage

Bus off #b¥ Bus off handling

1 Bus off #iid Bus off description

Bus of f ARAS/EHE CAN #2585 R X B R THBERIA B 1 255, Bus of f Mk 5, JAMIAMFLROC T 1R K
AT G A7 AL ROE G X LA IR OSCHR R BEIi = . el — BUR R S5 IN IR), BRI 6 CAN %) 3 32E 4T BB 01 40
SR, ROEHER VAR AR R TR R 2 W R AL, BCU FUB TR 25 il AR W5

A “Bus off state” refers to a CAN controller that the transmit error counter exceeds 255.

After Bus—off is triggered, the periodic and event frame shall not be transmitted on the CAN bus.

Any

time,

remaining frames waiting in the Tx buffer shall be cleared by ECU application. After recovery

the software program promptly conducts re—initialization on CAN. At this moment, “sending

error register” and “receiving error register” shall be reset. And ECU tries to send messages to

conduct a normal communication.

Reset and Configuration

Reset and
ReConfiguration

REC>127
or
TEC=127

REC<128
and
TEC<128

Error
Passive

TEC=255

& 9 CAN P E4$EiRIR7AS Figure 9 CAN node error state
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5.1.2 Bus off 41 4b¥ Bus off handling

M—AFEEN Bus of IR, ARFEHEAT CAN #HI 83 H A E AL, 1M 75 2 RIS E R R SR, 1EN
PR SR EE SR W B R
When the node enter Bus off state, CAN controller automatic reset is not allowed, and instead a

fast and slow recovery strategy shall be used, see below details.

4
TEC

Counter=0 Counter = 1 Counter = 11 Counter = 0 Counter =1
Bus off state--§-------------- -n S

bus recover

WS

bus failure

\l i i

Transmit Attempt tFastRecovery tSlowRecovery

Time

& 10 (R1EWESEHE Figure 10 Fast and slow recovery strategy
Bus of f 152 SEHE [T [H) R WLER 14:

The parameters of Bus off recovery are described in table 14:

%= 14 CAN Bus off fkESHZEKR Table 14 CAN Bus off recovery parameter

2 Symbol ik Description FRFK Nominal | BL47 Unit | %
Tolerance
tFastRecovery TR S BT S 2 Pk A2 s (1] ZE B 100 ms 10%

The duration of bus recovery time in fast
recovery stage.
tSlowRecovery TSR S B 1) S 2 &I} 8] ZE I 1000 ms 10%

The duration of bus recovery time in slow

recovery stage.
Counter PR 5 R EL, T E AR N8R e 10 - -
The counter of bus—offs of fast recovery,
then change to slow recovery stage.

5.1.3 Bus off #[& Bus off DIC

Bus of f SRR ZAE U T 26 T 4L %2 BCU 4E 5 RAEAF il 4%«

a) Bus off RECELLE] T 10 IKk;

b)  ECU it Hy i He 7 I 2% 12t i R S L Y

RSN DI RIE G, Bus of £ b MSZ BB ST, T HE AR Dy T S e

Bus off DTC shall be recorded in ECU non-volatile memory under such conditions:

a) The Bus off counter reaches 10.

b) Voltage supply of the ECU is in the range of network diagnosis voltage range.

When message can be transmitted successfully, the current fault shall be cleared immediately

and turn to a history DTC.
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5.2 3 S Kt Node timeout monitor

255 CAN JE 5 1 T 42 ) 45 A0 5 2 S inf S e i) Ja Ak s, e B I 8 v % AL 5K ECU R SR BRSOk
WA BCU A& TR, SRBAR SO 5C BCU i i A I e h B e R 564 (CAN 1D Je/) f— 264K 3L, CAN
T I 2 W R EAE R A N T

a) BCU RALT Bus of f ARZS, B #E EIR Bus of f R O 1 £

b) ECU 7 ACC % RUN AR # Awake RA (Awake HRAEEARINAEATIE)

) ECU ik e e i/ I 4% 12 W7 6 L2 17

ol L SR N I 1) 2 0 75 A I R R AT

Node timeout should be monitored for all nodes connected to CAN bus. It is determined by
monitoring one critical message from the relevant ECU. The critical message is a message with the
highest priority among the periodic messages sent by the relevant ECU (with the minimum CANID)
Node timeout shall be monitored under such conditions:

a) No Bus off detected or 1 second after last Bus off recovery;

b) ECU in ACC or RUN status or Awake status(ECU can be selected according to specific functions

in Awake status);

¢) The supply voltage of ECU is between the network diagnosis voltage range.

Below table shows the parameter of timeout monitor time:

Rz 15 B EEBETIENAETE S EZEXK Table 15 Node timeout monitor time parameter

25 FRFRAE K LX)
Parameter Nominal Unit
<20 200 +10% ms
20<cycle”<<500 5¥cycle +10% | ms
>500 5000 +10% ms
E: (1) cycle AWRSTRIEE I
(1) Cycle is the message sending cycle

S ENZ OB ST S, A I IR R S 2 I PR S 7 R RS R T AR g [ S R
When the critical message can be received successfully, the current fault shall be cleared

immediately and turn to a history DTC.

5.3 LW &k Network diagnostic conditions

AT E SLT AL AR S b it 1) P s 90 FL AT [R) 225K, SR BCU {94558 MV 5 b 5%, DA ECU e MG
SE SUNHE. ECU HEA ACC B3 RUNRA TR ZIL tDiagStart K], A BEFFH M AL WiThRE . KA Ea#E o fE
YREBIESR TG (BFE 1) J5, BTE tDiagStart«[Im A5 8 M2 Wi thhg . AR A1 E SR

This section defines the voltage range and time requirements for recording network related
fault codes. If the specific specification of ECU conflicts with this, the specific specification

of ECU shall prevail. When ECU enters acc or run status, tDiagStart time must pass before network
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related diagnostic functions can be started. The network diagnosis function shall be started after
tDiagStart* since the undervoltage or overvoltage returns to the required range (As depicted in Figure 11).

The specific time requirements are as follows:

16 IZEAFIIE{LATBIEK Table 16 Diagnostic initialization time requirements

S /MA (ms) FRFR{E (ms) BRAE (ms)
Parameter Min Nominal Max
tDiagStart' 2500 3000 3500
tDiagStart*2 800 1000 1200

WE: 1 ACC BU# RUNRZS tDiagStart J&, JFUAMIZHISZWIThAE;

2 REESCE I B EKE G tDiagStart*)5, JFURMZEAH IS W ThRe .

1 After ACC or RUN status tDiagStart, start network related diagnostic functions;

2 After tDiagStart* after undervoltage or overvoltage recovery, start the network related
diagnosis function.

DX 26 A 2 WA B 1 R R Y B RS AT 26, R 17 RO 11
See Table 17 and Figure 11 for the voltage range and operating conditions of network related

fault codes

T 17 MEEXIZENT/ KB EZEK Table 17 Network diagnosis voltage requirements

ZH wAME (V) PRARAE (V) BRME (VD
Parameter

VLon 9.5 10 10.5

VLoff 8.5 9 9.5

VHon 14.5 15 15.5

VHoff 15.5 16 16.5

Battery voltage

Over voltage
Vhigh /\
Vhoft / \
\ \
VHon /:
| |
| | Under voltage
| |
| | / \
VLon : L
}
/ - N/ \
Vioft + . : t
/ | ] 1 |'\/ | :\
Viow 4 t T 1 : v
! | | 1 ! 1
[ | | | | 1
| tDiagStart | | tDiagStart* | | tDiagStart* |
[} - )
My
[} [}
: ! ! Lo |

Time

11 MKZIEISHIRTIE]ZEK Figure 11 Network related diagnosis time requirements
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6 ECU JS 3 fufER ECU Startup and Sleep

YT Autosar WIS EFHERIT 55, JE SIS ZI R IEWSCHIR A 23R, 218 Appendix T10_CAN&CANFD Network
Management RequirementCAN&CANFD [ 2% 5 BN Y EL SR (1 8 S HAR T s 1 5 S AR AR I 1) ZL SR 1

Table 18 Timing Parameter value 318 B8] &#{A

ZH Bl (=H) | BE Eiip%
Parameter name Value (ms) Tolerance Description
T ack 150 +10% NG T <4 21 ECU 3213 — TR SC 25 HH R85 1) o Kt (1]

Max time between wakeup event and the first PDU
received and give ack
T Startappmsg 200 +10% N P S 381 ECU & HA 57 — Mot ST 1) K 1]

Max time between wakeup event and the first PDU sent

out
T networkStart | 100 +10% ECU Mg f5 70 5 B35 — Wi S AR SO G,  BPEFT A A i s &b
RIE— IR B e K (]

Max time to send all APP cyclic messages for at least

once since the first APP memssage is sent after wakeup.

T_shutdown 1000 +10% ECU MENRZ&{Fi#5 &, ECU {52 R 4R ST et ]
When the ECU sleep conditions are met, the ECU stops
sending messages
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7 CAN P32 CAN Gateway

AN ZES BAT CAN (CANFD) R SCH H A8 Bz filas , BAR SRR, #5 0 Btk CAN
(CANFD) {55 FR3C, 75 Bl W S fasthil de b7 B A . 4 BRI AE DT A R rh S AR A W B T, /757K

W 2% TR -

W 5 RE 1% 1A 6 1 0 5 B e 3 b SCRIARCS, RSCHER AT, 4R3C TD BB R b € SCORFF— 3. RR
N L PR R AE B P 2R SRR 2R TR AR R P SRR L

This chapter is mainly for domain controllers with CAN (CANFD) message routing capability,
which is uniformly referred to as gateway. Can (CANFD) signals and messages transmitted across
network segments need to be routed through gateway controller. If the supplier deviates from this
specification during development, it shall confirm with Xiaomi network engineer.

The gateway can correctly route the message defined in the gateway routing table. Before and
after forwarding the message, the message ID shall be consistent with the definition in the routing

table. The gateway shall not route messages not defined in the routing table or vehicle

communication matrix.

7.1 BREH#EN] Routing rules
7.1.1 HER M H Direct message routing

FELRAR T I P A 5 O B AR SN H A I B 14 ST 58 4 — B s 1 07 3, RIS R Bl 214k S0 AN kAT b 3 B
BTG . AR R (ERAER. AWIAGATY . WREARIERD R OCRGR BRI B, 5% R BRI I Bl
B TR 00RO, RSZEEE R B H AR B .

Direct message routing is a routing method in which the message of the source network segment is
completely consistent with the message of the target network segment, that is, the source network
segment forwards the message without processing after receiving it. No matter what type of message
(direct sending, periodic sending and mixed sending) is sent to the source network segment, as long

as the gateway receives the message to be routed in the source network segment, it shall immediately

forward it to the target network segment
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12 EERICIEA Figure 12 Direct message routing
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As shown in the figure above, direct message routing shall have the following characteristics:
a) The ID, length, period and other contents of the message are not processed, and the whole
packet is directly forwarded;
b) When the source network segment receives the routed message, it shall forward it immediately.
If the source network segment stops sending the routed message, it shall stop forwarding;
c¢) The delay time of direct message routing, that is, the time from the source network segment

receiving the message to the target network segment receiving the message shall be < 3ms.
7.1.2 IR HH Periodic message routing

JE S8 S 2 i X S e o TR 7 22 S e 1) 1 A R B AR S 7 3 1 S TR I B AL 21 75 8% e
AL, T ERRASCR SR (5 SR B H AR B, PRI B AR CCE R G, HARMBUT IR 75 2L E SO
SCF A

A 0 B J 1AM ) Bt SC R RT BAASIRL, EAS Se VR DLSE AR (0 R S0 A4 S filtn,  E R M BRI 50ms, H
T B P 2306 A ST AT LU 100ms, 2 AR Fe¥F o 7Bl 3 F

Periodic message routing refers to the routing mode in which the gateway needs to periodically
forward messages to the target network segment after being awakened. The gateway receives the
message to be routed from the source network segment and needs to route the received latest signal
value to the target network segment. After the node of the source network segment loses the

message, the target network segment still needs to route according to the defined message cycle.
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13 EIHA4RSCIZH Figure 13 Periodic message routing
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7.1.3 {554t Periodic signal routing

PO A i R e U R B P R ORI T A RIS IS 53T, TR ORT AR, 3% IR AR BRI ) J1 53 31 H B
Bro Xt T 7 Bt BOAR SRR T AN RIRSCI S 5, s AT 45 5 ek g 2K

After being awakened, the gateway packs the signals of different messages in the source network

segment to form a new message, which is sent to the target network segment according to the

specific required cycle. When the signals to be routed come from different messages, the periodic

signal routing method is used
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& 14 BHAES A Figure 14 Periodic signal routing
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IR 8] 0F F-IR R BIIIR T 10ms fRSCHAIME S, T 5 AR (= 10%) VR i8] . Ryl i,
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shown in the example above, periodic signal routing has the following characteristics:
The signal value of periodic signal routing in the target network segment shall be consistent
with the latest signal value of the source network segment;
The gateway shall send the message according to the message cycle of the target network
segment, but it shall ensure that the message of the target network segment is not lost;
The signals to be routed can come from different messages, which are packaged into new
messages in the target network segment and sent periodically;

Before receiving the signal value of the source network segment, send the initial value.

If there is no initial value, send the invalid value. Update the transmitted signal value
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after receiving the signal value of the source network segment

The destination signal shall use the last value before the source signal times out and
shall use the signal timeout value (invalid value or initial value can be used if there is
no timeout value) after the source signal times out. By default, for signals in source
messages with a period of 10 ms and less than 10 ms, 10 times of the message period (£10%)

needs to be used as the timeout time; for signals in source messages with a period of
greater than 10 ms, 5 times of the message period (£10%) needs to be used as the timeout
time. In particular, if the application layer has special requirements for the signal
routing timeout time and timeout value, the application layer requirements shall prevail

this requirement

7.2 H'BER Other requirements

7.2.1 MZ%& P Network management

ST Autosar MZSE BRI EX, N £ Appendix T10 CAN&CANFD Network Management Requirement
CAN&CANFD [0 2% 8 BR AN AR SR o JHL e Dol B ) PRSP S s 25 AV 5 6 =1 o

For the network segment managed by Autosar network, it shall meet the requirements of Appendix

T10 CAN&CANFD Network Management Requirement CAN&CANFD [ 2%/ FR AR .

7.2.2 74 Fault—tolerant

WX TR . DLC KEAE IR C . Bus of £ FIALIEHLHI LT

0 5 R 0 B R LR R IO, AN BE K BB IR TR Al B, HBR e DhRE IR 5

M RFLNCE] DLC /T WS 2R 58 SRRSO ANEEAT R, F20®) DLC KT W 5% 52 SRR SIS
BRI

AW REIIRM B Bus of £ ARIRIN, SIEAEAEE TR VS E L Bus  of f IR HME . LM BUR A
BEREHRIEN Bus off J&, ANRERCWHE WBUREME LB HIhag. Blan: ML iR — M B T a2
WRIENT Bus of £, BUINZ M BOANBEAIE HATATHR SC . RIS AN BE i) oA 93 B it b AT Tt o, L A X B
R B N ZhBEIE® o BT Bus of £ 1S EURIE S AL BN AR AT 5. 2 F AT 5E Lo

The processing mechanism of the gateway for error frames, DLC messages and Bus off is as

follows:

a)

b)

c)

When an error frame occurs in a network segment of the gateway, the error frame cannot be
routed to other network segments, and the routing function is normal;

When the gateway receives a message with a DLC less than the definition, it will not forward
it. When it receives a message with a DLC greater than the definition, it will forward it
normally;

When a Bus off error occurs in the source network segment, the Bus off recovery strategy

defined in this communication requirements specification shall be followed. After a bus
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error occurs in a network segment and enters Bus off, the communication and routing functions
of other network segments cannot be affected. For example, a network segment in the network
enters Bus off due to bus error, and the network segment cannot send any message. At the
same time, no error frames can be routed to other network segments, and the routing function
between other network segments is normal. The signal timeout processing caused by Bus off

shall follow the definition in Section 5.2 of this specification

7.2.3 £Wr Diagnosis

LAE PSRBT 2 Wi i, SR B CSC B3 BAREORZS W 7.1 &5 flan. A Eifs bl s
(28 k%%, UL UDS Wi RMVE) HIiZIria &, WSS/ 15 1k Brfy B L BN SCRI B o X T SELZ BTl SCHs
HIDhRERI A, 15 LT85 12 Wrdim & AN S M2 Wk ST % o

When the gateway is used for diagnostic routing, the direct message routing method is adopted.
See Chapter 7.1.1 for specific requirements. For example: when receiving the diagnostic instruction
to stop communication (28 service, see UDS diagnostic requirements specification), the gateway
needs to stop the routing of messages on all network segments. For the gateway realizing the
routing function of diagnostic message, the stop communication diagnostic command does not affect

the routing of diagnostic message
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8 E2F #E{Z/%¥* E2E Communication protection

S 2R B A AR 7 RO B2E R HLHI, E2E Protection RV B (R4 HLHI O IR . 2EiZMLEIH, K%
Ui MRS 2 8] A5 2 32 B ER S, HOMAR R (S BT — SO A e VR AR e, AN 32 A5 B A% i 2 v P 13U e
I R DL R

This chapter specifies that the protection mode of communication is E2E protection mechanism,
which is the abbreviation of end-to—end protection mechanism. In this mechanism, the information
between the sender and the receiver is protected, and the consistency and integrity of the
transmitted information are verified, which is not affected by the protocol conversion or routing

in the process of information transmission.

8.1 CAN/CANFD i&EFH &= CAN/CANFD Applicable Algorithm

I CAN/CANFD S5, AHIVEAUKI AUTOSAR HUYEH Profile 1A 5E, JFASZRAR SCBUEAT LR .
Profile 1A HiEfE CRC, Counter, Data ID %470 %, HHt CRC Al Counter FEXUR ST (4. Bid LR
fIdlE, RGHLLR IS S A AR TR AR AR R N A E R, IR B R

For CAN / CANFD bus communication, this specification only adopts the Profile 1A algorithm in
AUTOSAR specification, and restricts the implementation of this algorithm. Profile 1A algorithm
contains security elements of CRC, counter and data ID, where CRC and counter are transmitted with
data. Through the combination of safety elements, the system can identify the following
communication errors that may occur during signal group transmission, as shown in Table 19:

Table 19 Communication error %19 B{={EiR

E2E #L ARSI B R IR B R
Counter FREL, FEEK, MEEER, HOMEEMA, FEEINFHR
Data 1D + CRC BEEME, 5 EKREER, FIME LA
CRC HAu iR, WA TT BT K5 B AR
HRETURNE X

Counter: Counter HI¥JMAIL. RN KA AF H E2E FHRTER, Counter KK 4 bits. XFTkikim, ¥)
IEALTE R S — R ) Counter (BN 0x0, Xt FHREANESLAIRTE R, THEES RGN 1. 24 Counter {H &N
0xE J&, F—XKIZN Counter {EM 0x0 FHIFFAATEIL (OxF K pihid) o xbFHelieum, AT BAMNBCEI ) T4
EH, HWHEEER. EEEL. FENTFHIRGENE;

Counter: The initialization, accumulation and verification of counter are completed by E2E
module. The length of counter is 4 bits. For the sender, the counter value sent for the first time
after initialization should be 0x0. For each subsequent transmission request, the counter should be
increased by 1. When the counter value increases to 0xE, the next sent counter value will restart
the cycle from 0x0 (OxF will be skipped). For the receiving end, the information loss, information

duplication, information sequence error and other contents can be judged from the received count

CONFIDENTIAL PR

SOR - CAN&CANFD Network Communication Specification SOR - CAN&CANFD A 5438 {5l 75 B3R SHEET310f33 %5 31 71, 4L 33 70



value;

DATA ID: E2E {47 M5 S A4 — AN ID, Bl Data ID. Data ID FYHUMETE RZGiAME—, Data 1D fIKJE
H16 bits. AMIEERAMEH M E2E FVEA Profile 1A, %%, Data ID BT THE RS E CRC HHE M
BT . WEIRTA: Data ID IUKFHT, $A)5 Data ID @1

Data ID: each signal group protected by E2E has a specific ID, that is, data ID. The value of
data ID is unique in the system. The length of data ID is 16 bits. The E2E algorithm required in
this specification is profile 1A. In this algorithm, both bytes of data ID need to be included in
the data stream of CRC calculation. The calculation order is: the low byte of data ID, and then the
high byte of data ID;

CRC: BPFE3AIUARII . Profile 1A ) CRC HERA] CRC-8-SAE J1850 AR Z I, M2 WA N
0x1D (x8+x4+x3+x2+1) , {HRH]5 CRC-8-SAE J1850 ANFIAUATUA{E AN BUME, B AR AR {E AN S BUEII B 0x00.
FSEREM TR,

CRC: The CRC algorithm of profile 1A adopts the polynomial of CRC-8-SAE J1850 algorithm, that
is, the polynomial value is 0x1D (x8+x4+x3+x2+1). However, the starting value and xor value
different from CRC-8-SAE J1850 are adopted, that is, the starting value and XOR value are set to
0x00. The specific parameter settings are shown in the table below.

Table 20 Communication error 3 20 CRC-8 B xR ITZHE

CRC HVETLHR CRC SLikHUA

CRC result width: 8 bits

Polynomial: 0x1D

Initial value: 0x00

Input data reflected: No

Result data reflected: No

XOR value: 0x00

Check™"': 0xB7

Notel: Check [RIfE AT EHE “0x21 0x22 0x23 0x24 0x25 0x26 0x27 0x28 0x29” #EAT CRC AL
I3 4

Profile 1A BERIBAE™H& G THA T X —N E2EE 54, AU FHAEK.
a) CRC AU THERYE S AR E T,  Counter 7 THE 54 —ANF A HIMKIUAZ, CRC A Counter #iA 70
VRIS R A

b)  HTHAE S AR B IEL b, A RVFH ARG S .

Profile 1A fEHEAT CRC THEEMS, SEit5 Data ID MR 4T, ZRJETHE Data 1D w75, # FRIFH User
Data (Counter L ETEN)

Profile 1A requires strict signal layout. For an E2E signal group, there are the following
layout requirements:

a) CRC must be in the first byte of the protected signal group, counter is in the lower four
bits of the second byte of the signal group, and CRC and counter are not allowed to be arranged
across bytes;

b) In the continuous bytes of the data field used to arrange the signal group, it is not

allowed to arrange other signals
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8.2 CAN/CANFD &i: /-7 CAN / CANFD algorithm example

AREATAE —ANFEM B TR U BT ERRE . ZEAT, BEZEPRESE. REH Checksum, i
#1988 Counter A1 DATA ID. CRC. Counter X HAK(E S Layout 1 F & s:

This chapter illustrates the calculation flow of the algorithm through a detailed example.

this example,

the protected signal group,

checksum,

CRC, counter and specific signals is shown in the figure below:

In

counter and data ID are included. The layout of

Signal 1 HUfH:
Signal 2 HUH:
Signal 3 HUH:
Signal 4 HUH:
Signal 5 HUH:

Data Bit7 ‘ Bit6 ‘ Bit5 ‘ Bit4 ‘ Bit3 ‘ Bit2 | Bit1 | Bit0
Byte2 CRC

Byte3 0 | Signal 1 Counter

Byted Signal 2

Byte5 Signal 3 ‘ | Signa 4
Byte6 Signa 4

15 E2E 7~f503E#5 Figure 15 E2E Example Layout

RS LS, BiR N AERED T
E2E Counter N 0x6;

0x1;

0x7;
0x18;
0x2A5;
0xC3, Bf:

Byte

2

3

4

5

6

7

Data

0xD9

Ox1

0Ox6

0x07

0Xc2

OxA5

0XC3

Field

CRC

User
Data

Counter

User Data

User Data

User Data

User Data

HrAt E2E Data 1D A 0x123, Counter N 0x6, B 155 78 HIiB 4 LA 0x00 A& . 7EZnlh, 2915
PN Byted % Byte7 Z[HHI%HE. 25 CRC 1B RO 1% B8 HEAG U A UGEAT . ZBERmN: 0x23
01 16 07 C2 A5 (3, E2E CRC 1184554 0xD9.

Where E2E data ID is 0x123,

0x00. In this example,

counter is 0x6, and the part without signal filling is replaced by

the protected data stream is data between byte3 and byte7. The data flow

involved in CRC calculation shall be arranged in sequence. The data flow is: 0x23 01 16 07 C2 A5

C3, E2E CRC calculation result is 0xD9.
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